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Product of Digital Element:

ny hardware or software produc oge
vAvh\:)se intended usetinvolv:s datat Cybe r RESI I I e n Ce ACt (C RA)

processing or network connectivity

The European Parliament passed the Cyber Resilience Act in 2023,

In'>cape _ which entered into force on December 10, 2024.
Hardware: laptops, mobile phones, routers, etc.

Software: computer applications, video games, etc.

Remote data processing solutions A.
Not in Scope

Non-commercial: non-profit open-source software l
Services: websites, cloud services, or software-as-a-service (SaaS)

Specific reqgulated products: including medical devices, automobiles,

aviation equipment, and maritime equipment

December 10th December 11t
m The CRA enters April 11th September 11t Mandatory compliance
into force with the CRA
Validation by the Notification of national Reporting obligations (actively
European Parliament conformity assessment bodies exploited vulnerabilities &

severe incidents)

2024 2025 2026 2027

During this period, collaborate with ADLINK and our strategic certification partners for self-preparation for CRA.

Risks of

non-com pliance fine in case of failure to meet fines in case of inaccurate information
cybersecurity requirements provided to authorities
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Cyber Resilience Act (CRA) Alignment with IEC 62443 Standards

IEC 62443-4 standards provide a strong framework for CRA compliance, especially for
industrial and critical infrastructure products. -
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EU regulation mandating essential cybersecurity g A globally recognized standard for industrial automation
requirements for digital products throughout their lifecycle. . and control system (IACS) cybersecurity.
L J
Focus : " Focus
- Targets hardware, software, and related services with a focus on o Industrial control system (ICS) components
secure design, vulnerability management, and lifecycle security.. @ and their secure development practices.
* [3
Key Goals g Y g Key Goals
®
» Reduce cybersecurity risks. °® o e Security by Design e Security features
e Standardize security requirements across the EU. ,' ' e Risk Assessment

Cyber Resilience Act Requirements Standards Mapping

Security requirements relating to the properties of products with digital elements Vulnerability handling requirements

Security requirements relating to the properties of products with digital elements Vulnerability handling requirements

EN IEC 62443-3-2

EN IEC 62443-4-1
EN IEC 62443-4-2




Cyber Resilience Act (CRA) Alignment with IEC 62443 Standards
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The Scope of IEC 62443 standard
1.General - ‘ 1-1: Terminology and concepts . 2 key standards for

® 1-2 : Master glossary . e rit o TE e
1-3 : System security compliance metrics Cybersecurly compiiance:
1-4 : IACS security lifecycle and use-case

2. POliCV & Procedure 2-1: Requirements for an IACS security

o management system : I EC 62443-4-1

2-2: Implementation guidance

2-3: Patch management

3. System 2-4: Installation & maintenance : processes within organizations,
directly supporting CRA’s

horizontal requirements.

Governs secure development

3-1: Security technologies for IACS
3-2: Security levels for zones and conduits

3—3; System security requirements and levels IEC 62443'4'2

4. Component : Ensures individual product
certification, addressing CRA’s

vertical requirements by certifying

4-1: Product development requirements :
cybersecurity features.

4-2: Technical security requirement for IACS components
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Industrial Automation & Control System :



Platform Security — IEC 62443 foundation

Ubuntu Security Windows Security

Secure * Basic Security setup e Application Security e Trusted boot * Windows security baselines
Environment

* Network security ¢ Data Encryption e Windows security settings  ® Microsoft Defender SmartScreen
e Advanced User Management e BitLocker ¢ Windows Firewall
¢ Personal Data Encryption

Operating
System

BIOS & Secure Boot @ Secure Boot @ Boot Guard © Secure Capsule Update
Bootloader

I ARM (MTK, Qualcomm) X86
Hardware
I Root of Trust

Ubuntu / Debian eLxr (WindRiver) Windows

*Select operating system without long term support will face problem for the security maintenance (Like Yocto)



Certification and CRA Updates

IEC 62443'4'1 Target: Build the ADLINK Security Development Process

|EC 62443_4_2 Target: Develop the Secure Product

Scope: ODM products require the certification

Scope: ADLINK

Integrate

A ] Consulting Pre-Assessment Assessment
Gap Analysis Training Internal Audit/ External Services / Security Test Compliance External Audit
RV Improvement Audit Training Improvement Checklist
Process

2024 Sep 2025 Jan 2026 Feb

A
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2024 Oct 2027 H2

EU adopts cyber resilience act EU CRA Regulation enforcement

Certification Updates CRA Updates

 |[EC 62443-4-1 process security underway. * Monitoring CRA development; mandatory horizontal requirements
® Gap analysis completed; standard training ongoing -> refine DEV process. by 2026 and vertical by 2027.
e Planning for IEC 62443-4-2 (product security). e Efforts: Ongoing gap analysis between IEC 62443 and CRA standards.



Security Starts at the Source
— with IEC 62443-4-1

ADLINK has achieved IEC 62443-4-1 certification, a
globally recognized cybersecurity standard for
industrial control systems.

This milestone confirms that Secure-by-Design is
embedded across our Secure Product Development
Lifecycle (SDL)—ensuring that our edge computing
solutions are built for resilience, reliability, and long-
term protection.

Rei. Certif. No.

FR_Cyber10248

IEC System of Conformity Assessment Schemes for Electrotechnical Equipment and Components (IECEE)

Certificate of Conformity — Industrial Cyber Security Capability

Type

Name and address of the applicant

Certificate Coverage (including Version)

Standard

Requirements Assessed

Process Capability Assessment

ADLINK Technology, Inc
No. 88, Huaya 1st Rd., Guishan Dist,
333411 Taoyuan City

TAIWAN

ADLINK Product Security Development Lifecycle Process
V10

IEC 62443-4-1:2018

Security management (13,0,13)
ification of security requirements (5,0.5)

The 3-tuple represents (Passed requi

quiremantz i az Nof A
number of requirementz)

, Total

Additional informaticn (if necessary may also be

reported on page 2)

As shown in the Test Report Ref. Mo. which

forms part of this Cerificate

This Cerificate of Conformity, issued by the MNational Certification Body, certifies that the above have been found
to be in conformity with the requirements of the Industrial Cyber Security Capability Scheme (IECEE OD-2081) as

it relates to the claims declared by the Applicant.

Secure by design (4.0.4)

Secure implementation (2,0.2)

Security verification and validation testing (5,0.5)
Management of security-related issues (6.0,8)
Security update management (5.0,5)

Security guidelines (7.0.7)

Maturity Level: ML2

[ Additional Informaticn on page 2

CYT-BCCD-WTW-P24060697 001
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o3

e k] www lcie fr

Date: 25/11/2025

82260 Fontenay-aux-Roses, FRANCE
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Stage

TO-BE AS-IS

Automation

Integrate Secure Software Development Life Cycle
into ADLINK PLC

Project Init Product Design Implementation Validation '.-':Z:: Maintenance
Requirement
Functional HW/SW Function Functipnal & Ad-Hoc response
Requirement Implementaion IntegrationTest
Security Requirement Secure Code Scanning Software BOM [ Fuzzing Testing Incident Response
SBOQM
Threat Modelling SonarQUbe Vulnerability Scan Vulnerability Testing Vulnerability Mongogng CVE
e Open

Seurity Design Source Code Review @ D Penetration Testing Vulnerability Management

T Jira & Confluence

Code_ SBOM CV_E
Analysis monitor

A
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Vulnerability
Scan




How ADLINK Support Comply with CRA

Support Customers IEC 62443-4-2 Certification

A _ADLINK

IEC 62443-4-2
implementation

[EC 62443-4-1
compliance
documents

Customers

Integrated IEC o
62443-4 Certification

documents Body

Customer’ 3"d Party
s SW (IEC SW (IEC
62443-4-2) 62443-4-2)




How ADLINK Support the Cybersecurity

Continuously Monitor and Report the Vulnerability

Product SEOM
database

[ Esom




Vulnerability Management
4)

To meet CRA obligations, a systematic process is needed:
@ Vulnerability Detection y
« Continuous monitoring of CVE/NVD/OSV feeds. J |
* Review the Errata or platform update report from vendor | 0
« Customer report ‘ ¥ Jira —
@ Impacted product identification i ¢ ZZ"
Database

« Automated vulnerability scans integrated with CI/CD. 9 6

6 Assessment & Prioritization (P
« Risk scoring (CVSS/EPSS) with mapping to product impact. teirad - — T

Secure office
+ Maintain a central Vulnerability Tracking Register (JIRA) : "t \__Voor Report

@ Remediation & Patching

» Define patch release >!< \

« Ensure EOL products have clear vulnerability disclosure statements. 7 } 6 | Customer Report
O communication & Transparency

» Provide VEX (Vulnerability Exploitability eXchange) statements .

» Publish security advisories and customer notification channels
(Web or Email).



ADLINK Deliverables to Support EU CRA

Security Development Lifecycle Documentation
Prepare technical documentation for CRA conformity
(risk assessments, design reviews, patch records, and vulnerability handling
evidence).
SBOM & Vulnerability Reporting
Ensure every released product version includes a Software Bill of Materials
(SBOM) and associated vulnerability reports.
Maintain traceability between SBOM, product versions, and security advisories.
Security Updates & VEX Statements
Provide timely security patches and issue VEX (Vulnerability Exploitability
eXchange) statements to clarify exploitability status.
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Compliance
IEC 62443
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Compliance-Driven

Design & Certification

ADLINK is on track for IEC 62443-4-1 certification,
showcasing secure design practices, full security

lifecycle management, and effective vulnerability
response to reduce risks.

Why ADLINK?

ADLINK provides fast and reliable solutions to enhance security
and accelerate market deployment.

Partnership with Platform
Experts for Cybersecurity

ADLINK collaborate with partners across CPU, BIOS,
and OS to stay ahead of regulatory changes and
implement advanced cybersecurity mechanisms.
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BUREAU
VERITAS

Accelerating Certification
with Partnerships

ADLINK has partnered with Bureau Veritas and Delta
Cybersecurity Lab to provide customers with
comprehensive cybersecurity testing and certification
services, ensuring compliance with international
standards and enhancing product security.



ADLINK Technology, Inc.

No. 66, Huaya 1st Rd., Guishan Dist., Tel: +886-3-216-5088

Taoyuan City 333411, Taiwan Fax: +886-3-328-5706 @ @ @ @ www.adlinktech.com



https://twitter.com/ADLINK_Tech
https://www.facebook.com/ADLINKTECH/
https://www.linkedin.com/company/adlink-technology
https://www.youtube.com/user/ADLINKtechnology

