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RED Essential Requirements

Directive defines the Essential Requirements:

» Provide an overview of the mandatory technical requirements

» Give the objective(s) to be met, but do not specify how

* Do not call out technical standards, refers to private standards-making bodies to draw
up product standards (ETSI, IEC, CENELEC,...)

« Compliance with the Essential Requirements is Mandatory

Essential Requirements

Article 3.1(a)

Health & Safety of the
user and animals, but
no voltage limit applying

[Equivalent to LVD]

Article 3.1(b)

Adequate level of
Electromagnetic
Compatibility (EMC)

[Equivalent to EMCD]

2025 Onward Security, a DEKRA Company. All Rights Reserved

Article 3.2

Efficient use of radio
spectrum in order to
avoid harmful
interference (RF)

Article 3.3

Additional
Requirements where
decided by European
Commission

) enwerd

& DEKRA company

3.1(a) — Health and Safety
»  RF-Exposure: SAR or MPE

»  Safety Hazards: Electrical, Mechanical,
Chemical, Thermal, Acoustic,...

3.1(b) - EMC
=  Emissions: Radiated and Conducted
* |Immunity: Radiated and Conducted

3.2-RF

= Transmitter and Receiver performance to
avoid harmful interference

3.3 — Additional Requirements
=  Common Charger for Mobile Phones

= Access to Emergency Services (e.g.
Avalanche Beacons, EU-Alert,...)

= Network Protection [*]

= Protection of personal data and privacy [*]

= Protection from Fraud [*]

» Facilitate the device use by users with a
disability

» Software Radio (SDR)

Y E AR S
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Delegated Act of Radio Equipment Directive

COMMISSION DELEGATED REGULATION (EU) 2022/30

of 29 October 2021

() onword

o DEKRA comparny

supplementing Directive 2014/53/EU of the European Parliament and of the Council with regard to the application of
the essential requirements referred to in Article 3(3), points (d), (¢) and (f), of that Directive

RED-DA

RED Delegated
Regulation

(2022/30) activates
RED requirements
3.3.d/e/f

>

Cybersecurity (3.3 d/e/f) applicable from August 2025

3.3.d

Radio equipment does
not harm the network or
its functioning nor
misuse network
resources, thereby
causing an unacceptable
degradation of service.

2025 Onward Security, a DEKRA Company. All Rights Reserved

>

3.3.e

Radio equipment
incorporates safeguards
to ensure that the
personal data and privacy
of the user and of the
subscriber are protected.

>

3.3.f

Radio equipment
supports certain features
ensuring protection from

fraud.

10
Y E AR S

SECURING THE

1925 -2025



EXEMPTIONS for RED requirements 3.3.d/e/f () onuerd

The following radio
equipment is fully
exempted from RED
Articles 3.3(d), 3.3(e) and
3.3(f):

The following radio
equipment is exempted
from RED Articles

3.3(e) and 3.3(f), but article
3.3(d) still applies:

2025 Onward Security, a DEKRA Company. All Rights Reserved

o DEKRA comparny

Medical devices under Regulation (EU) 2017/745 and (EU)
2017/746.

Radio equipment under Regulation (EU) 2018/1139 (civil aviation).
Radio equipment under Regulation (EU) 2019/2144 (motor
vehicles).

Radio equipment under Directive (EU) 2019/520 (road toll
systems).

Y E AR S
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Updated Timeline () onuerd

o DEKRA comparny

Updated
application date
confirmed on 20

July 2023

Transition period

wzianvary 2022 [ - 1 August 2025

Delegated Regulation (EU) Application

2022/30 published. F--»

Be Harmonized
30 January 2025

' l ]
=& CENELEC i .

> 5August2022 [P 7 September2022 [P 03 February2023 P> 14 August 2024

Standardization Request Request accepted; Circulation of 1s* WD Publication
Standards works started

10
WE ARE HERE
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RED-DA Regulation Current Status

>,

3.3.d

Radio equipment does not
harm the network or its
functioning nor misuse
network resources, thereby
causing an unacceptable
degradation of service.

>

3.3.e

Radio equipment incorporates
safeguards to ensure that the
personal data and privacy of
the user and of the subscriber
are protected.

>

3.3.f
Radio equipment supports
certain features ensuring

protection from fraud.

I

—

7

2025 Onward Security, a DEKRA Company. All Rights Reserved

=2 CENELEC

Draft hENs

e

.

PreN18031-1

PrEN18031-2

preEN18031-3

~

/

2024/8/14

FINALIZED AND
PUBLISHED

<

EN18031-1

EN18031-2

EN18031-3

\_

/

onward
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How will the manufacturers comply with this Regulation? @ onuword

O 1 Perform a self-assessment, when their product has been
designed in accordance with harmonised standards.

Rely on a third-party assessment performed by an independent
inspection body, regardless of whether or not a harmonised

standard was used.

)

A Conformance Assessment will be available when the

harmonised standards are in place. In the meantime DEKRA

can issue a EU Type Examination Certificate. 0

Y E AR S
SECURING THE

8 2025 Onward Security, a DEKRA Company. All Rights Reserved
1925 -2025



KEY Restrictions in EN 18031 HS ) onwerd

o DEKRA ¢
Article 3.3 d e

 Clause 6.2.5.1 and 6.2.5.2 Password authentication requirements

If the device allows users not to set or use a password, it does not meet the essential requirement
under Article 3(3)(d) (network protection)

Notified Body is not required if: Notified Body is required if:
The product fully complies with EN The product allows operation

18031-1 without relying on restricted without password authentication
clauses (password authentication)

R S
SECURING THE

FUTURE
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KEY Restrictions in EN 18031 HS ) onwerd
Article 3.3 e o ey
- Clauses 6.1.3, 6.1.4, 6.1.5, and 6.1.6 Parental/guardian access controls

If parental control is not properly implemented, it does not meet the essential requirement under Article 3(3)(e)
(data and privacy protection)

- Clause 6.2.5.1 and 6.2.5.2 Password authentication requirements

If the device allows users not to set or use a password, it does not meet the essential requirement under Article
3(3)(e) (data and privacy protection)

Notified Body is not required if: Notified Body is required if:

The product fully complies with EN - The product allows operation
18031-2 without relying on restricted without password authentication
clauses (password authentication No parental control is

and parental control) implemented for childcare
devices and toys

R S
URING THE
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KEY Restrictions in EN 18031 HS ) onwerd
Article 3.3 f o DEKEA company
 Clause 6.2.5.1 and 6.2.5.2 Password authentication requirements

If the device allows operation without a password, it does not meet the essential requirement under Article 3(3)(f)
(fraud protection)

- Clause 6.3.2.4 Secure update mechanisms for financial transactions

Different implementation categories are laid down, based on digital signatures, secure communication mechanisms,
access control mechanisms or others, but none of the methods alone is sufficient for a product that handle financial
assets

If multiple layers of security are not implemented, the product does not meet the essential requirement under
Article 3(3)(f)

Notified Body is required in all cases for Article 3(3)(f)

‘100.
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CE Marking Normative Framework

CE Marking refers to the process through which the manufacturer/importer
informs users and the competent authorities that the device being sold
complies with the essential requirements established by mandatory
legislation.

The Manufacturer is responsible for the certification procedures and,
where applicable, conformity certification for a product.

Manufacturers must follow these steps to affix a CE Marking to their
products:

1. ldentify the applicable Directive(s) and 20uds
Harmonized Standards
2. \Verify product specific requirements 2 St

3. ldentify whether an independent conformity
assessment (by a Notified Body) is
necessary 11uds 1luds

4. Test the product and check its conformity

5. Draw up and keep available the required
Technical Documentation

6. Affix the CE marking and draw up the EU
Declaration of Conformity

Further Information: http://ec.europa.eu/growth/single-market/ce-marking/

2025 Onward Security, a DEKRA Company. All Rights Reserved

Electric and Electronic Engineering
» Electromagnetic compatibility (EMC)
* Low Voltage (LVD)

* Radio Equipment (RED)

» Restriction of the use of certain hazardous

substances (RoHS)

Healthcare Engineering
« Active implantable medical devices
* In vitro diagnostic medical devices
* Medical devices (MDD)

Measuring Technology

* Measuring instruments (MID)

* Non-automatic weighing instruments
(NAWI)

Consumers and Workers Protection
» Cosmetics products

* General product safety

» Personal protective equipment (PPE)
* Toys safety

Construction
» Construction products (CPD/CPR)

Energy Efficiency
» Ecodesign and energy labelling

Sustainability
» Packaging and packaging waste

() onward

o DEKRA comparny

Products and CE Directives

Mechanical Engineering and Means of

Transport

* Machinery (MD)

* Pressure equipment (PED)

» Equipment for explosive atmospheres (ATEX)

* Gas appliances (GAR)

* Lifts

+ Cableway installations designed to carry
persons

* Inspection of pesticide application equipment

* Rail system: interoperability

* Recreational craft and personal watercraft

» Simple Pressure Vessels (SPVD)

* Noise emission in the environment

Chemicals

» Chemical Substances (REACH)
» Explosives for civil uses

* Pyrotechnic articles

Accessibility
* Websites and mobile applications of public
sector bodies

Conformity Assessment and Management

Systems

* New Legislative Framework (NLF) and Eco-
Management and Audit Scheme (EMAS)

Services
« Community postal services

1925 - 20



http://ec.europa.eu/growth/single-market/ce-marking/
http://ec.europa.eu/growth/single-market/ce-marking/
http://ec.europa.eu/growth/single-market/ce-marking/
http://ec.europa.eu/growth/single-market/ce-marking/
http://ec.europa.eu/growth/single-market/ce-marking/

Conformity Assessment Modules @ STRRrS

o DEKRA comparny
MODULE A MODULE B+C

Manufacturer 5 Test lab Manufacturer Test lab | Notified Body
g g . NB:1909
i : | . Yes |
o@D Do

| ‘ b No i
L Non-conformity No Non-conformity < i : ¢

! Report Documentation (TD) : : i
i ‘ i A 5 EU-Type

! Examination

l . +
@ . : , i l i Certificate (NB)
+ )<

Compliance Folder + DoC i . : I
! TD and DoC Compliance folder + EU Type : X !
| _ Certificate + DoC + CE mark | TD, EU-TEC and DoC i

Test Reports: EMC, RF, Safety, MPE/SAR, Cyber <

Technical Documentation: Schematics, BOM, PCB Layout, Operational Description, Internal/External Pictures, User Manual,...y e a » s

SECURING THE

Technical |

Documentation (TD)

13 2025 Onward Security, a DEKRA Company. All Rights Reserved
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Example of EU-TEC issued by DEKRA NB

-

D DEKRA

DEKRA Testing and Certification, S.A.U.

Precluct certification bady by ENAC with itation Ma. 134/C-PRI0T
and designated by the ceenpatent natisnal autheeity of Spain
to act as Nofified Body (Notified Body No: 1908) in accordance with the Directive 2014/E3EL of 16 April 2014

Directive 2014/53/EU - EU-TYPE EXAMINATION CERTIFICATE

Iderification Mumber: KEAERNBO0T

s chates: 2022-11-28

MANUFACTURER DETAILS:

Campany nams: ACME, Inc.

- Rue 00 Perceba 13, 11300 A Corufle, Spain

EGUIPMENT DETAIL 5:

Type of equipment: Wirsless moduls

Brand name: ACME

Madel names: sampis 1

HW wersian: -4

SW version: ATTAS

SCOPE OF OPIHION:

Ezsential requirements Specifications | Standards Submitied documents
Artiels 3.3 (d) PrEN 13031-1:2023, di W3 Tesl m
Arthcle 3.5 (8] prEN 15031-2-2023, draft v3 Teal report

-

D DEKRA

Annex | to EU-Type Examination Certificate No. XXXXXRNBE.001

TECHNIC AL DOCUMENTATICGN:

Heid at: ACME, Inc.
Aukdress: Rue o0 Percebs 13, 11300 4 Comuna, 3pain

TECHMICAL FEATURE § AND CHARACTERISTICS:

Operating frequency bands:  E-GSM 500: Tranemitier 850-315MHz, Recelver 525-550MHZ
DC § 1800: Tranambtter 1710-1785MHz, Recelver 1505-1560MHZ
E-UTRA Band 1: 132001 ~ 1373.3 MHz F 21701 ~ 2183.9 MHz
E-UTRA Band 3 171001 ~ 17843 MHZ J 18051 ~ 16733 MHz
E-UTRA Band 20: 8321 ~ 361.9 MHz J 791.1 ~ £20.5 MHz
E-UTRA Band 28: 703.1 ~ 747.9 MHZ | 758.1 ~ $02.9 MHz

GHNES [recetver). 157542 MHz, 1561.058 MHz, 1558.0625 ~ 1505.375 MHz

Madulatians: GM3K, 8P 3K, BF 3K, GF 5K, 16GAM
Output poswer: GIMMGPR 3300 32 dBm «+1.5-1 0B,
DC SIGPR 51500 23 dBm +1.5 /-1 dB
EGPRE300: 28 dEm +1/-1 0B, EGPR 51800 26 dBm +1/-1 0B
All LTE FDD bandg: +23 dEm
GNEE: 1559 - 1610 MHz recedver only

Oparating valtage: 3.4 VDC to 4.5 VDC (Nominal: 4.8VDC)
Operating lemperabure: -10 *C fo 55 °C
Antenina: External
Intended use: Module for coyois's fraps
Mtwark hamn, privacy and fraud supperted data:
Ini BCCEES o]
Parsonal data =
Traifflc data ]
Location data =
Financial data o
COMFORMITY DETAIL 5.

Eazantlal requiremsnts Spacifications | sfandards Reference documents
Arficle 3.3 [d) PrEN 16051-1-2023_ Qral Vs TE592RC 5001, Appendix A1

Essential requirements

Specifications / Standards

Submitted documents

Articls 3.5 f8] prEN 18031-2:2023, draft V3 THTZRC .00, Appendix A1
REMARK § AND COMMENT £

& mandatary ta infarn DEKRA Testing and Certification, S ALY, in writing about any change in the appraved

Article 3.3 (d)

PrEN 15031-1:2023, dram Vs Test report

ipment identified in this cerificate, which could affect the conformity of $ie apparatus with the essential
mnbs or the canditions of validity of this cenificate.

Articie 3.3 (8)

PIEN 18031-2:2023, draft V3 Tesl report

s dievion haas besn evaludted an 2 test jo. This radia maduls is for prafessianal instalation aety. When installing
radic module parmanantly into @ host praduct % a create new radia equipment device; the mandfachrer

/

Ricard: Orejas
Psition: Responsibie for Cetifization

FLS0G7_E5 00 ENAA Tauing are Cordfcaion, 54 1. Furus Tocakighon da Ancskucin O Severn Cctoa 2 i § - 00 Milisge S3un sy ol orodec-splrs ooy wimnes

for placing the Snal radio product on the market in the EL must assess if the combinagan of this radia
and the host product complies with the essantial reguirements of the RE Directive 2014/53ELL

Host devices integrating this deviee will reed 1o be evaliated sooording ta the sssential requirements of Directie
2014/5WEW fallawing the guidelines provided in Sie document "REDCA Technical Guidance MNobe 01 on the RED
campliancs requirements for 8 Radio Equipment aben referred (o as Radio Moduls and the Final Radic Equinment
Proguct that integrates a Radio Module®. This Technical Guidance: Mate may be accessed in RED Comgliancs
Association website or may be obtained by sontacting with DERRA Testing and Certification, 5 A . Notfied Brdy
at cerification. reb.e: ehra.com.

FOS0GY 8 (7 CHALA Taing aref Corifeaion, B4 U Purpun Tecackigern da Arciskacia & Srvers Cctea, 3 8- 3

14 2025 Onward Security, a DEKRA Company. All Rights Reserved
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EU Declaration of Conformity (example) () onuerd

o DEKRA company

RE-D Declaration of Conformity (DoC)

Unique identification of this DoC: XXX

We, =Company Name:> N |
<Address> Optional: colour

image forthe

|

declare under our sole responsibility that the product: :
identification ofthe :
|

Product: K . .
Type: XXX fadioequipment
Batch or Serial number: T

, object of the declaration described above is in conformity with the relevant Union harmonization Legislation: Directive
2014/53/EU (include other Directives as applicable).

The following harmonized standards and/or other normative documents were applied:
SAFETY (art 3.1.a): EN 62311:2008 and EN 60950-1:2006 + A11:2009 + A12:2011 + A1:2010 + AC:2011 + AZ2:2013

EMC {art 3.1.b): EN 301 489-1 V2.1.1 + Draft EN 301 489-17 V3.2.0
RADIO SPECTRUM (art 3. 2): EN 300 328 V2.1.1

Not yet

_____________ possible!!
Supplementary Information: !
Where applicable, the notified body... (name, number)... performed... (description of intervention)... and issued the EU-type examination

| certificate:... |
| Where applicable, description of accessories and components, including software, which allow the radio equipment to operate as |
| intended and covered by the EU declaration of conformity: |

Signed for and on behalf of <COMPANY NAME=
Place and date of issue: =Place and date= 4 I o

=(name, function) (signature)>

Y E ARS
SECURING THE
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How to Determine If your Product Requires RED-DA Testing @ onword

SECURITY
o DEKRA comparny

Existing Products Newly Submitted Product

Does the product have a CE Declaration
of Conformity, and does the CE DoC
include the Radio Equipment Directive?

Does the sales market include No
e the EU, and does the product

support radio/wireless functions?

Please refer to Have the regulations containing
Newly Submitted exemptions for RED-DA been

Product. successfully submitted and accepted?

Please refer to

Can the product connect to the No
page 5.

internet (directly or indirectly)?

Does the product process

: [ proce Does the product process RNej
or store personal data?

or store personal data?

/X3 Does the product process or transmit Is the p_roduc’t categorized
payment information, money, as a children’s toy,

monetary value, or virtual currency? childcare device, or

\ 4
Require No needs to
Article 3.3e perform RED-DA

A 4
Require Article Require Article Require
3.3d+3.3e+3.3f 3.3d+3.3e Article 3.3d
10
Y E AR S

SECURING THE
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EU Declaration of Conformity

EU Declaration of Conformity c €

We, the undersigned,

Additional information: ANNEXI

The object of the declaration described above is in conformity with the relevant Union harmonisation legislation:

EMC Directive - 2014/30/EU

EN 55024:2010/A1:2015, EN 55032:2015/AC:2016 , EN 61000-3-2:2014, EN 61000-3-3:2013

Low Voltage Directive - 2014/35/E
EN 62368-1:2014

RoHS Directive - 2011/65/EU
2015/863/EU,EN 50581:2012

<

onward

SECURITY

o DEKRA comparny

Product name:
Model name:

Additional information: ANNEXI

The object of the declaration described above is in conformity with the relevant Union harmonisation legislation:

EMC Directive - 2014/30/EU

EN 55024:2010/A1:2015, EN 55032:2015/AC:2016 , EN 61000-3-2:2014 , EN 61000-3-3:2013

Low Voltage Directive - 2014/35/EU
EN 62368-1:2014

RoHS Directive - 2011/65/EU

2015,/863/EU, EN 50581:2012

External 55D Enclosure
ESD-51C, ESD-S1CL

R S

18 2025 Onward Security, a DEKRA Company. All Rights Reserved
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EU Declaration of Conformity

Additional information: ANNEXI

The object of the declaration described above is in conformity with the relevant Union harmonisation legislation:
Radio Equipment Directive - 2014/53 /EU
Article 3.1(a)
EN 62311:2008, EN 62368-1:2014 , EN60950-1:2006/A11:2009/A1:2010/A12:2011 /A2:2013
Article 3.1(b)
EN 301 489-1V2.2.3,EN 301 489-17 V3.1.1,EN 301 489-3 V2.1.1 , EN 55024:2010/A1:2015,
EN 55032:2015/AC:2016 ,EN 61000-3-2:2014, EN 61000-3-3:2013
Article 3.2
EN 300 328V2.2.2,EN300440V2.2.1,EN301893V2.1.1

EU-Type Examination :
Certificate Number : 1622-RED-203808
Notified Body : Nemko
Notified Body number : 1622

Radio Equipment Class

<

onward

SECURITY
o DEKRA comparny

Class 2 Additional information: ANNEXI
Ecodesign Directive - 2009/125/EC The object of the declaration described above is in conformity with the relevant Union harmonisation legislation:
617/2013/EU Radio Equipment Directive - 2014/53 /EU
Article 3.1(a)
RoHS Directive - 2011/65/EU EN 62311:2008, EN 62368-1:2014, EN60950-1:2006/A11:2009/A1:2010/A12:2011/A2:2013
2015/863/EU, EN 50581:2012 Article 3.1(b)

EN 301 489-1V2.2.3,EN 301 489-17 V3.1.1 ,EN 301 489-3 V2.1.1 ,EN 55024:2010/A1:2015,

EN 55032:2015/AC:2016 ,EN 61000-3-2:2014 ,EN 61000-3-3:2013
Article 3.2
EN 300 328V2.2.2,EN300440V2.2.1,EN301893V2.1.1

EU-Type Examination :
Certificate Number : 1622-RED-203808
Notified Body : Nemko
Notified Body number : 1622

Radio Equipment Class
Class 2

2025 Onward Security, a DEKRA Company. All Rights Reserved
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@ onward
SECURITY

o DEKRA compary

Access Control

Authentication

Secure Update / Storage

SCM / RLM / NMM [ TCM
Logging / Notification / Deletion

Crypto

General

Y E ARS
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RED 3.3(d), (e), (f) &

’ Article 3(3), point (d)
o {E{ATREFZE BEERMIR B 1T
BRANEGERRE, ER2
B EREREREMEE R
ETEFA, EBEMR MahERE
|mIRERE o

Article 3(3), point (f)

o« {EfEIENER AR ERE,
REZ R A A EE R
HReHNHEE RE, EWEE
BERE,

22 2025 Onward Security, a DEKRA Company. All Rights Reserved

1 E m

’ Article 3(3), point (e)
BT IME B EERE,

onward

@ SECURITY

o DEKRA comparny

AEREHEREENEREAER -

BAEMEEMEH

I RESY N lAA ] =

ALEMRRIRES R (—EREERSY)

HEARERENRT HAE AR RRERR

% 2009/48/EC {5 H R IR B R TR

RETHIAE (EREEEALLASE) MER. #HESERUTE

—ERERERR - NGB, = IEERAR, TAER, HEEF.
B. F. BROWASZENEMRY), 2EEMN FHRFEY

M %

Source: https://eur-lex.europa.eu/eli/req. de//2022/3m
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i Fl RED-DA féREL iR 4 () onuerd

ore ) e o DEKRA co
A TGS RED 5 3.3(d) HERIIE S E{) e

OR ORy

Ethernet
Internet

Home GW

Devices

&) O

RF CANBUS

Sensor x Receiver x Monitor

23 2025 Onward Security, a DEKRA Company. All Rights Reserved
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i Fl RED-DA {2kl i () onward

ore ) e o DEKRA ¢
T8/ 5 RED F 3.3(e) IEHIIBF B ER 5 e

Stored & Process Data transmission

@
- Internet

IPCam Home GW x

BAEX : B, BAR. £/, 3HEA. £9H5155

10

Y EARS
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i Fl RED-DA {2kl i () onward

&/ TFFE RED 5 3.3(f) AR IS £  DEKRA company

Transaction Data transmission

@ @ ((ili))
R ——— | Internet
Home GW x

Device

Y E ARS
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RED$E5EL EN 18031 REERHE (1/2) @ overe

EN 18031-1:2024, EN 18031-2:2024, EN 18031-3:2024 (release on 2024-08-14) oo
L —————— el
[ACM] Access control mechanism [ACM-1] Applicability of access control
[ACM-2] Appropriate access control X
[ACM-3] Default access control for children in toys

[ACM-4] Default access control to children’s privacy assets for toys and childcare equipment

X X X X

[ACM-5] Parental/Guardian access controls for children in toys

[ACM-6] Parental/Guardian access controls for other entities’ access to managed children’s privacy assets in
toys

>

[AUM] Authentication mechanism [AUM-1] Applicability of authentication mechanisms
[AUM-2] Appropriate authentication mechanisms
[AUM-3] Authenticator validation
[AUM-4] Changing authenticators
[AUM-5] Password strength
[AUM-6] Brute force protection
[SUM] Secure update mechanism [SUM-1] Applicability of secure update mechanisms
[SUM-2] Secure updates
[SUM-3] Automated updates
[SSM] Secure storage mechanism [SSM-1] Applicability of secure storage mechanisms
[SSM-2] Appropriate integrity protection for secure storage mechanisms
[SSM-3] Appropriate confidentiality protection for secure storage mechanisms
[SCM] Secure communication mechanism [SCM-1] Applicability of secure communication mechanisms
[SCM-2] Appropriate integrity and authenticity protection for secure communication mechanisms

2 [SCM-3] Appropriate confidentiality protection for secure communication mechanisms

X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X

[SCM-4] Appropriate replay protection for secure communication mechanisms
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EN 18031-1:2024, EN 18031-2:2024, EN 18031-3:2024 (release on 2024-08-14) " EKi company

[LGM] Logging mechanism [LGM-1] Applicability of logging mechanisms

>

[LGM-2] Persistent storage of log data

[LGM-3] Minimum number of persistently stored events

>

[LGM-4] Time-related information of persistently stored log data

X X X X
>

[DLM] Deletion mechanism [DLM-1] Applicability of deletion mechanisms
[RLM] Resilience mechanism [RLM-1] Applicability and appropriateness of resilience mechanisms X
[NMM] Network monitoring mechanism [NMM-1] Applicability and appropriateness network monitoring mechanisms
[TCM] Traffic control mechanism [TCM-1] Applicability of and appropriate traffic control mechanisms X
[UNM] User notification mechanism [UNM-1] Applicability of user notification mechanisms
[UNM-2] Content of user notification
[CCK] Confidential cryptographic keys [CCK-1] Appropriate CCKS
[CCK-2] CCK generation mechanisms
[CCK-3] Preventing static default values for preinstalled CCKs
[GEC] General equipment capabilities [GEC-1] Up-to-date software and hardware with no publicly known exploitable vulnerabilities
[GEC-2] Limit exposure of services via related network interfaces
[GEC-3] Configuration of optional service and the related exposed network interfaces
[GEC-4] Documentation of exposed network interfaces and exposed services via network interfaces

[GEC-5] No unnecessary external interfaces

X X X X X X X X X
X X X X X X X X X

[GEC-6] Input validation

X X X X X X X X X X X X

[GEC-7] Documentation of external sensing capabilities

>

[GEC-8] Equipment Integrity
27
[CRY] Cryptography [CRY-1] Best practice cryptography X X X
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<

onward

SECURITY
o DEKRA comparny

— XXX Requirement

XXX-1
Applicability of mechanisms

Requirement Assessment Criteria

. Assessment Type
Rationale

Conceptual

Guidance
Functional completeness

Functional sufficiency

() (e
= o
= 5
Q
= f E
|-
®) [®)
4—
c =
(D)
©
- 7]
v s
)
7 o
(%] ()
< o

XXX-2
Appropriate mechanisms
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FEfE A X ERRA () onword

o DEKRA comparny

MEFRENXHNEREER BELIERHENXAHZETE BETAGREFEEE

DR BT FH IR 1) BAEEER
E1’E7§‘t,~aﬁ§ﬂﬁ BH—

2) BIETERRE
EEHREIMGEEERE MR

XK
g FTEREFIMNEELEHENT BERASSCKESHANE HIRE—ARERMNEE, Fﬁﬁ
(YNGR P T I B2 i i (Access control E FA B 7 B2 i S | B R B

mechanlsm) mECHIMNEE £
, BEEEZERBEEAEZHIE
HETHRR, BEEERFTHEIE

==]
LI 4
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e Decision trees

(For each asset)

Yes /DT.<REQUIREMENT LABEL>.DN-1
Is protection required?

Yas DT.<REQUIREMENT LABEL>.DN-2 No
Various justifications to determine NOT APPLICABLE
if the protection is adequate?

’ BT S (Technlcal documentation)

FETE 5% {HTh e
041105300 j%f aﬂ
- HERBEERBEMBERAMNREER
- EicHiEn, HlasSAamEFE
¢ ﬁyﬂ Mn:l:1a

30 2025 Onward Security, a DEKRA Company. All Rights Reserved

PASS

Equipment

|For each update mechanismi\
>

N-1|

Doeg the update mechanism ensure No
the software’s integrity and authenticity
are valid at the time of installation?

FAIL

Identifier |/Online *\irmware Update Meclinanism <
Decision Node Decision Justification
[E.lnfo.DT.SUM-2] | [Eljust.DT.SUM-2]

DT.SUM-2.DN-1 Yes No The update mechanism validates the

integrity and authenticity of an update
(X) ; ¥ s SEh

using a digital signature which is included
in the update file (as described in
E.Info.SUM-2.SUM.Sign). The update is
solely installed if the signature belongs to
an authorized entity at the time of
installation.

Verdict | Pass

1925 -2025
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& E (Assets)

EN 18031-1
EN 18031-2

EN 18031-3

& R

BETER

REHE

Security asset

EEFZEHRTE
X
X

2025 Onward Security, a DEKRA Company. All Rights Reserved

HREE

Network asset

- TFEAEEEE

L F
X
X

BIEE

Privacy asset

X

EEEZERMLEN

X

X

() onword

o DEKRA comparny

THEE

Financial asset

X
EEEZEEMEN
X
X
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- HiEHIREUEE, FEEREZERFETE
. nx1ftFﬁ1§H%E’]£5i,éfzt$EF§lEl’J BXTE, BX

- BERWRELMRTANEHN, B

MR, B

» HiEAERETEERERNEBRZEZH

ﬁ configure

\

sensitive security
parameter

confidential security ] Legend

parameter [ |:security asset
- J

2025 Onward Security, a DEKRA Company. All Rights Reserved

security parameter o

e 15'] o FEMEHEIRE IR E /F

Wz L2288 (Confidential Security Parameter, CSP) 21§
— BT HRAMBEEN, HARRERAREEL S, A
BB FEE  PIN 6. 5. HENEL M HE
ZHIFAE

BRZ 2288 (Sensitive Security Parameter, SSP) B 215

—BHEZEHEANESN, EEERAREREEEEANLE, B
RiplFait  HEXHEFEHBANE £E HEHFIVEREE
%,
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HBEENES

g

- HEERTIEE. B

o EiRALERERIIGENDIEE.

o EX{mATEARERIIGERTE. K ﬁconﬁgure
o REREMEBURETANEN. =

- FEEEEFED. ARFIRKRERMNBZRTE2H

network function

\

(network function configuration

function configuration

( )

L confidential network Legend

function configuration [ ]:metwork asset
\_ J

sensitive network 1

5140
. TCP/IP tHEAThEE <
- —{E DNS IRTS, IRfitE fhsed i (TR Lot RRAT RO T B |0

Y E AR S
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RBILREENTER

aE

[EFATNEE. BX
RIFFTEZEZEEAERRAPBEILNIIE. 2

sl AT fE FHBIRFATIRERR TE . BX
RTERMEFIRRITAMER ., &

ARG, EMsSUEMAXEENEIEN, =

EFERET . ARTFEREANEFSEFA I serI B
ZEBH. AAEN. BAEHMRIEMLEN
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I

personal information
sensitive personal
information

L confidential personal ]

information

- J
ﬁ @ process

privacy function

ﬁ configure
(

privacy function configuration
sensitive privacy
function configuration

confidential privacy }

function configuration

- /

5140

- TW[E0EXEAAE GPS BLBEMAIThRE

- BEEFEMFIIEE MFEFERE
4 4 B B FER M4 ik

Legend < I 0
[ |:privacy asset

Y E AR S
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RBILREENTER

Sensitive: compromise privacy when manipulated
Confidential: compromise privacy when disclosed

35 2025 Onward Security, a DEKRA Company. All Rights Reserved

r
Privacy asset
4 . . ) oy .
4 h Personal information Privacy function
Personal data rocesses personal information
Defined in Regulation Ee'ongs Erocessed P P
(6}
(EU) 2016/679 (GDPR) " : : y " : : :
L ) sensitive personal information sensitive privacy func configuration
4 )
TI’foIC data confidential personal information confidential privacy func configuration
Defined in Directive
2002/58/EC
N J PI of specific categories
4 )
Traffic data \-
Defined in Directive SHARARRACC ORI OCEC R AR DO O AN R
2002/58/EC oo other personal information i -1 other privacy func information =il
\_ Y, T T T S S S A PONANN AR ERAR A AR AN N B B AR SRR NN RBNRRNNNS
- J -

Y E ARS
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THEENTER

2

5 .
SEIEE. B
SEAEELESRMARNTEE. X
SEFERANSBMYASRE. &
RERBESRIBTANES . &
. SRR SRR SRR
KRS EHSBERET. HAREBS
8. gk E k. o
BEERED. ARERSMIE. SR
LERSRMEHNBBRELBH
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r B

financial data

sensitive financial
data

L confidential financial ]

data

\- _/
ﬁ @ process

financial function

ﬁ configure
i ~

financial function configuration
sensitive financial
function configuration

confidential financial ]

function configuration

g J

« a0 AIERITIRS < EAH EEIREITIRE

Legend ‘Io
[ |:financial asset Y E AR S

SECURING THE
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THEENTER

Financial asset

Financial data

data that represents, provides information
about, or is processed for transferring money,
monetary assets or virtual currencies

sensitive financial data

confidential financial data

\

-/

Processed
by

Financial function
processes financial data

sensitive financial func configuration

confidential financial func configuration

Sensitive: lead to fraud when manipulated
Confidential: lead to fraud when disclosed

37 2025 Onward Security, a DEKRA Company. All Rights Reserved
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BEEBANTE

Assets

P zenz0oen

- KB

Root Key

Digital signature for firmware update
- R2IEE:

Access Control system
Permission system

Secure Communication system
Secure Transmission

. EEFELEBERFEILERE
fE&F.& & (E)
. FBRRELER:

Name, Gender, ID number, Address,

Health information, medical records stored...

- FBEEILEREEINEE: (To collect, transmit,
store, analyze, share and delete user info)
GPS Function
Chat Function
Face ID for smart phones
Personal records handling

2025 Onward Security, a DEKRA Company. All Rights Reserved

’ RMEE (F)

'C §_ﬁﬂﬁiﬁfé(n

<

| BEECIEERRIEE

HERRTNEE:
RTSP
TCP/IP Services
e E IR AR R
TLS Session keys
HRELRTE:
IPSec
VPN

ERE:
Displaying Bank account info
Displaying Cryptocurrency or In-game cash
Purchase Records
ERATHRE:
NFC
APP money transferring

onward

SECURITY
o DEKRA comparny
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JMETE R

Definition? Notel

interfacel Abstractbaseefinitionf

externallinterfacel? DefinitionBcoped@o@he@quipmentf
userfinterfacel? Specificlinterface@ypes@coped@ohe@quipment

=

machinefnterfacel?

=

networkfnterfacel

(d
Application E —— User interface — ﬁ Application User interface E—— g Application | =—— User interface E— g
Keyboard User

User Keyboard User
Equipment USB stack Machine interface —— @ = Network interface -

Equipment USB-keyboard Equipment Device
Bl . EFNERE 5] : USBgEHE Bl - IEEAENTERERR
Application | =—— Machine interface —— Application | == Machine interface =———————
= w =
USB stack | == Machine interface == Network stack | === Network interface -
Equipment USRB-printer Equipment Network-printer < I
I - USBFIEMH 51 - AR FIENHE - 0 A
SECURING THE
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SECURITY

a DEKRA comparry

[ACM] Acc ontrol mechanism

‘100
>

Y EARS
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Access control mechanism (ACM) 2223k @ onward

o DEKRA comparny

ETNEE TR

ACM-1 Applicability of access control mechanisms
ACM-2 Appropriate access control mechanisms X X X
ACM-3 Default access control for children in toys
Default access control to children’s privacy assets for
ACM-4 : : X
toys and childcare equipment
ACM-5 Parental/Guardian access controls for children in toys X
ACM-6 Parental/Guardian access controls for other entities X

access to managed children’s privacy assets in toys

10

Y E AR S

SECURING THE
41 2025 Onward Security, a DEKRA Company. All Rights Reserved
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[ACM-1] Applicability of access control mechanisms @ onword >

o DEKRA comparny

’ Requirement

2% (i FE IR (31 R TR E HllH% | (access control mechanism), BEVREZESRCIREERBESATR, mMmEIUZHI#E T L
SRR FIE E MERE(Entity), {BLITIERBRSY | FMR A R EIRE N E ST IRE E
1) RlEARETEHATHEERL 2 B
2) HRETEHMBEFERRE BEBERSSEEREERE
(EREE R ME R
3) AR TE A EF (5 P 7R B Il A

42 2025 Onward Security, a DEKRA Company. All Rights Reserved
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[ACM-1] Applicability of access control mechanisms @ onword

o DEKRA comparny

IXIT A-Asset FEERFRZEENER Accessed by
EEL A A HIERFBUEFIES] (IXIT 6.1-ACM) ACM
BRI IUESR, FEHEMGINHRRER Exception (Reason)
151 514k B R X A48 32 552 A Exception (Description)
IXIT 6.1-ACM A AR 7 B ) Bl 20 AT & 2R Rl F I B E VB RS Description of ACM

10

Y EARS
SECURING THE
43 2025 Onward Security, a DEKRA Company. All Rights Reserved
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[ACM-1] Applicability of access control mechanisms @ onword

Completeness AR
TERFA U e B E S TR EE &N

PASS A& 73 iE

FIEEESERENESRNA S R A O AR N B EAR R R B SRR
FAIL

F—EEER RN EEEN
NOT APPLICABLE

Hfth

Y E AR S
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[ACM-1] Applicability of access control mechanisms @ onword

Sufficiency =HE B
R SDFR 7S T2 BRI i 1) B5 3 BB

PASS A F30E
ﬁﬁﬁﬁ%ﬁﬁﬁ@—@@WEﬁ%ﬁﬁ S ERNE—EEE  BRENEELRAMERAN TR RS G E
=
FAIL
BRI — A DU IR B
NOT APPLICABLE
L

10

Y E AR S
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[ACM-2] Appropriate access control mechanisms @ onword

o DEKRA company
’ Requirement

FT AR EEHI B H, FEFER R ABBIREE R AT IR REN BEAEEEX MO EERERATR, Ma@ENTFEERH
BE il BT LA RS HE AR B 2 R LUBE S AR IR 7 X
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[ACM-2] Appropriate access control mechanisms @ onword

o DEKRA compary

Implementation Category
r

O O
‘Yx-
LA .

)
-
o
= Authorizations Authorizations s
2 based on (user or based on (user or RBAC
m . . . .
group) permissions group) permissions. .
and object labels. Zero knowledge of AUBrZRTIONS

based on group
permissions. User is
- part of a group.

object sensitivity.

Reference Monitor

70
-
O
LLd
H
(o]
O
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[ACM-2] Appropriate access control mechanisms @ onword

o DEKRA comparny

S

IXIT 6.1-ACM EIER IR HIHI R B 1E A 0EIE (RBAC, DAC, MAC, Generic) ACM-2 (Impl Cat.)
fHFEER A E (F 7 URUAEER ACM-2 (Descriprtion)

10
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[ACM-2] Appropriate access control mechanisms

Sufficiency

PASS

HRESTKANE—EEE
(SN N=V13%

FAIL

HRESTKANTE—EEE
1ERIEL 73 75BN

NOT APPLICABLE
Hih
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- HYEWE

- HY RS

SEEEM
BRI B FREH SN EE ATV EIB S IETEE(E
BEfh A &

AU.ACM-2.RBAC:
B—EERAEESERAREAR
B—EABEERHLEMER
B—AEERILTHEEABTFR
LRABIERATIREASETIRGE

AU.ACM-2.DAC:
B—EERESEER—EARENS D
B—EASMEERLEER

— B & E R E B0 7R

LS TERRBEIRE AR EITIRG

m

() onward

o DEKRA comparny

Y E AR S

SECURING THE

1925 -2025



[ACM-2] Appropriate access control mechanisms @ onword

o DEKRA comparny

Sufficienc AU.ACM-2.MAC:
y - B—EEERFOIREAERFR MZFRITAFTIGFERMIRTEEEXME

PASS o BERIFRITAREEEN&/NMERRA]

HRESTANES—EE - BHENE | - SESEENEFIITAREMNEERRBAMEESERAERERREEEETER
(SN N=V13% fF

FAIL AU.ACM-2.Generic:
IMNESTTANTE—EE - HEEEF - B—EEEDRETEEREEFER

IS E AT
AT A AR B K5 B\ B AR B
NOT APPLICABLE _
oy . T AR e B SR B T M TR AL A A B TR A

10
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51

[ACM-3] Default access control for children in toys @ onward

’ Requirement

IRZFEENRIIE, 5—EFUHERERRFINTRNEE
FhDIRe, TFEUIZRGAEHIETERER, ERESEBRIAEEFR
NERAN RS, (ZEETFEBREIREERFTEERAR

2025 Onward Security, a DEKRA Company. All Rights Reserved

o DEKRA comparny

5 EFIRAS ERARIRAI A B A] ORISR R B, AE)EL
Hit s NBERENETL. FERRE| R EE T IRauREER
FTEERIANT, ABIEE e ER Bk,

1925 -2025



[ACM-3] Default access control for children in toys @ onward

o DEKRA comparny

IXIT A-Asset ZEERD 0 ANTFINEEAE (Yes, No) ACM-3 (access external content)
IMERL, FIHEREEEAFREFRNAR ACM-3 (TrustedSources)
EIEZE EHENFRUEHIHS] (IXIT 6.1-ACM) ACM-3 (ACM)

IXIT 6.1-ACM EIELF EUE R HHI R E 15 818 (RBAC, DAC, MAC, Generic) ACM-3 (Impl Cat.)
R R E A A ACM-3 (Descriprtion)

Y E AR S
SECURING THE
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[ACM-3] Default access control for children in toys @ onward

Completeness

PASS
Fhac] ARE R EFBNEA B RTALS

R =E s N=R=E A

FAIL
E—fE o] R EREF BN AT EFL
INEEARECERINE TR

NOT APPLICABLE

Hih

53 2025 Onward Security, a DEKRA Company. All Rights Reserved

o DEKRA comparny

A E R
MR A i R EF IV N BB e B G N E S
AHE iR

BB TR, HRAREFEALFREFRINBAS, RERCHRESERN
1) SIHERWRA AT LGE R EF ISV A BRI EE
2) REBESERIAMRRIEIIE HESRADTETHHESFEMI G
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[ACM-3] Default access control for children in toys @ onward

o DEKRA comparny

Sufficiency E{{EEH@ ]
R SBT7 B e 2 B TERR R 4157 B R B BIEFA Ae, BEAMEEICRAISM A A

PASS AHE iR
HRESETANE—EACM-3FTERZ AU.ACM-3.RBAC:
RFEERIS] - EHRNEIERIE A

==Y AV - HIERA"RE"ERNAR, EEFIEAHFHNBAR
FAIL o FIREZR/NMFEHEERREA

HRESRANE—ACM-3FERZRIA - ARMEERGERREEAERT
FEUZGES - EEENEERETT AL

I AU.ACM-3.DAC:
NOT APPLICABLE . HIERA"RE"ERNES, EREFIEFHNTRA
Eft . EKIE SRR

AEMNEERERREERAEWNT
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[ACM-3] Default access control for children in toys @ onward >

o DEKRA comparny

Sufficienc AUACNESMAC
y . REREEEINESINESER, XEEITASESIEFERRERTEEEISE

PASS . Eiﬁﬂ&ﬁ%ﬁ% =R R /MERRR Al
YRS S RN E—EACM-3FH{EME . BEAERRERT AL RS R SRS R R CEE TR
RIS - BRI Sk e
B /SR I)) AU.ACM-3.Generic:
iy U RS SRR E—ACM-3FEREIRY PEER RO S
GRS ERENEENS AR | ¢ R ES/MFEERRA
R . SIS R S S T AR IR AL RS A B AT IR
NOT APPLICABLE
=2

10
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[ACM-4] Default access control to children’s privacy @) omwars

assets for toys and childcare equipment otn o
’ Requirement ’ Rationale
MER BRI AR AN EEE, 5—EREARMEAD EMEESRE, FERAFS BB AEEE A A TR
BEERE A ZER RO TP B2 I I FETR R IR AR T RE AN R E/ IBEREMOIEH, 1 =/ W R B AEAIE A AF TR
ERELN, ESHSEEER  (BUTERRS 77 BUEIR RS 2 S BT RAORIR, LU IEIEALREE.

KX R TR R R E RS =57 X
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[ACM-4] Default access control to children’s privacy @) onward

assets for toys and childcare equipment <ottt o
IXIT A-Asset ZEELHEEMEE (Yes, No) Children’s Asset
SR A A LU 5 AL B A 2SO ERR (Yes, No) e e
BIEZE EHENFEUER SIS (IXIT 6.1-ACM) ACM-4 (ACM)
IXIT 6.1-ACM B IELFEUE R HHI R E 15 818 (RBAC, DAC, MAC, Generic) ACM-4 (Impl Cat.)
IR E A A ACM-4 (Descriprtion)

ACM-4 (AuthorizedAccess | for
third-parties?)

MERMEE FHIEAFERE=AURBERFIRMEZ, URXETERY  ACM-4
BEZ %R (AuthorizedAccess | Description)

E=ANERREEERD A RIWTREILEE?
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[ACM-4] Default access control to children’s privacy
assets for toys and childcare equipment

Completeness

« PASS

O RERA - RERKEEZEFNRIBR
BHENZERILINEABAER - EEiC
BRESER

« FAIL

O REAA RRAEEEFINE—E
EQ%’I‘H%ﬁﬂﬁ%iﬁ%’:&ﬂ]ﬁﬁﬁ—i@)\ﬁﬂ + AR

« NOT APPLICABLE
Hih
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() onward

o DEKRA comparny

A E R

ﬁ?ﬂg?\ﬁl?ﬁ%zﬁ/\  RRMHEEEZZ NS =5 I F RV AL

BEAERE

A
EELUTEER, RAREAHFEEE =AFRNRERRENEIATIEEERE ANER, ZEHE
SEENEESERNAN

1) FIHERmFA AT LK 58 =75 77 B e 52 EFE R RIS FA ThaE

2) IE;J‘;E_@% RIFTRIBEEFA IR EAANEN, HEERA

EEANEM
ANEETHE ESFE TS’

Y E AR S

SECURING THE

1925 -2025



SECURITY

assets for toys and childcare equipment o e

Sufficiency WinHE
BEERNEIICHIREISERIEREAA - REREEENE =) - HEIN#HER

MR E% B TEEAT BERYEE E
PASS S mETEEAT RERIEL [E]

UREEENS—EACMAFEAKE | Ak
s ESREERTAES | AUACM-4.RBAC:

[ACM-4] Default access control to children’s privacy @) omwars

T
. IR BRI RERE AR
WS EENE—FACMAFERNE | . g EERER -
il - EHEOR R B = RS MR RA
s . BEMEERREEEERENG
NOT APPLICABLE AU.ACM-4.DAC:
i EERAES EENSS. ERERRAAA ER BB R AR

"85 =75 (ERE TR KTE B/ BUREIR TR A
08 T R B R PR B BT
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[ACM-4] Default access control to children’s privacy @ onward
assets for toys and childcare equipment en o

Sufficiency AU.ACM-4.MAC:
« BEZABEGIERETENAGEEE MR ZEHRMNEIA TSR E AN E R, ZFERT

PASS AFNFERRMBRMEEETRE
%’j’ﬁ/\\"é" d:iEW _ﬂEAC M—4ﬁﬁ'1§ﬁﬁ E/‘]@ E%ﬁﬂy??%*g*gﬁ':ﬁ%ﬁg%d\*gBEJEEIJ
I - BRI T A SR . %Eﬁﬁﬁﬁ&ﬁﬂﬂﬁ%%@ﬂ‘ﬂ’ﬁ%%%ﬁﬁ%%ﬁ%ﬂ% EREAEIRERIREESETE

on

ALIN

FAIL AU.ACM-4.Generic:
HRESTAE—BACM-4Fr ERBRTZ . BESAMERRBEEIAMEEEASN, EERGEERNREEAYENEES
BNzt - W EMEERS S EAR —EE E DA IS 7Y
AN

R TE &/ M ERER R A

NET AAPHIICAELE 15 S 77 B 0 M AR B S0 S M IR B eI IR A B AT IR 46

Hih
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[ACM-5] Parental/Guardian access controls for children in @) onwero

SECURITY

t Oys a DEKRA comgany
’ Requirement
EXERER, B ETLUEREFRNRZSEEIEE, ZRIRENREZRATERRRMEN, FREEREIIER
H 7P R A& 28 v IR R E RS E TR E, LIBRHR MEEHRENFZE, XKEREEARLERGIEZF A 5eEAR
BT A SRR S RN RS RIS, B RS FGIAGTE, LU % (A I A IR O 1B R
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onward

SECURITY

[ACM-5] Parental/Guardian access controls for children in @
toys

o DEKRA comparny

IXIT A-Asset BEERSLUEEERF Accessed By
IXIT 6.1-ACM EIEZ R EUEHIHEHI M B E A E E (RBAC, DAC, MAC, Generic) ACM-5 (Impl Cat.)
I FEER BB 1F77 LRI ERD ACM-5 (Descriprtion)

10
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[ACM-5] Parental/Guardian access controls for children in @) onwero

toys

Completeness

« PASS

BB REFRNZZEBAEE B

SREBRESR
- FAIL

E—EIURREFINZZRARAEE

R FCEFR E SR
« NOT APPLICABLE
Hth
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o DEKRA comparny

A E R
BEEAAAU N R EFIN L BB EEE SRBERES R
AHE iR

BB THER, HRATEHFERENUFRMREEBIEE, REREHNE &XN
1) SRR RIUE R EFIRMNZT 2 EEAEE
2) REBESHRITFERMNRLHERBIEE, HESRATETHHESFENT RIS

Y E AR S
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[ACM-5] Parental/Guardian access controls for children in @) onwero

toys

Sufficiency

PASS

HRESTKNE—EACM-5FhERNZ
BEHIES - EEENEFERGETAER

A

FAIL
HRESTZAE—REACM-5FrERRZF
i - EEENEERNETARA
285

NOT APPLICABLE
Hih
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SECURITY
o DEKRA comparny

A E R
BEREFNZZ BRI EMMMERNFEIEGIHEG] - 24 MBEREEERSETSRE
AHE iR

AU.ACM-5.RBAC:
FrAERAEEERSHENAE

AEARSFKRER/NFIVERIRE, LUEHEREREISR LIEE RBAC S HIRFIRE
ATREZ0Z AN AU 222 B2 B AL (32

AEMNEERERREEREWNT
AU.ACM-5.DAC:
A RAERIERASHENS 5

MBSO FERER/NFEIERRE, LUEREREREE R LIEE DAC A XR&|REFr
RES0TF AN 22 B[R @A

SIS E R eI EERAE T

Y E AR S
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onward

SECURITY
o DEKRA comparny

Sufficienc AU.ACM-5.MAC:
y - RAEMAEREAMRENGERE, BHREXRRSRREEERER, ATUEE

oAcS MACTR 15 2 ] B0 525 BIGRA AL
%’jﬁ/\\"é" d:iEW _ﬂEAC M‘Sﬁﬁ1§ﬁﬁ E/‘]@ E%ﬁﬂy??%*g*gﬁ':ﬁ%ﬁg%d\*gBEJEEIJ
iz - RN BRI A ER . %Eﬁﬁﬁﬁ&ﬁﬂﬂﬁ%#ﬁ%ﬂﬂ’ﬁ%%%ﬁﬁ?ﬁ%ﬁ%IE%@%‘EE?&?%*E%%R%fﬂﬁﬁﬁ?%

[ACM-5] Parental/Guardian access controls for children in @
toys

e

FAIL AU.ACM-5.Generic:
HREEEATE—EACM-SFERNE | - QASERSRAARSENERERS, Tk S me IR 5T R
T = e e e S R A RERLE
AT . BKER/MEEERER

NO“EEKA&E 15 T AR A A B S s T IR A S A B TR A

10
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[ACM-6] Parental/Guardian access controls for other @) onwars

entities’ access to managed children’s privacy assets in toys oth e
’ Requirement
MEFHRTEME, S EAUREROREBRAE, K =BIRBENREBRATHRROES, RBREEAGL
TREAN. REREEAZN, HF=HorREETL ERHIEEH R ERLAENDE, LBRIEEELEMIOE
AP IR, B ER R 0 7 A L R R O B IR

iz, LIRS HALSE = A N RERIE ERF
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[ACM-6] Parental/Guardian access controls for other @) onwars

entities’ access to managed children’s privacy assets in toys e e

IXIT A-Asset ZEELHEEMEE (Yes, No) Children’s Asset
IXIT 6.1-ACM EEZFEUEHIHEHI M EE A REIE (RBAC, DAC, MAC, Generic) ACM-6 (Impl Cat.)
I FEER BB 1F77 LRI ERD ACM-6 (Descriprtion)

10
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[ACM-6] Parental/Guardian access controls for other entities’ @ onward >

access to managed children’s privacy assets in toys St oo

Completeness ek B )
BESEMAIMUERTRE - REREZEAINE=SERNREREBLEE - &

£04f /:\'*'d:
PASS Enafij]- Ba

FEUNMBTRE  RERE#AZNE | SO
—HERNEERRRAEE  SCaEN | FZEUTSE BREETHERTRE. REREHAZNE=HFRN EEERIE
BER BE, RBEHLHNEEEN

FAIL 1) FIHBBRETLUEKRTRE. REREEAWREARMBIEE

- F—ETUERT RE  REREEA S _ S e L O T A

E-HEINWEEHEENSE  RWis 2) WBEFRIFERMEIAEE, HESKRARTETHHESHEENTaA
REER

NOT APPLICABLE
HAth

10
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[ACM-6] Parental/Guardian access controls for other entities’ @) onuard

access to managed children’s privacy assets in toys o e

Sufficiency kel
BEMARREESE= HENREBRLESENGIUEHKE  SE B BHERNE

ace 88 (T EIE
WREEENE—EACM-6FTEmE | BTk
SIS . EHRENEENSITAES | AUACM-6.RBAC:
P A B S R R
P B TR RN IR R RE, LUE AR S AR T U558 RBAC A RIB4IE=

YIRS EFRE—BACM-6FT MG | Ll
By . TR B EREIT AR A EMAERILAE

FAIL

23 - AEMNEEARERREEREIT
NOT APPLICABLE AU.ACM-6.DAC:
Bt - FTRERAEWEEIRSHENS S

MBSO FERER/NFEERRE], LUEHEREREE R LUEE DAC 75 KR &2 EFr
RES ANV 22 B[R AL @52

SRR R EERE T

Y E AR S
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[ACM-6] Parental/Guardian access controls for other @) onwars
entities’ access to managed children’s privacy assets in toys otn o

y - RFEFRAERALEISER] ?%‘ BHREERMSRMEEAIRER, TLEHE

ERERAE,
PASS MACIR I3 =75 %t R Z[EFh & A& 117 EX
%’j’ﬁ/\\"é" d:iEW _ﬂEAC M‘6ﬁﬁ'1§ﬁﬁ E/‘]@ E%ﬁﬂy??%*g*gﬁ':ﬁ%ﬁg%d\*gBEJEEIJ
I - B ERET A SR . %Eﬁﬁﬁﬁ&ﬁﬂﬂﬁ%%@ﬂ‘ﬂ’ﬁ%%%ﬁﬁ%%ﬁ%ﬂ%@ﬁ%E?&?ﬁ*@?ﬁ%ﬁ%fﬂ%‘ EITHR

8%
FAIL AU.ACM-6.Generic:
HINE SRAE—EACM-6FTEERRTF - OAEERERRAWSENERER FTAFTEFIZHEH, BHE=AHE
Hu ikl - HEERNEEE G EZAHA BEAEENTFH
54y

R TE &/ M ERER R A

NET AAPHIICAELE 15 S 77 B 0 M AR B S0 S M IR B eI IR A B AT IR 46

Hih
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@oanrd
SECURITY

a DEKRA comparry

[AUM] Aut ication mechanism

‘100
>

Y EARS
SECURING THE
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Authentication mechanism (AUM) Z£E 3k @ onward

o DEKRA comparny

ETNEE TR

AUM-1 Applicability of authentication mechanisms
AUM-2 Appropriate authentication mechanisms
AUM-3 Authenticator validation

AUM-4 Changing authenticators

AUM-5 Password strength

X X X X X
X X X X X X
X X X X X

AUM-6 Brute force protection

10
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[AUM-1-1] Applicability of authentication mechanisms

— _—_- = = == = —

’ Requirement (network interface)

FEURGIHS 2 BE R B0 BB, B HERE S B
BEWEEEAN SR ER. BERE/E/ SmINEEERE SR
MEREBEH
o R EANEERE ., BRI/ BFA/ ERINEE SR E K
BREEBE
{5 R/ ISFA/ £/t R £ TIRE

BUTIERERS
TEE G N IREMH AR ETERATIEE
BiEE% 0 B AR E IR B R A (B RS B ER 4 1, PRI IR
AR FE

(BUSMEHET B 3.3(f))
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() onward

o DEKRA comparny

SRIETE IR RN, LUEARIE A TR I I B e R AR
@mgm

2k B 7l AE18°E 1 8 Ek B RIS B IR e P AR E A Ry (e R
BERERIERN T MBI EE, KEIFEERR

ke
K EIEH AT E AR AREREFME E
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[AUM-1-1] Applicability of authentication mechanisms @ onword

o DEKRA comparny

IXIT 6.1-ACM B % ACM R#EER /@ (IXIT B-Interface) AUM-1-1 (NetworkInterface)
EHE ACM # BRI & 575858 | (IXIT 6.2-AUM) AUM-1-1 (AUM)
B REFHEN G RS, EEHERF S HERRIRE AUM-1-1 (Exception|Reason)
il SRR IR R B FERR BA AUM-1-1 (Exception | Description)

Y E AR S
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o DEKRA comparny

[AUM-1-1] Applicability of authentication mechanisms @ onword

Completeness

PASS

/xﬁ*“ﬂ%ﬁaﬁ‘rﬁﬁﬁﬁ’\iﬂﬁ 7T H B9 B
EHRIR W ECER R E

FAIL

AreBRENAE—
R HIARR RN E S

NOT APPLICABLE

Hih
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ﬂﬁﬁﬁ’:\ﬁﬂfm JTHERYFE

S E

BMESEARBRBE T B FIIERIERIR KRR ESR , sHH| AT AR
EREEE EARSREAT. HERE/ IR/ ERMUERERRERZEBH
SR EA R SR AT, BRI/ IR/ ERMUERERNBEREBH
5 P S /R FL/ 2 A/ R £ ThRE

s

BEUERAE TENFERIERIES] - w0 AR
EIEE AN R ERET. MBS/ R/ ERYREREREE RSB H
ﬂ“Eﬂz’ﬂﬂl"’zﬂﬁl)\Eﬁiérﬂénﬂ ﬁﬂl”z%ﬁﬂﬁ/ﬂaﬂ\/énﬂlj]ﬁu&i&ﬁﬂlr’zﬁé%ﬁ&
{2 RS/ Fe AL/ £ Bt/ R £ DI 6E

RBEEHENEERA

10
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[AUM-1-1] Applicability of authentication mechanisms @ onword

Sufficiency RiaEe
BES) DERGIEEREERANSEE

PASS LAk
AEEBRNESTARNEETENS | 35 & RANE — B 565N E IS -

R R R
ARERRAETT St 81 IR R T PR A5 — B2 S IR S R

At 523 B s s 2 D P LAY s AT £ TR EMEE, WHERERIIERN S DR ES
mora i il AR B F

NOT APPLICABLE
Hith

Y E AR S
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76 2025 Onward Security, a DEKRA Company. All Rights Reserved
1925 -2025



[AUM-1-2] Applicability of authentication mechanisms

— _—_- = = == = —

’ Requirement (user interface)

FHEUZHEIHHI L BFE RS REME, &AERES &R
BT EA SR E ., BRI/ EFA/SRTEESRE B
HEEEBH
BB EANEEMER. BRI/ ST/ ERIIEEERE K
BREERE
{3 MR /7L £ Rt/ R £ThEE

BLUUTERERS (BISMELET B/ 3.3()
H1BE% R R B EREIRIEP R E LSS RS E, BRHIfEIR
FE(ERERI 77 ER

BRTEMEAER., HIR/ISFATIRES R /FEFATIREER E ROMEEE
ﬁmﬁﬁmﬁTﬁ%%ﬁﬁ§Wﬂc

R FRTE RARVER 5 ThEE

e N = g T
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() onward

o DEKRA comparny

SRIETE IR RN, LUEARIE A TR I I B e R AR
@mgm

2k B 7l AE18°E 1 8 Ek B RIS B IR e P AR E A Ry (e R
BERERIERN T MBI EE, KEIFEERR

ke
K EIEH AT E AR AREREFME E
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[AUM-1-2] Applicability of authentication mechanisms @ onword

o DEKRA comparny

IXIT 6.1-ACM EEE AR ACM BIERENE (IXIT B-Interface) AUM-1-2 (UserInterface)
B ACM EFER 5 23858 #H (IXIT 6.2-AUM) AUM-1-2 (AUM)
ERBIZEHEN G RS HIE, FEIEHEOG N ERIR AUM-1-2 (Exception|Reason)
il SRR IR R B FERR BA AUM-1-2 (Exception|Description)

Y E AR S
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[AUM-1-2] Applicability of authentication mechanisms @ onword

o DEKRA comparny

Completeness WinE
BEEEERREREN AN EIUEEIGEIRMTHENS SR, ZHH = AR

PASS - EIEEARSREN. BEEK/SH/ SRMERTRMERES Y
REBRBBAEARERENENGRZE | . SHEBREARSBRER. BREK/IE/ SRYERTRHRELBY
il R {5 BRSPS HA/ £ B/ R 2 ThAE
R ERREAE ERE | T AAA
E IR RN B S & BB TLUEBEAEN BT IR - 52 o] FR
NOT APPLICABLE - EIEEARSREN. BEEK/SH/ SRMERTRERES Y
=it - ERBREARSRENA. ’ﬂ&rﬁ%ﬁﬂﬁ/ﬂaﬂ\/énﬂlﬂﬁbnﬁiﬁﬁir’zﬁéé}ﬁ
{55 R RS /RE L/ S/ R 2 ThAE

RWECEHNEETRN
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SECURING THE
79 2025 Onward Security, a DEKRA Company. All Rights Reserved

1925 -2025



[AUM-1-2] Applicability of authentication mechanisms @ onword

Sufficiency RiaEe
BES) DERGIEEREERANSEE

PASS AEA &
REEBRBRNRESTARRERENE | gryssrwnms —EREREREN T NE IR -
B S SRBM IR E o . o
ST U AT A S — AR MRS/ 187 S RE &

FAIL
HEMEE, LHRAFHHENS)BEM
S8 i R BIE
NOT APPLICABLE

Hith
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[AUM-1-3] Applicability of authentication mechanisms @ onword

o DEKRA comparny

L —_— . i | E—- - | EEE - -

’ Requirement (machine interface)

Y:FHHI%II HHL AR ST RERS, ERFEREEESET laFH R B el thhl], LIEARERY 7 B &l 4 P 2k
B IEE T8 rO RS 3 rT A BE R B B B E T RIS IR RYED )
EEE ERMET. KEERBERERKEREEH

EREREMET. BHREMIRERERBRREEH
ERAEH/ 22k
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[AUM-1-3] Applicability of authentication mechanisms @ onword

o DEKRA comparny

S

IXIT 6.1-ACM EIEFE L ACM RO#E /@ (IXIT B-Interface) AUM-1-3 (Machinelnterface)
E1E ACM HIER B 23R8 HEH| (IXIT 6.2-AUM) AUM-1-3 (AUM)

10
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[AUM-1-3] Applicability of authentication mechanisms @ onword

o DEKRA comparny

Completeness WinE
BEEEABRMEN BN ISR WTRN S SR, SR AR

PASS - EREEEREN. HEEMMRRERHELTEZH

CEBRENABNSENENEIIE | - CURELRAT. HESMYERTRRERLBR
RN B SR

il fE SR/ R2ThEE
ERERTAI_EENMEAENEE | ass
PR R RN S BB TLUS BN ENEEIEEIESE - T AR
NOT APPLICABLE . FEELRET. HELHYERTIRTEREBY
Bt . ERHELRMEN. HESRYERTRBRRLBY
fE SRR 2THEE

RWECEHNEETRN
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[AUM-1-3] Applicability of authentication mechanisms @ onword

Sufficiency AHEEE
RESH BRI BRE SRAB T

PASS af (ki 75%
gﬁj§§%§ W%W%%%ﬁﬂ@% SIS EENINE—E B BN B EURE 5
PR - SR T ERNE — AR/ S REE

FAIL e ) -
e sm e mE e s Ty | PR E - W R HENSS T
PEE TS (G

NOT APPLICABLE

Hih
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[AUM-2(-1)] Appropriate authentication mechanisms @ onword

’ Requirement (one factor)

RiFFTE AN S HRERTEEREE R —E5
2R BsE (B Re RO Z BA

2025 Onward Security, a DEKRA Company. All Rights Reserved

o DEKRA comparny

BE—RFHHEEERAn

REEX RIS ER R NE A, H1i0 : 452 DoS B —
#Ro3o

B 1EIF H AT fE RO BS $EA (5 B IS FAERA MR £ B E X
BERAE B T AR B IR HX,
PriERICIEENERTFRREEESTRIERE, BEEE
B REAR FRSERER
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[AUM-2(-1)] Appropriate authentication mechanisms @ onword

o DEKRA comparny

S

IXIT 6.2-AUM MAAEAZ AUM FTER & 258 EF 1st AuthFactorType

10
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[AUM-2(-1)] Appropriate authentication mechanisms

Sufficiency

PASS

/2 ﬁﬂ‘}%ﬁaﬁ‘r%ﬁﬁj i)
A

FAIL

AR BRANE 77 ae s mIRY B E TV

ERA—E
NOT APPLICABLE

Hih
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IR B U

I]]

AEE®
BESNIREEHIEFATEESER -
Assessment units
HEEERANE —E S S

1) BITHEHRE

2) BRENDBEEENRHEEERES K

m}

() onward

o DEKRA comparny

Y E AR S
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’ Requirement (two factor)

INRERETEEITIRE R M R EERIMEAE R, BIER
@@ BT I RE T EFIREE A B, 55388
HHIE S RE R FRE,

BIEAUM-1-1(BBRNE)KAUM-1-2(FEBENE)TEN S5

aoaa e, FARSEEMEEST H _LRIEFE T EF I ERI T RERT,

HWEY. EREEIEREY, FEXIRYER TRERS,

2025 Onward Security, a DEKRA Company. All Rights Reserved

[AUM-2-2] Appropriate authentication mechanisms @ onword

o DEKRA comparny

INREZRTR R DR R S R A SRR E A B, Al
HREBIRMRB ARG ELBRERR, MEREEBRT, &
?ﬁﬁ%ﬁ%%ﬁ%&ﬁﬁﬁ%ﬂ@%ﬁﬁ%ﬁﬁﬁﬁﬁ
X

EEFERIITEMR ZMRENFTEZT EN S HEREHE,

LUERERES ERRFIRC S, AL, EEEEBERTEDLF

{52 A iE B A FE 1T SR,
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[AUM-2-2] Appropriate authentication mechanisms @ onword

o DEKRA comparny

S

IXIT 6.2-AUM MAAEAEL AUM FTERE —E 5 258 RF 2nd AuthFactorType

10
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[AUM-2-2] Appropriate authentication mechanisms @ onword

Sufficiency

PASS
R Bre BN E et ae Wnl I ETET T
BEERA—

FAIL
AR BRNE D tae mnlBEATVEE
ERA—E

NOT APPLICABLE
Hih
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A E R

BES D WRERHIBFAREESR

FHE7 &
HEE &R NS —(E S HRER
1) BITERFHSRE

2) HRENREBEFAREESRES—

o DEKRA comparny

£

Y E AR S
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[AUM-3] Authenticator validation

’ Requirement

5 530St EARIR E AR IR R &AL, BRg
Fr R tRRAEE

2025 Onward Security, a DEKRA Company. All Rights Reserved

gy b

ZEF

() onward

o DEKRA comparny

ENEERARIRIE T SR eS|, WEEhIF7EF BRI RSt
PEZRAE B A FI RIS, BESE D BEN S S ERERFiE
FEE AR HEEEHIMKE, Rt HHEHNE2KRTEE
BitiRiEintaE it g 2SR F, FlinfEEPKIERE,
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SECURITY

[AUM-3] Authenticator validation @ onward

o DEKRA comparny

IXIT 6.2-AUM BESEERFHEEAR (Password, CertificatePrivateKey, Generic)  AUM-3 (AuthVal | Impl Cat.)
BEAXMEHTRRA AUM-3 (AuthVal | Description)
RAE D EBEER FEFERREREFRIR AER AUM-3 (AuthEnv)

10

Y E AR S

SECURING THE
92 2025 Onward Security, a DEKRA Company. All Rights Reserved

1925 -2025



[AUM-3] Authenticator validation

Sufficiency

PASS

HRESRKANE—EAUM-3FERNS
T aona eml - AEEHNEBIERGEITAER

585

FAIL
HRESRKANE—EAUM-3FrERRNS
Daona - EEEVEIEAEITERA
285

NOT APPLICABLE
Hth
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() onward

o DEKRA comparny

AHER R

wmEEN RNt EhREFmAVNERY

AT

AU.AUM-3.Password
FERMERET UKD BB S5

(EBBEBENEETENRE, HBREE PRI B E R S EIREES)
B #7355 9 BT A TTLLE B S 7 358

R EFERIE R LR IR S 57 7858
(B0 35 SIA G AE IR N
H fth{k AERZE FE 0] LA EIB S 578858
AU.AUM-3.CertificatePrivateKey
(AR EEMER T EETH 7058, HiBEE RIS MR E R Z 2R E )
EHH AR S RRIT AR LLRRS 7585
AMEESERRE B RIA R LLEE S 75858

(3SR St BF 18 55 A MR5RRS)
H fifsE AERIFAIR R LIAR BB S 573858
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[AUM-3] Authenticator validation () onuerd

Sufficienc AU.AUM-3.Generic
y o AN B EEERFrILIEES 72

2
PASS . (ﬂﬂ%iﬁ%ﬁéﬁﬁﬂ%ﬁﬁﬁﬁ%@iﬁ% ,J@E%E?;]P%@gﬁ%ﬂ%ﬂ’ﬂ%&ﬁ'l‘ii%;’fi”ﬁ%ﬁﬁ)
7% 325 I 8% B R T B BT AT LLEE EREE
A A 2y 5 — EAUM-3FF S BB A QISR B2 REIT A LLEBS 7 525

HREHE - HEBOBENETAER | - (R SEEAERRE)

i {5 A 1 S RS E T A LR BB S 5 RS
FAIL

B ERAE—BAUM-3FTER S

HRBH - EHEOBIENETEAT

I
NOT APPLICABLE

Hth
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[AUM-4] Changing authenticators () onuerd

o DEKRA company
’ Requirement

B oS El AR EE S NEREETF, FRIFEES S ERE B/ & rERE B F Rl e AlEmARE £ R, HIINESRS
K FH1T AR 2 B R AR ZHRNERENBRRE, Aiit, FEXERLHXELASG
nnﬁgﬂ%o
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[AUM-4] Changing authenticators @ onward

SECURITY
o DEKRA comparny

IXIT 6.2-AUM AR e D ERRE R FEE AUM-4 (AuthChange)
EXRAXEEREENRERTF EEHEMGINERER AUM-4 (Exception | Reason)
Bl HERR IR R B9 FE 3R B AUM-4 (Exception | Description)

10
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[AUM-4] Changing authenticators

Sufficiency

 PASS
. REBREESHRERTHEESHE
SERL—H
 FAIL
© BEBEASE S REEAT ORI
EEF—B
« NOT APPLICABLE
. Hit

2025 Onward Security, a DEKRA Company. All Rights Reserved

() onward

o DEKRA comparny

A E R

BMEB DR EEH TS ENE N RERNFEE AT 2aHEESTR —®
BEfh A &
ﬁﬁ ERANNE— ﬂ%%ﬁﬁ%ﬂ MR G AILUKIBEE SRR TS E 50 5sgA

jtﬁﬁn T_#‘E%EE' MHE.¥1§
- BEERMESEERFRILLEBS 5 FEE
- REERERNE S

A
Beee K F AR K88 & 5758 58 Tl

Y E AR S

SECURING THE
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[AUM-5-1] Password strength

factory default password

’ Requirement (factory default pass)
%ﬂﬁﬁ&ﬁﬁ
ﬁ*%‘MEﬁﬂE
ﬁﬁﬁ“ BREMRE

SR AR

, EHEWIA

= .L\—J'l-

— B AR E
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() onward

o DEKRA comparny

BEREBFERBERERMNANEERESXz2— BEF
FEEEEABBERTEN AT ETEDILNE, Bl ¥
’ET&FTI %E R AW SR E T RIMNEN, HEDREBEAES

=% fimod il SR PR & EH SR E RIS
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SECURITY

[AUM-5-1] Password strength ) enward

factory default password & DEKRA campany
IXIT 6.2-AUM IMRERAEBEASPRERF BEEEBIEEAHKRIEREDR AuthFactor (PasswordType)
EEHEFERBEBRRT2ME AR (UniqueBestPractice, AUM-5-1
EnforceSettingFirstUse) (PwdProperty | Impl Cat.)
HFRRABIEAR AUM-5-1

(PwdProperty | Description)

10
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[AUM-5-1] Password strength

factory default password

Sufficiency

PASS
R Bre BN TR R B R E1E T T
EERATA—R

FAIL

=R s Nl G R SN (SN =
ERABA—H

NOT APPLICABLE
Hih

ot
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() onward

o DEKRA comparny

A E R

HEALRIERERR, BESH)REREIEFHAEEHESEER—R
TR 4

R EEE R R FREOIREE, It B REAIREITERE

AR

HEEERNE—EERBEN S 9 R ERD)
AU.AUM-5-1.UniqueBestPractice

BB R R PR S B B E S R RI B F A =X

RFREERE FMERFEALEEFRK, HEBEREREREBREUN
AU.AUM-5-1.EnforceSettingFirstUse

RiZER fm SRR A FME IR EAEEEFRN

ERAERFERZEEA, ERERETEREHREHEE

Y E AR S
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[AUM-5-2] Password strength

non-factory default password

’ Requirement (other passwords)

MRS BEMHERMEE TR BARTES, BELE
SHEREET —REAGHR 1 AETESIAH
RS
B VIS VB ES, ARER R
HRHSERERSNBERBEAES, LENAHR
BB RRAE P E AOMBRE PO T
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() onward

o DEKRA comparny

BEREBFERBERERMNANEERESXz2— BEF
HFERERASEEREBNAETEESERE, EHit, &
JATEH R R E oA SR EAS R RIE S, HERIEBREAES
X fim5R L A EFTER E RIS
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[AUM-5-2] Password strength ) enward

SECURITY

non-factory default password o DEKRA company

IXIT 6.2-AUM IMRERAEBEASPRERF BEEEBIEEAHKRIEREDR AuthFactor (PasswordType)
BEHRIERFEZEMEEAR (SettingFirstUse, DefinedAuthEntity, AUM-5-2
EquipmentGenerated) (PwdProperty | Impl Cat.)
HFRERPEFAX AUM-5-2

(PwdProperty | Description)

10
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() onward

o DEKRA comparny

[AUM-5-2] Password strength

non-factory default password

Sufficiency

PASS

R Bre BN TR R B R E1E T T
EERATA—R

FAIL
Bre BN IR RSB S IV EE
ERABA—H

NOT APPLICABLE

Hih
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A E R
FHEFEH RTAREE, HESIWRKHIBFAIZEREESTR—
TR 4

X fmEE It HRRFEERIR RS, it B REAIREITERTE
Assessment units
HEEERANT—EFEARNEN S 970 E S
AU.AUM-5-2.SettingFirstUse

B RS ST E R E RS

RigeRRERE FMERFELEAESEFER

FRERERZEEEA, EEEEERZIETHEE

Y E AR S
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[AUM-5-2] Password strength () onuerd

o DEKRA comparny
non-factory default password

Sufficienc AU.AUM-5-2.DefinedAuthEntity
Y - RIFEXIRERE FMEEFEEALSEFRL

PASS - (0 %_Ebﬁiiﬁ P T2 E’lﬁ'ﬁ % R PR ] llzlﬁE EEifx’?%iE HIERSFTFHR) f B IRfEE IR B
}\Qﬁ?ﬂ‘ﬂ%ﬁ?ﬂﬁ?ﬁ Il:l:ll ,ﬁlﬁ%ﬁ,ﬁﬂ ZZ._:\E,% E,(J g'ﬂfﬁfﬁ,ﬂi ﬁﬁﬁim IJ-IEE'; ﬁﬁﬁ/(%ﬁ Eg'ﬂ& BE%H%% ﬁb*&*ﬁ*&ﬂl‘:”@ %Fﬁﬁﬂy

BEERNELA—B . LUK TR
FAIL - LEESHELSARENERTEE MBS ESHRER 2
. EBEERYEERSENE SRS BB E

HERABA—H AU.AUM-5-2.EquipmentGenerated
NOT APPLICABLE . ARIBRIBERE TR AL B

=it . ELELCETE

UURIZEERRGE TS

(40 ER 5% il FIT>&E 1 RO % >R FR 1| R AE R ARIR I RUE RSFT 7 HR) 3 AE RIEESE BRI
TEERGE, MmZMRRRESIE A iR E SR 7R

HEREELCEERBNEHRERN A XA ERBRRENERRFR ; &
& BB IR E
<
10

HEREREENEHEE SXRATRAREIF T
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105

[AUM-6] Brute force protection

’ Requirement

B PR LA B R RIER DAL E

2025 Onward Security, a DEKRA Company. All Rights Reserved

() onward

o DEKRA comparny

B EE Al LIS A A S E IRIR A B 5k 5A 5 4 5858 Rl
FEREAT AN, FHit, FEERETIREELERENTZE,
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[AUM-6] Brute force protection () onuerd

o DEKRA comparny

IXIT 6.2-AUM BEIZ[IEFBER AHAEMNEEAR (TimeDelay, LimitedAttemps, AUM-6
: AuthenticatorComplexity, Generic) (BFProtection |Impl Cat.)
RERBEESR AUN6

(BFProtection | Description)

10
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[AUM-6] Brute force protection () onuerd

Sufficiency WinE e
BEEHREREIEE R ZAUM-6RER

PASS Assessment units

HRESRKAT—EAUM-6FTERABRIES ST ERNET—(E 545 S04
IS = DR AR - ERERE/ERIE

75 3L 5 A B T AU.AUM-6.TimeDelay
FAIL - ERERSSEERFEENTE R

HRNE SHRAE—BAUM-6FTERARRIF - BAEEBEARNZME, XEATEE B
A 72 44 , W ==y
=S = DR AR - HAERYE(FRAIR AU.AUM-6.LimitAttemps

FEE AN ] ) .
NOT APPLICABLE - (FHABEENBRERFEENITEHNRE
HAth o HEHXIEMHILEFEREETEDREZH], FTEEBEAKXRBKBIRE

AU.AUM-6.AuthenticatorComplexity
ERRERREEERANNBIBERE Z KNS 0 EERA T
¥ 5 0 RERHPITERR DR

AU.AUM-6.Generic
St 5 5 BB HNTHIEE N ‘10

Y E AR S
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@oanrd
SECURITY

a DEKRA comparry

[SUM] Secure update mechanism

‘100
>

Y EARS
SECURING THE
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Secure update mechanism (SUM) &2 Z K () onuerd

o DEKRA comparny

ETNEE TR

SUM-1 Applicability of secure update mechanisms
SUM-2 Secure updates X X X
SUM-3 Automated updates X X X

10

Y E AR S
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[SUM-1] Applicability of secure update mechanisms

’ Requirement

EHHREEEEENG, HEEIEEL—EEER(a i)
BEHARX, UTIERERS
BEHEFZEYRER 2 (functional safety), FILFRFEH
B EElEE A 289 (immutable)
AR EM BT, HEREETUREZEZENEE

110 2025 Onward Security, a DEKRA Company. All Rights Reserved

() onward

o DEKRA comparny

BEAEZBREHKGIRMASERECEEHRNENE —HEREN,
EAMNHERE. RRT 2RI ATEEE K &% (K BT
A, SEREELHERTREAR, WRERE SEBER
MEER SBRSRETRERAIEIMEE.

AT, FKEEETHAIRES AR, YRR EFZEFRE
HEH, JmilEth fl LLBSEE I EAE, BN 2@ £ el
BRI SRR ENRE HEBERRREEENEMRER
EHIRRRIRIR
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[SUM-1] Applicability of secure update mechanisms @ onward

o DEKRA comparny

IXIT C-PartOfSoftw  FEIEEZEESFT 2 EE &= (IXIT A-Asset) SUM-1 (Affected Assets)
EEHENT 2B (IXIT 6.3-SUM) SUM-1 (SUM)
EETXEREE, EEHEMHSHRRIREER SUM-1 (Exception | Reason)
151l 51 HE B [ (K B 48 T2 77 A SUM-1 (Exception | Description)

10

Y E AR S
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[SUM-1] Applicability of secure update mechanisms @ onward

Sufficiency GaCELE
BENBEEIEE S RNEREFR SR

PASS BRI 4
REEBRBNESSENS BRI | gwg-—mEgAR, UEERUENEE, B REISEEARRRA SR
I - ERREMERERU SR M (integrity) B EE 4 (authenticity) £R €48 &l

A e BMERE

© PRERTSCIAPEEENSN R | gusesns-—amsist, SOREHSAREEHE

NOT APPLICABLE
EL it

Y E AR S
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[SUM-2] Secure updates @ onward

o DEKRA company
’ Requirement

BREEHAXATEEHNEAMRIR REREERTEMS T ER RS T FE (R R AUER RS T8 R BT H | =2 2| T B8
HEEMEENENEL HE S
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SECURITY
o DEKRA comparny

[SUM-2] Secure updates @ onward

S

IXIT 6.3-SUM GEE%}?& CERMEEEMME A (Sign, SecChan, AccContMech, SUM-2 (Impl Cat.)
eneric)
HRRAEEL SUM-2 (Description)

10

Y E AR S
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[SUM-2] Secure updates @ onward

Sufficiency WicE
BEE—EFEN TR R E R EREREE RN TR HEE Y

PASS TR &

HARESTNS—EEHMLI - RARN | sins—EEFHAHR, WEEEREERER
E1EUHITEE BRI _ )
ol EA &

HREEENE—ESHAT  SHmw | SR RS EEIR

BRI EBARIN AU.SUM-2.Sign:
NOT APPLICABLE . FHEAMINEEEENERRE CRY-1 WREEHE
B . REEHEREREE R

HZEHRERMETEARERRE
BERE, BRENEMERTEXBEFERE
ZERENREENERHEIEXBEIRTE

Y E AR S
SECURING THE
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[SUM-2] Secure updates @ onward

Sufficienc AU.SUM-2.SecChan:
y o FIEAMNZREEREGILERE SCM ZEE K

acE R RS AR A E RS S R A B
WRSEENE—EEHST - HUEN | - RLEREEFERGEMAKE, LUSKEESEEUNREET R
SRR RS R 7 1 B R B A T RS 2t s s

FML%%E%%WE—@E%HﬁvH%%W AU UMz AccContiech:
SE0IE 5L S R o FIERMFRIZERGILERE ACM TEEK
NOT APPLICABLE - BFHEE BERENENEFERNEIFELTE
£  HEER TR E N RS A B R T A

RERKREENERNERREXBEEIRTE
AU.SUM-2.Generic:

RBBTEEEENEEE BN EAREZER
RBBEEMESEEEMEBEIREZE

Y E AR S
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[SUM-3] Automated updates

’ Requirement

B—EEHEFIELATERUT AR 2 —RIEFIREHY

AE
BEANLTHE
AANLIREZT, BSBFEARZTETH
AANIREREETREERRE, ERHREAEN
BRIERMIER

117 2025 Onward Security, a DEKRA Company. All Rights Reserved

() onward

o DEKRA comparny

MRKEFEEECHMAFARR FIEEgEkEE, MEE
BTG AT REREXARTERANRT SRR, "AILUE
BERRAFTROIANLTHETETRE,
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[SUM-3] Automated updates () onuerd

o DEKRA comparny

S

IXIT 6.3-SUM SR AR FTREH PR R BB BT A = SUM-3 (Automotation)

10

Y E AR S
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[SUM-3] Automated updates () onuerd

Sufficiency WicE
BEEHREIEESEH AN REEREE ]

PASS TR &

RBE U ERERE T PR AR E ) H om pE IS 80 4T B B ST 5 =
EHANEESRA—R

|m}

FALL A
AEEERE A RRNaS By | HHESRNE—EENRN, ERS
T . BE B RS
NOT APPLICABLE . R ARIE SR E B
ELAth - BESEZEULBEBM TR Z—BTHEES
mE | AT

AAIREZT, BBEPEAXNLERH
AAIRERBEEHRRTE

BB A ES C BN 2 MAARA

Y E AR S
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@oanrd
SECURITY

a DEKRA comparry

[SSM|] Secure storage mechanism

‘100
>

Y EARS
SECURING THE
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Secure storage mechanism (SSM) &£ E 3K () onuerd

o DEKRA comparny

ETNEE TR

SSM-1 Applicability of secure storage mechanisms

SSM-2 Appropr.late integrity protection for secure storage X X X
mechanisms

SSM-3 Appropriate confld entiality protection for secure X X X
storage mechanisms

10

Y E AR S
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[SSM-1] Applicability of secure storage mechanisms @ onward

o DEKRA company
’ Requirement

B BKEMSE AT 2 EEES, UREFERFESRGENE R EIRTF G A REE B E R B R ERIENFEL &D%éﬁi,ﬁ
7, BEEEUTHERRR FIBEERRE WEETUEFR. 2XEfREE - LeE
BiSRE PR ESEGREE R, TLURERETESRRENE nXﬁH: EAIAEE R
EE (2RI (E R 17 BX % IR B
. 1IEIA§JLEI’]%E§
sEER
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[SSM-1] Applicability of secure storage mechanisms @ onword

o DEKRA comparny

IXIT A-Asset BEELLFERMTERE (Yes, No) SSM-1 (Persistently Stored)
EEHENT 2 TR (IXIT 6.4-SSM) SSM-1 (SSM)

IXIT 6.4-SSM B xR RERALTEEEES, FEHERMGIEERREREE SSM-1 (Exception | Reason)
151 514k B R X A48 32 552 A SSM-1 (Exception | Description)

10

Y E AR S
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[SSM-1] Applicability of secure storage mechanisms @ onword

Completeness WioH
BERERANRENEEDHTRNEER

PASS FEAh A &

PRAE# R E ER B R RINE S5 RS RE ARG ERBNEREERAERIIEESEN
FAILL BB SR AR R E R BN R A ERARIIEB SRR
1 =
i

&
=

E-EREENREARCENTSR | powormapptea RN EREERE RIEE 55N

NO“gEKA&E BB ST AR L AN S NEE S A RS E S EE N

Y E AR S

SECURING THE

124 2025 Onward Security, a DEKRA Company. All Rights Reserved
1925 -2025



[SSM-1] Applicability of secure storage mechanisms @ onword

Sufficiency kel
MR EREHFINBEFRERESR—H

PASS LA E
RERBENARERRASSRZIMNTG | siEssins—ERGEERENEE, BREGEIHEEAS SRFminA
K TR R BERRE
FAIL
AREETASERATS RIS
1;:% T_ﬁ\ [=)%4 1%
NOT APPLICABLE
=2

Y E AR S
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@ ormed B

o DEKRA comparny

[SSM-2] Appropriate integrity protection for secure storage

mechanisms

’ Requwement
EERREERER, S AXLEEHIIVARREENT "“‘éi—fnﬁ_ EHRER, EETENILEEN - NRFEENEEN
2t BHLZEGIEENRE KHEAMALUGMNELEE, B
_Iﬁ"é%’
FlanERBEAER. EREEE.

ﬁﬁlﬁiﬂﬁlk*&*‘l,

BEAGE FIINERMBEN. EREE. BHEms
B

B REEANRFET RN R

713

1925 -2025
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onward

SECURITY
o DEKRA comparny

[SSM-2] Appropriate integrity protection for secure storage @
mechanisms

_ BEZSHEFRFEEEREME AR (DigitalSignature, _
IXIT 6.4-55M AccessControl, OTProgrammable, HardwareProtection, Generic) SSM-2 (Impl Cat.)
HRRAEEL SSM-2 (Description)
EREHFEHNBEELRZLEIMGEREE, FiRBESEN SSM-2 (ComplianceEvidence)

10

Y E AR S
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[SSM-2] Appropriate integrity protection for secure storage

mechanisms

Sufficiency

PASS

HRESTNE—AZERMEEH - B
N SN =F=153%

FAIL
HRESETATE—ELZEREFHE - HE
SR P RN 3%

NOT APPLICABLE

Hih

128 2025 Onward Security, a DEKRA Company. All Rights Reserved

A E R
BEZTREFETI SRR TR MIRE
AHE iR

HEEEREBE—EAREHETFHG
AU.SSM-2.DigitalSignature
HERAREKRBEEERNREF
AMZEEENZISZE SR T EMURE. HEE SRR
R R R HEIR LU RRIE R R EEEF YRS
AU.SSM-2.AccessControl
HERRRKBEERABTEF
T EAF G R R R ERENERBEREENTS
AU.SSM-2.0TProgrammable
HERRBKBEERANBTEF
BEHEE R EMITA

() onward

o DEKRA comparny

Y E AR S
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[SSM-2] Appropriate integrity protection for secure storage @ onward

mechanisms

Sufficiency

PASS
HRESTNE—AZERMEEH - B
N SN =F=153%

FAIL
HRESETATE—ELZEREFHE - HE
SR P RN 3%

NOT APPLICABLE

Hih

129 2025 Onward Security, a DEKRA Company. All Rights Reserved

SECURITY
o DEKRA comparny

AU.SSM-2.HardwareProtection

HEREERBEEERANBTEF

BEREESTAIRBEMNTR . HEZFLUEZ SR FEHIATEA
AU.SSM-2.Generic

HEREERBESRNAEF

RICZEMEREE ST AIBEERNITA . BRI 2SI T8

Y E AR S

SECURING THE
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[SSM-3] Appropriate confidentiality protection for secure @ onward

storage mechanisms

’ Requirement

B—EAREHEHN, BARARETINANBRUHFERIBIIEE

%
© HBEREBH

(confidential security parameters)
RIS IRE R E

(confidential network function configuration)

HWEEANEN

(confidential personal information)
WEIEFATIRERR TE

(confidential privacy function configuration)
HWEEREN

(confidential financial data)

2T RIThRERR E

(confidential financial function configuration)

130 2025 Onward Security, a DEKRA Company. All Rights Reserved

SECURITY
o DEKRA comparny

EWRELTEBH. HERKRYENRE. #EANEF. KER

FALNREERTE . WAEERMEN. HEERIIBETE RN AR
ﬁ'ﬁg1%nx§}_2—%/§ ﬁu%ﬁt*gﬁnﬂlﬂ;ﬁﬂﬁﬂq{%nx & %

_I UJ%? IAE ARE TSGR, STEgER
i AR AR
ﬂﬁl Aﬁ nﬂ E’]%Eﬁ
FFHER
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onward

SECURITY
o DEKRA comparny

[SSM-3] Appropriate confidentiality protection for secure @
storage mechanisms

IXIT 6.4-SSM BET 2RI BERENE A (Encryption, AccessControl,

HardwareProtection, Generic) SSM-3 (Impl Cat.)
HRRAEEL SSM-3 (Description)
EXEHEERTBAERIELESMEEREE FiREEZEN SSM-3 (ComplianceEvidence)

10
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[SSM-3] Appropriate confidentiality protection for secure

storage mechanisms

Completeness

PASS
PhEREERBENREER E B iEE
=E

FAIL
T —{E fE FERR B B E BRI SO ERTE
BER

NOT APPLICABLE
Hih
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A E R
MERGARENEESCTHNESE
AHE iR

OB ERRFERBHUTABRRBCHNREST RN

HELTEBH

(confidential security parameters)
PR TR E

(confidential network function configuration)
PEE NE R

(confidential personal information)
WEREFATIREER T

(confidential privacy function configuration)
WEEmER

(confidential financial data)

MR ERDIAERTE

(confidential financial function configuration)

onward

SECURITY
o DEKRA comparny

10

Y E AR S
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[SSM-3] Appropriate confidentiality protection for secure @ onward

SECURITY

storage mechanisms O

Sufficiency WioH
BE L RSB R SR 2 RE A

PASS Efh A&
WREEENE—EXSHEEE  HY | gussss— Eos Hmes)
EREERIE 7 /285N

AU.SSM-3.Encryption

FAIL
WREERNE—ERSREMs By |~ oo CREERAERE
A E R R B AR . ARMEHE SRR, HE R

NOT APPLICABLE . EEEMBENTERNSRIONRET, BT R R
Bt AU.SSM-3.AccessControl

HRARBKBESRNREF
ERERENFELT, EREEENNTAEER ST HFIEE

Y E AR S
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[SSM-3] Appropriate confidentiality protection for secure

storage mechanisms

Sufficiency

PASS

HRESTNE—AZERMEEH - B
N SN =F=153%

FAIL
HRESETATE—ELZEREFHE - HE
SR P RN 3%

NOT APPLICABLE

Hih
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AU.SSM-3.HardwareProtection
HEREERBEEERANBTEF
RN 14 (REE R AR B R R IR R B
R BN TEH AT AT TREERAT A
AU.SSM-3.Generic
HEREERBESRANRTEF
R EINE T EF AT AT TREERAT A

() onward

o DEKRA comparny

Y E AR S

SECURING THE
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[SCM] Secure c
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unication mechanism

YYYYY
EEEEEEEEEEE

FUTURE
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Secure communication mechanism (SCM) &2 Z K () onuerd

o DEKRA comparny

ETNEE TR

SCM-1 Applicability of secure communication mechanisms

SCM-2 Appropriate mtegnty and authgnt|C|ty protection for X X X
secure communication mechanisms

SCM-3 Approprlgte Fonfld entlal.lty protection for secure X X X
communication mechanisms

SCM-4 Appropriate replay protection for secure X X X

communication mechanisms

10
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[SCM-1] Applicability of secure communication mechanisms

’ Requirement

LEEAEEN DR HEREEREER A EEARS
e, (BTSRRI |

(BISMEFETE T 3.3(f)

A AR AL ARIREHIRE, UREEER

ERFBNAREREMERE
MRBMNEE SRS EI S EIERN—7, WEaeH
fth $E 7t 2l Bepag E #RER (S ERA 1R
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@ ormed B

o DEKRA comparny

= ERMEBRSE, RiEEE TSR EMERR, FFERY
Bwr e A EMM R BEERHNER B EZRNE
LHZAERARSREE, RiFFERERERR S KSR
REFMARELEHE,
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[SCM-1] Applicability of secure communication mechanisms @ onword

o DEKRA comparny

IXIT A-Asset BEETHERE N ImETERNIEE SCM-1 (Use case)
SCM-1 (Protected
BEEOHETEMHBEEIRE (Yes, No) needed|Integrity and

authenticity)

SCM-1 (Protected
needed| Confidentaility)

SCM-1 (Protected
needed|Replay)

BEEOSEETHE ERE (Yes, No)

BEESOEEN IEEXRKE (Yes, No)

EEHENT 2 EHRH (IXIT 6.5-SCM) SCM-1 (SCM)
B xR R ERATEEmES], FEEHERMGIS HERREE SCM-1 (Exception|Reason)
151 54 Bk Bx R R B+ 72 557 BF SCM-1 (Exception|Description)

10
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[SCM-1] Applicability of secure communication mechanisms

() onword

o DEKRA comparny

IXIT B-Interface

IXIT 6.5-SCM

RN EASENE, FR AT RRBEIARIN S8/ RFER
MRZNEAFRNE, FRVURTEOEFHRE
MRZNEALENE, FRAERNEATERE R

MRZNMEABZEENE, FRARNMEATERZESRIM

S RPTE AR EE - MUR oI DIARE W T HE RS EEE 1T AR)EE
FBEZRREER AR EREIARE (IXIT G-ExposedService)

IR BT R T EETE R ER

% REZEENAYE. RESMEREBEMNDIESR, MRENTEEHN
IMRBZERANEILHETEER FHRAEL EEEIRIE

139 2025 Onward Security, a DEKRA Company. All Rights Reserved

SCM-1 (Physical
characteristics | Radio)

SCM-1 (Physical
characteristics | Wired)

SCM-1 (Physical
characteristics | Optical)

SCM-1 (Physical
characteristics | Aoustics)

SCM-1 (Configuration)
Protocol

SCM-1 (SCM | States)

SCM-1 (SCM | SecObijectives)
SCM-1 (SCM|Manage)

10
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[SCM-1] Applicability of secure communication mechanisms @ onword

Completeness WicH
BEEERNEEERH

PASS FEG 7T &

FRAH SN SRS Cad e Eax ERBHFMEE S, BEREERRENEE RGNS BB MERNE SR
FAIL

E—ER BRI EER RDRES S
NOT APPLICABLE

it

Y E AR S
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[SCM-1] Applicability of secure communication mechanisms @ onword

Sufficiency WioH
BELS ERRGIEEHEE

PASS Efh A&
REEBRTESEANZEERREIE | puserms—EEE, ERRFTLSAER, SELTRERRORE 2575
BREE T T e
FAIL
BB RNESRANZEBHESGEA
WELE
NOT APPLICABLE
Etft

Y E AR S
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[SCM-2] Appropriate integrity and authenticity protection for @ onward
secure communication mechanisms eh e

’ Requirement

B—EX2ERHFNLEAERKETR LURERERNEE

EiEEEiEh, BEFED LEEE, ESH EQT_H%% BRAYIX

SERIEHEERE, BUTRERRSY - mampramr 3¢ ﬁ%‘lﬁ%@ﬁa_qﬂlﬁAI&%T@E&E%E&W@ HEEEERE
RAEEMINEE T RERERERERMLZ ‘EI&%’%O MR
A TimERRA M (interoperability) IER, EXZERTE REMRS AT LLE @B EA B TR T EE, B 2EEEES
HEE B HHREER ?%ﬁ’ﬁﬂi%iﬁo
*&gﬁiﬂﬂ R RINEBERR, #HMHABRTEEMEE LR
|
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[SCM-2] Appropriate integrity and authenticity protection @ onward

for secure communication mechanisms < Ek8 g
IXIT 6.5-SCM MmAAE ENEHEEE, AUREEETEMHHEEEHNZ2RFIENZREN  SCM-2 (mechanism | Capabilities)

BETSEHEHTTEEEEEHREMNE AR (ManufSecret,

SecChanExchange, PKI-based, ThridPartyTrust, Generic) SCM-2 (mechanism | Impl Cat.)

HRAPFEEL SCM-2 (mechanism | Description)
HEMEE, IRUSEMSEREESIRE, URHRSEHIE SCM-2 (mechanism |ImplDetail)
BIEST R MBI E B RERE AN MMEEE (IXIT 6.12-CCK) SCM-2 (mechanism | CCK)

BAAE RUPTE A RIS AR R A T 22 BB SCM-2

1) #&:& (spoofing)

2) &2 (tampering) (mechanism | ThreatProtection)

10
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[SCM-2] Appropriate integrity and authenticity protection @) onwero

for secure communication mechanisms < Xt comery
Sufficiency EWEEH@
BERERNEERE SRR R NREY
+  PASS AL
© HRESSTANSERTEENE B | sinsexs—@aE, CRRFTE SRR GREHIREREEQ TR RETE 2R
FERE R RIS 7T 3% B B RN B &R WA R B S 2
« FAIL AU.SCM-2.ManufSecret:
- HRESTEAT EZTREES - B | . SRase@REneg, £iRE RFEA N E(secret) i BN
R Wby =N A s L T 2 o B
- NOT APPLICABLE

RIECRENARTHEAREEN
MR FEAEREEMENEER, TrRIBERITHRE AKE
AU.SCM-2.SecChanExchange:
A A EWm S, MEREEER
BIERHA R BB AR TEN
RIEREMABRTRZRAREEN
MBFEAEREEMENEE, TRRERIMITHRE AKRE

=

10
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[SCM-2] Appropriate integrity and authenticity protection @ onward

for secure communication mechanisms RO
. . AU.SCM-2.PKI-b d
Sufficiency o ase
. FESEENERS
PASS o BIERMIFIETRHR A ZTTERN

HREEENEEREWES . BY | - RESENHBTERARREY
FERYELAF R 75 R R L) 30 B FI A E A MR, AT BER DT SR A T B

AL T F AU.SCM-2.ThirdPartyTrust:
YIRETEAx — Bl EhRE1F = o . o
FEROE (ERIE 75 55 B R TN -+ BEAHEIEMRIER RN

NOT APPLICABLE o BRI ETRHR A ETEMN
H s KR ENABRTHRAZEEN

INRFERENEEMEREE, TR PITHRALRE
AU.SCM-2.Generic

FARGREEE T E MM BT e & T A

BASW AT ST WD A BT B

RICRIEVARTHR AZEERW

INREAEREEMENER, TR RRBITHRARE < I 0

Y E AR S
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[SCM-3] Appropriate confidentiality protection for secure @ onward

communication mechanisms e
’ Requirement
E—ERLEREH N EERSEER RS EREE EERERS, BEEETE LR, KRR RIS ALER
M (ELTIERRS IS TR 3.3(0) BEMBEEIEE, AR AR ERIBIER., Fik®

FEEZRREEE M REREN R ELRE,
A TR EE M (interoperability BIER, 5% E RIS

HREET
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[SCM-3] Appropriate confidentiality protection for secure @ onward

communication mechanisms e
IXIT 6.5-SCM RABENEHIEE, BUREEEREENT G EINZRE R SCM-3 (mechanism | Capabilities)
%gfﬁ%@iﬁﬁ*ﬂéﬁﬂﬁ%%"I‘E'TM%E%E@EVF%‘EE (MessageEnc, ChannelEnc, SCM-3 (mechanism |Impl Cat.)
HBRRPEEAH SCM-3 (mechanism | Description)
HANEE, REEEMBZNEESRE, LURRERRE SCM-3 (mechanism |ImplDetail)
EE MR E T AN 258 (IXIT 6.12-CCK) SCM-3 (mechanism | CCK)

SRR B BUATE ARG AN e LU T 22 BB
1) &8 EE (information disclosure)
2) #E[RIR T+ (elevation of privilege)

SCM-3
(mechanism | ThreatProtection)

10
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[SCM-3] Appropriate confidentiality protection for secure @ onward

communication mechanisms !
Sufficiency EWEEEI‘J B ‘
BERERNEEE RS RE AN NI

PASS LA E
HRSE=NS—EXEBWEG - B | pgussxe—EGE, BRENREERIMETENES, WERARFTGEAE
i NN by =P 128 2 A BB TR R B AN T R ARIE S & RN T RAT E R 5 -

FAIL AU.SCM-3.MessageEnc
HRSEENE—ER2RERE - HH | | g apma s e L s s
BAE RIS B R A ﬂ“fﬁéfijﬂfii“fa%

NOT APPLICABLE W ESRNE EE LS
=0 AU.SCM-3.ChannelEnc:

& EwEFLEE R FARINE EH 8RR R E
B & = E A el

AU.SCM-3.Generic
RN AR BFE (secret) S REM R Bl el R =
EMZMAERE AN LB RSORR

10
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149

[SCM-4] Appropriate replay protection for secure
communication mechanisms

’ Requirement

B-RAZLEGETN L EAERAREEH LUREEEIRE
(replay attack) , {ELATFIERERSY
EERETEERHEMEREE
(U BISMEHET BT 3.3(f)

A TimRBEE M (interoperability) BER, % ZE R
MIREER

2025 Onward Security, a DEKRA Company. All Rights Reserved

() onward

o DEKRA comparny

EXREBER—EMREERX, HPBUMENEBREESE
i, BEHRFIVERMNRESAREAHRNANE, I
BAREFREE, HERSHRTE, EXRETEHETE,
27 2 a0 R 5 47 5858 AT BE AR IR R BN R RE TR 38 RAS R AERD 12 il an

Mo

B, MRAFERE S ABREDEBEINEESE, E2FEE
WERE(LHEI G RE) RAMEETRALUEREX
HIMMZEZBANS, EMEGREFIRT, SR EDRE
FI A Web SERZHIHH, SZEHEERHBGRETHETE
By, REFEREEHERRILERE,

EREEEHML, SEEAUENTEREE A RENFER, Fia,

EEXMNEMTEE BRI B R, BHIRER, FE
AR#REN 1S X.509 &8, BEAEEARERBE.,

1925 -2025



[SCM-4] Appropriate replay protection for secure @ onward

communication mechanisms e
IXIT 6.5-SCM RABENEHIEE, BUREEEREENT G EINZRE R SCM-4 (mechanism | Capabilities)

FEER S FE G E M REME A (SegNumb, TimeStamp,

Drel el ey Cenate SCM-4 (mechanism |Impl Cat.)

HBRRPEEAH SCM-4 (mechanism | Description)
HANEE, REEEMBZNEESRE, LURRERRE SCM-4 (mechanism |ImplDetail)
= B B B PTE A R B a0 (r] ks e A T R BV SCM-4

1) & 5214 (Repudiation) (mechanism | Repudiation)

Y E AR S
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[SCM-4] Appropriate replay protection for secure @ onward

SECURITY

communication mechanisms SO

Sufficiency

PASS

HRESTNE— A= Emis -
BB ERIE T AE R AT

FAIL
HRESTNE LR -
SR P RN 3%

NOT APPLICABLE

Hih

151 2025 Onward Security, a DEKRA Company. All Rights Reserved

Hiy

Hiy

Assessment Purpose
BEWERNSE EEERRERNEELIE
Assessment units

HEESRE—EEE, SXENREERZEETEMES, HEARHFTMGERE
mERME ISR EXRENAXZRBESRAAMERNEF AR

AU.SCM-4.SeqNumb
TEZHFREERFRNEATR
AU.SCM-4.TimeStamp
FEZHFATRAFEBENEATR
AU.SCM-4.0neTimeEncKey:
N E iR R R
THEZEEZFRHNERAA
AU.SCM-4.Generic
TEIEEZARHNERAR

10
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@oanrd
SECURITY

a DEKRA comparry

IRLM] R nce mechanism

‘100
>

Y EARS
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152 2025 Onward Security, a DEKRA Company. All Rights Reserved FUTURE
1925 -2025



Resilience mechanism (RLM) &2 3K () onward

o DEKRA comparny

s3(0) | 33le) |30

RLM-1 Applicability and appropriateness of resilience
mechanisms

10
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[RLM-1] Applicability and appropriateness of resilience

mechanisms

’ Requirement

R IEMEE fRTERAME], LR MR TE 2R DoS WERTE
REIEZE, I EAREBZRIKEEREMIKE, BUTRRR

AN

o MBERNTEIREAMBERE(local network){#EH, AR
AEEEMERZEER ; 5
SRABFT AL AE Hih B IR B 509p9(RE - LIFHLEDOS
T B2 B 5 Sk B AP PR AR R RO B AR Thie

154 2025 Onward Security, a DEKRA Company. All Rights Reserved

() onward

o DEKRA comparny

HEIBARZ K (Do S S IR E RAIAT AtE, BXHEMK

B HATE DoS IBrhR1E, BIFIeEE EBHIEFKA IR,

FEMERAE EAER YR (5190, MAIKIEEREREL) FERESIILE DoS W
BoikiE, LUMERES0ALE IR (AR RS TIRE -

— L& T {2 35iR B oRAB = B RT A LU R IR E(F . B R F1IH
B H R RERG AR ERFEREA S HER YRR ER
B, HIt, TRIAREIRARBS]R] LUSECER R BRI IRER
B MARHERBARS, LUEGRHHEFEEFRELTE,

1925 -2025



[RLM-1] Applicability and appropriateness of resilience @ onward

mechanisms stk o
IXIT B-Interface EIEH ERIDoSH E R FEMAI (IXIT 6.6-RLM) RLM-1 (RLM)

B xR EFADOSI BB IR ERN, FIEH FERNBISHERRIEE RLM-1 (Exception|Reason)

Bl HERR IR R B9 FE 3R B RLM-1 (Exception|Description)
IXIT 6.6-RLM AR miE A DOSIN B, LIRINE 2 B E E{EE KRS A ] Description

10
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[RLM-1] Applicability and appropriateness of resilience @ onward

mechanisms SO

Completeness ke )
ERSEAT B A0 R HI S RIS T DoS B SHBMN EASE, LIRBBERKRE L%

VRIERIAR RE(FR R AT T XM RO SEEE 1 BRIE R 1)

PASS

AR EEDETERE s B | AREE

(R S e B DA SR S S iﬁ%ﬁﬁ—ﬂﬁ%%%,E—@E%ﬁﬂ%ﬁ@%gﬁmﬁi&ﬁ UG T RIS e
FAIL

T AR s . (RS A 5 IR, S P RS AR ST R AN (A TR S R

F— (B R e R SN S S =N FEG 7T &
NOT APPLICABLE T RR AR TEZEREEENESERN

=2 SR SRS AN E SR N

Y E AR S
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157

[RLM-1] Applicability and appropriateness of resilience @ onward

mechanisms

PASS
BRI T B SRR E MR A
Bl

FAIL
ABRBEERAS RN ERE R
BIE

NOT APPLICABLE
ELfty

2025 Onward Security, a DEKRA Company. All Rights Reserved

SECURITY
o DEKRA comparny

A E R
MO RENG T EWEE
TR 4

;ﬁﬁﬁﬁ’:‘lﬁﬁ’:‘—ﬂ LEEIRRE, B—EESRANNEFEMEFNRE - DHERITREE

EREM TR AR, 2GS ER AR AR RN A E TR EEBIRVER E
BEfh A &
e kR AT A REEREHIEL H iR

MO RERG S A ETAMNERAIRIET, RERH TUREDOSKEFERMFEE, I
B REI{E =187 HIIRRE

Y E AR S
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INMM] Netwo
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onitoring mechanism

YYYYY
EEEEEEEEEEE

FUTURE
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Network monitoring mechanism (NMM) £ %K () onuerd

o DEKRA comparny

s3(0) | 33le) |30

NMM-1 Applicability and appropriateness network monitoring
mechanisms

10
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[NMM-1] Applicability and appropriateness network @ onward

SECURITY

monitoring mechanisms O

’ Requirement

IR IREIN ISR R, RIGER MR E RS, LRI e (B RIS 1%, [hElEd st & 7 4 iR fARARY R E R
B Z R E FIDoSI B HE IR e, 1FAHRRiREFERSEAILLE DoS EHHFE,

BERER R RESN =R ol 5EEE DoS MEMRMEE REMER,

160 2025 Onward Security, a DEKRA Company. All Rights Reserved
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onward

SECURITY

[NMM-1] Applicability and appropriateness network @
monitoring mechanisms

o DEKRA comparny

IXIT 6.7-NMM EEEFEHEME A X (GTPFiltering, IPPackingFiltering, Generic) Impl Cat.
fHFEER B (F 7 U ED Description

10

Y E AR S
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SECURITY

monitoring mechanisms etk e

Sufficiency WinEE
BRRTERNRRETREIETES, BECHRREHIRERTHEEE T,

URBRIHREENL EBE

[NMM-1] Applicability and appropriateness network @ onward

PASS

HRS & RN S —ERREIEE  HY Al R 4

FEHIER (R RIS 75 A 6 7 AT BRETENESEFER, I BRERTERNNEEEER
FAIL R (A B

WIS EERE— EERE S B | s
B (R 75 B R a7k
NOT APPLICABLE AU.NMM-1.GTPFiltering

HAth . GTPER B EBIEE R
GTPEA BRI E SRR IR 0 R R IR e m BRaE
HIXER RResy ER A ERBAIEABNGTPIAR
AU.NMM-1.IPPacketFiltering
SRR AT B BEICMPERARPSE #1a, 6 H
{5 BIE FRAICMPRID oS B2

{& ;I EFRARPHID ST B < I o
B £EER IS HERR | D oSiE R p 82 2 YEARS
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[NMM-1] Applicability and appropriateness network
monitoring mechanisms

Sufficiency

PASS

HRESRNE— AR =S -

BB ERIE T AE R AT

FAIL
HRESRNE— AR RS -
SR P RN 3%

NOT APPLICABLE
Hih

163 2025 Onward Security, a DEKRA Company. All Rights Reserved

Hiy

Hiy

AUM.NMM-1.Generic

TGS FH R R (R A 7R 2 T LA AT 28 B4R
{8 FAE a1 o4 T B a1 (b s 5% fm o] LR IR pO s £ | 5 Y
AT R ENERRERTHEERMN—E

EEE%§MWﬁEﬁx$Tﬁ?Wﬁ SR R E B
B ERKREENRTELE

() onward

o DEKRA comparny

e, FEEERANITH

Y E AR S
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@oanrd
SECURITY

a DEKRA comparry

echanism

I TCM] Traffic contro

‘100
>

Y EARS
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Traffic control mechanism (TCM) &£ E3K @ onward

o DEKRA comparny

s3(0) | 33le) |30

Applicability and appropriate traffic control
TCM-1
mechanisms

10
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166

[TCM-1] Applicability of and appropriate traffic control @ onward

mechanisms

’ Requirement

IR B ISER R, SRR A R IR = 1w

2025 Onward Security, a DEKRA Company. All Rights Reserved

SECURITY
o DEKRA comparny

EEREMNETRIHABRARMRBITELEN, #HNEZMF
BRI LURIRE A £ el Y RER B S B I FERAR B H], LUREERE
EREMNFE, BfEHEIRAT AR S R A S RE,
B TERM R E 2 IR0 ERER R °T LLA RS9V E RN AR R
%?ﬁi il B S RS H AT LR Lk 4 2R =2 2IFR FE R4S

BiR B s LR EmEEHImE, REEdE e LI IEXK
%%ﬁ%iﬁ%mi REEEUREE, B BH FEFARE X
B RS TR R (R e I SE B MR RO AT A 1S

1925 -2025



onward

SECURITY

[TCM-1] Applicability of and appropriate traffic control @
mechanisms

o DEKRA comparny

S

IXIT 6.8-TCM EEEHEME AR (DatagramRules, TrafficSeparation, Generic) Impl Cat.
fHFEER B (F 7 U ED Description

10

Y E AR S
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[TCM-1] Applicability of and appropriate traffic control @ onward

mechanisms SO

Sufficiency ki
RERE ERNOREEHNRAIET 08, RREESERTTULERT O, Bk

LEHE
$ REIE A CIh- 4

PASS B &R A R E Ath 2R i R & = SRk

HRESFERANE—ERSZE6E%S - H Preconditions

FEHIER (R RIS 75 A 6 7 AT BRETENESEFER, I BRERTERNNEEEER
SRl Assessment units

U AT A _ :LEI 4] , -

%g@%gﬁg%/igiﬁgﬂwﬁ B AU.TCM-1.DatagramRules
NOT APPLICABLE o HARRWLZERTLIEEIEE K £ E(Datagrams)

HAth - AIEESHEFTEERTAERANEEHS

Al RZ S FEHARERE ISR B b pIE 1 F
AU.TCM-1.TrafficSeparation

e —(ERER RBRRIETAFEHNERZEERE
AU.TCM-1.Generic

W ERER R AT MR E EE I HEAIEHIH], HiEPHHHIHEEER -

10
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@oanrd
SECURITY

a DEKRA comparry

[LGM] Legging mechanism

‘100
>

Y EARS
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Logging mechanism (LGM) Z£E 3K @ onward

o DEKRA comparny

ETNEE TR

LGM-1 Applicability of logging mechanisms X

LGM-2 Persistent storage of log data X X
LGM-3 Minimum number of persistently stored events X X
LGM-4 Time-related information of persistently stored log data X X

10

Y E AR S
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[LGM-1] Applicability of logging mechanisms @ onware

o DEKRA company
’ Requirement

2% fir & {5 A B S5 SC Bk BRNSRE FA/ B 758 A B EL IR FEAL IR M B8 S A TRMEARLESHMER, RERELHEF DR, HXEH
., BLTRERERS s A AR BRI Al BEMERERIR T A, TE2/EHNE,
o REBERIULRHEANIENH

171 2025 Onward Security, a DEKRA Company. All Rights Reserved
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[LGM-1] Applicability of logging mechanisms @ onward

o DEKRA comparny

IXIT 6.9(1)-

LOGEVENT EIEZ B ENE ZE (IXIT A-Asset) Assets

A RS R B B I T & Activity

EERZ T AT (8 AR B sSaC Bk (IXIT 6.9-LGM) LGM

xR R B ESEC Bkl EIEHFER G4\ BERR IR A LGM-1 (Exception|Reason)

151 51 Hk B R X A48 32 252 A LGM-1 (Exception|Description)
IXIT 6.9-LGM BEIEE R H 0 A S G LGM-1 (LogEvent)

10
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[LGM-1] Applicability of logging mechanisms @ onware

Sufficiency el
O BB FIR S WEF

PASS AEA &
RREEBRNESTANHGBLHERESY | siHEERNnE—EEE08, SO T RRRIEME RS 055 DA
BRELE %
Sl - BRERES
ARBHNE SN ERREHENEE | | smmasmnan
WEAE
NOT APPLICABLE
Efth

Y E AR S
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[LGM-2] Persistent storage of log data () onuerd

o DEKRA company
’ Requirement

H SR Bk AH R IR 7 Bt BN R R E, FR3F REEFHREE - SHEHBLRFREAZ - LHLERINENE
- THRABESICEREFESRZ S il B

174 2025 Onward Security, a DEKRA Company. All Rights Reserved
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[LGM-2] Persistent storage of log data () onuerd

o DEKRA comparny

S

IXIT 6.9-LGM ‘EEEE% =| %ﬁﬂﬁ*ﬁz“r&ﬁﬂ 1% BSR40 SR TEHAMAI R (Internal, External) LGM-2 (Location)
BESRATFMRAEE, HarlRAES 1;%7(_5’]&&1“‘ LU AR IR B R AN EH _
ke EOREEIOMD BRI e A S A L2 (Pesapition,

10
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[LGM-2] Persistent storage of log data @ onward

Sufficiency el
AL ARRHEFHEFAREETNMEERANET

o DEKRA comparny

PASS FEG 7T &
REEBENHGOREEDVASEER | giHBEERNNE— EREEAME, KosbIRRNSREZRRN, SEUT A
HRBAER R ERR A SR RN S
FAIL b R
SERRTASCRERSARSER | . snosearEEene, RRRELHEEEE
NOT APPLICABLE
Efth

10
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[LGM-3] Appropriate Logging mechanisms - @ onward

SECURITY

Minimum number of events SO
’ Requirement
AR N B SRS, BRI EEEAROHENEY LRESEHNEZRT - LUES
EHEHNR/NEEE W ETEHRE -
SEHEH

177 2025 Onward Security, a DEKRA Company. All Rights Reserved
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onward

SECURITY

[LGM-3] Appropriate Logging mechanisms - @
Minimum number of events

o DEKRA comparny

S

IXIT 6.9-LGM RPAIRERFEGHNR/INEE LGM-3 (Quantity)

10
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[LGM-3] Minimum number of persistently stored events @ onward

Sufficiency FiaE
LR R R B AT LUK ARG HES RANFTERNH FICHHEE

PASS AHE iR
REEBBNHWACEHMRFIHETRE | HBUTAHR, TMyHE0SE DA LR ENES
INRESFRMESHNER/\HE e o ean

i - MREREY LEINEERARNAICERCER
RESRFIESHR/NEE

NOT APPLICABLE
A

10
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[LGM-4] Time-related information of persistently stored @ onward

log data otn o
’ Requirement
AR BN I DR, R RRIAR A FEOSEESEREHMNEEBTRSIAR, LR
INRELm AT ES EIRFRE, 5 AREZEE (timstamp) ESEHNREIER - TEEMEE FRWHGETEER -

INRER R RIS E IR, (LA &R
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onward

SECURITY

[LGM-4] Time-related information of persistently stored @
log data

o DEKRA comparny

S

IXIT 6.9-LGM SRR R B AT AN EE EERIR LGM-4 (Real time available)
=R AR BRI & A (A LGM-4 (Real time unavailable)

10
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[LGM-4] Time-related information of persistently stored

log data

real time information available

Sufficiency

PASS

R Bre BN R A Bt Ao i A B 151G
Gk

FAIL

AR BN R 7Y H is A ix A B 5 i fE]
BiAC

NOT APPLICABLE
Hih
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() onward

o DEKRA comparny

FHEE/

AR BRSRHRTNESRASE(F, THANNAR

FHE7 &

SHEYE & —(E NI, BB T A ARREN IS NERBNERT,

FIRE% R B S5 aEk & e R R EBIED
RS RS EEREER
il SR FRRA S
FEEGSHERTIRE HEREETARRBE

Y E AR S
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[LGM-4] Time-related information of persistently stored
log data () onward

real time information unavailable

Sufficiency el
OB REHREFIRTNESRARERF, THREREEN

ﬂﬂ$}

PASS Efh A&
SERERTMREORSOHARES | gyt Rig—EREENLS, EBUTHRARREMRAIGEERIIERT,
EkEEER] FHER xﬁ*ﬂ’] H ;‘f;ﬂfihb’ﬂ%ﬂﬁ%ﬁ*ﬁ BE
FAIL . HERZREELDNSEERMENA
BB R REN HGA A E G . fEISHERESY
BRI 3
T AT A o FHNHERBRIERENRE BEERAETERREIERER
HAith
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@oanrd
SECURITY

a DEKRA comparry

[IDLM] Deletion mechanism

‘100
>
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Deletion mechanism (DLM) &£ K () onward

o DEKRA comparny

ETNEE T

DLM-1 Applicability of deletion mechanisms

10

Y E AR S
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[DLM-1] Applicability of deletion mechanisms () onwerd

SECURITY
’ Requirement

xR LB M MIPRELH], 2 REMBRETFRRFENEA SHERESTIEEEREHRER RN, SREAEHNRE.
EHEHREREBH

186 2025 Onward Security, a DEKRA Company. All Rights Reserved
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[DLM-1] Applicability of deletion mechanisms @ onword

o DEKRA comparny

IXIT A-Asset FEIEE FERE FHRIBRAEH (IXIT 6.10-DLM) DLM-1 (DLM)
RIAE RIS, SR LUERMGRE B EArEFERNER
IXIT 6.10-DLM 1) E@EFERE DLM-1 (Description)

2) EERENAREBELE, TURBERENT

10
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[DLM-1] Applicability of deletion mechanisms @ onword

Completeness WioH
ALEEAEAEMNEBRTEBHRBELHNEER

AL
PISEANEHASRZEZSHEOTEN | FHEDTHREREBNEA R EEHNES

m

o R EARERRRNBE R B B RNERNES
E—(EEA B R B2 2 BRWS
REEE

NOT APPLICABLE
Eih

10
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[DLM-1] Applicability of deletion mechanisms @ onword

Sufficiency el
AHEEHMPRESIR S WEF

PASS BEfh A &

R 1R R B PR Al R A 52 HHEERNIE —EE MRS, R STE MRS R T R RIS ER
FAIL

7 R RERE ) B b R 3 55 P
NOT APPLICABLE

Hiih

10
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@oanrd
SECURITY

a DEKRA comparry

[UNM] User notification mechanism

‘100
>

Y EARS
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User notification mechanism (UNM) T2 %K () onuerd

o DEKRA comparny

ETNEE T

UNM-1 Applicability of user notification mechanisms

UNM-2 Appropriate user notification content

10
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[UNM-1] Applicability of user notification mechanisms @ onword

o DEKRA company
’ Requirement

X RMELR M E A @RS, LEMERERREZEEANEN HHZAERETREEERRKE. RESURENEANER
BPSTAREETE, BRIEELXEE REFISFARYR LB, FERERIREMEERE, ERAERE
FRAEMBEAES], MEEHTE RERAS RIRHIE AR RER T EITEEIRFEEH, AFnA A, A

LLGEMh P anfelpr 3 S L B BRI BA IR TE
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[UNM-1] Applicability of user notification mechanisms @ onword

o DEKRA comparny

IXIT A-Asset RS R S EEANE R RESEFAMRTAENI(Use case) UNM-1 (UseCase | Description
EEAE(E AR RO AR & @ &N (IXIT 6.11-UNM) UNM-1 (UseCase |UNM)
EREZEFRAEBAMEGR, EZEGANEERNERER UNM-1 (Exception|Reason)
SEHER BRI AR IR UNM-1 (Exception|Description)

IXIT 6.11-UNM R E T B EA BRI RESEILESD UNM-1 (UseCase)

SR AR A A PO 1 R MO M

(Notification | Description)

Y E AR S
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[UNM-1] Applicability of user notification mechanisms @ onword

Completeness

RIE=HEVN=R3ZES=

S CRCEERE S

—EEAEREFIAR K HRES
NOT APPLICABLE

2025 Onward Security, a DEKRA Company. All Rights Reserved

o DEKRA comparny

A E R
AHEEANEH BEEFEM R E B WA HNESR
AHE iR

AMEERREANENRBEHRES

AR A BN R RE AN EM MR RFEEHENESR

Iﬂl}

Y E AR S

SECURING THE

1925 -2025



[UNM-1] Applicability of user notification mechanisms @ onword

Sufficiency el )
HMEE B A AN ERTHENB NS AR

PASS AEA &
RAHBRNESTNAROIROASE | mRasinmE—BE0], SFE/ERE D85 RE B
{55 FIE S A
FAIL
AREETRE S RN AR RS
FAZ B
NOT APPLICABLE
ELftn

10
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[UNM-2] Appropriate user notification content @ onword

o DEKRA company
’ Requirement

FEREEHGIFTREMEIANTS, EVFESEUATAR BHA ZNIERNEAZERRIMERERES MR EERRE
e lis - S N E oA Bui MEANEFIEFARRAE

S AN TR EAEA R (R IS B IR AL RO R Bt
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[UNM-2] Appropriate user notification content @ onword

o DEKRA comparny

S

IXIT 6.11-UNM REABAERAENAR UNM-2 (Notification | Content)

10
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[UNM-2] Appropriate user notification content @ onword

Sufficiency Al
OB MR SRR R E R EA

PASS Assessment units

g’é‘*‘%%ﬁﬂ#ﬁ% BARARESESS | mRomticns—EEREEOEHINENANE, SEAEUNM2RERINEN
=

FAIL

BBl N AR R AT RS SR
NE

NOT APPLICABLE
Hih
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@onwurd
SECURITY

a DEKRA comparry

CR yptography

‘100
>

Y EARS
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Cryptography (CRY) Z£E 3K @ onuward

o DEKRA comparny

ETNEE TR

CRY-1 Best practice Cryptography

10

Y E AR S
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[CRY-1] Best practice cryptography

’ Requirement

FZR{R & & = RS ER T (cryptography), RiEwBFER&

FE, UTHERERS

« REBBEEMEFARBELTSESG, MEESETHEN
REEE L ACM, AUM, SCM, SUM, SSM ZE LR IN5ER
| R

201 2025 Onward Security, a DEKRA Company. All Rights Reserved

() onward

o DEKRA comparny

ERAREEHHRELE. BARESENNE BT SRS
BEMNINZERENET.

IMRMEEE ZGHEREIB2REEIBIE, AR EE
FEMEIKRE GFBREKSUM) | LUREMZERRENEE,
AT REEHREERBFEI TN T REE T AIRERAREELH
mEzxfr £, BECEAERRPLIENE X seE R iE
amBEHANBEE RS, IR EA A e S E R E R AIRY
o

A, MRFIREEENEENMNEMER, A5 LIS ER
EETRIE, Aler AR EREB2 R, EELFERT,
EEMRRABBRATEERMATENMERLARG A 1T~2

LRI EREER.
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[CRY-1] Best practice cryptography @ onward

o DEKRA comparny

IXIT 6.14-CRY AR AR AN (R EER B HE R Al CRY-1 (Description)
IR A B S R T A 2 Ly e
SRR RER B Y CRY-1 (ProtectionGoal)
ATHENZERENEN, PMEAMNEBE2ENTEREEFNEE CRY-1 (Best Practice | Evidence)
FTEANEZEEERITNREEFREEZKREWN— (P EFZELE CRY-1 (Best Practice | Standard)
= FEAMEEERNIEREERREER RIEREMKIBINEN CRY-1 (Best Practice | Deviation)

10
Y E AR S
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Reference of Best Practice @ oo

o DEKRA comparny

SOGIS agreed Cryptographic Mechanisms

ETSITS 119 312 Electronic Signatures and Infrastructures; Cryptographic Suites
NIST SP800 series

BSI TR-02102-1

10
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[CRY-1] Best practice cryptography

Completeness

PASS

aﬁ““}%ﬁaﬁ‘rﬁ 515 158 R BB R Al R
w2 INCY=]

FAIL

BEER TE S 1715 FR RO B S B2 F AT R4
ROERINE

Not Applicable
Hth

204  2025Onward Security, a DEKRA Company. All Rights Reserved

() onward

o DEKRA comparny

A E R

A ESRNEBRBRMEE TR Kk

AHE iR

MERG AR BEMIREEAEHERINRESE - MEZEBERICRHREERESER

Y E AR S
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[CRY-1] Best practice cryptography @ onward

Sufficiency el
ALEEERIN RS REERMAREF

PASS AEA &

LEERETAHRRNERERING | gymess—EEEARE AERESERMTHRESRASENET 2
FAIL

AEEETR RN SR ED s

=R
Not Applicable

it

10
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@oanrd
SECURITY

a DEKRA comparry

|CCK] Confid | cryptographic keys

‘100
>

Y EARS
SECURING THE

206 2025 Onward Security, a DEKRA Company. All Rights Reserved FUTURE
1925 -2025



Confidential cryptographic keys (CCK) &£ E3R () onward

o DEKRA comparny

ETNEE TR

CCK-1 Appropriate CCKs
CCK-2 CCK generation mechanisms X X X
CCK-3 Preventing static default values for preinstalled CCKs X X X

10
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[CCK-1] Appropriate CCKs

’ Requirement

WZ % £88(Confidential cryptographic keys) & 2FEEAR
HERFRHZFEEERRBETEE, HCCKREEDVESR
TM2fEfisT, BUATIRRERS -
CCKERIFEREMHIFTER, BEFER#EEERENS
S TP EERI B SERCETAS

208 2025 Onward Security, a DEKRA Company. All Rights Reserved

() onward

o DEKRA comparny

X lRAT LAER M ER M, FEELCCKR] LIRS T RA B /Y,

BIANAR SR ERFE LA R T HE ErF BUEsl. ARRESR
FERVEE e e B, S s —EEEBARIANRESR
FERURE EE ST R, A0SR CCKRIZE M ZEBE, Al CCK

REMNEEDLEZINEE,

BMER # MR BBy, CCKABEMEE IARTAE LI,

FEREUERBRLMREEAREFNLMCCK AT
REHRHNZLRE - CAIEREE -

1925 -2025



[CCK-1] Appropriate CCKs @ onward

o DEKRA comparny

IXIT 6.12-CCK CCKERAB M Description
CCKRBATRARESFEAKRBITESL Type
CCKERE CCK-1 (KeyLength)
ECCKRER B 2L ThE, RABERMEMEAEA CCK-1 (Deviation)
mExBREMERLMNET 2BEMSENBIIFERE CCK-1 (SecurityStrength)

Y E AR S
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[CCK-1] Appropriate CCKs @ onward

Completeness FHaEe
FAMESRANNCCKER TR

PASS AEA &

PRACCKE BRI NE S5 R E AL RSN E R HRERE S CCKRFEHNE SR
FAIL

F—ECCKR IR EE R
NOT APPLICABLE

Efth

10

Y EARS
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[CCK-1] Appropriate CCKs

Sufficiency

PASS

RERBENIEEICCKHRERASSER
A=

I]]

FAIL

BB RNACCKNREEEESER A
Not Applicable
HAth

21 2025 Onward Security, a DEKRA Company. All Rights Reserved

() onward

o DEKRA comparny

FEBEM
FHLCCKRBMESFRANAE
FEaAE
HEEERMWE—EACCK FHESBRERTHESRAMSENEFEE

ﬂﬂ$}

T 1F

Y E AR S
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[CCK-2] CCK generation mechanisms () onuerd

’ Requirement

AR A £ 1 B AR GREE ARNCCKIRALLBE E A EL,

CCKRMEAH AR B EREER(best practice), BLUTIE
SRS LUBIEBERL £EE R BHICCKETRE, #EER CCK EAE
CCKMESANEANTFER KT, BL2EFINRHE Hil ISR CCK EREMBR RIS mE/F R ER T,

T HERI T = M HI A B B SRR ET (S

212 2025 Onward Security, a DEKRA Company. All Rights Reserved
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[CCK-2] CCK generation mechanisms () onuerd

o DEKRA comparny

IXIT 6.12-CCK EEFERT {3 AR CCKE 745! (IXIT 6.12(1)-CCKGEN) CCK-2 (Generate)

IXIT 6.12(1)-CCKGEN &R BACCKE 14 Description
BEIBECCKE AL 2E AWTE S = (RNSource, RNG, Derived mechanism)  CCK-2 (Method)
SEHEREAEF A= CCK-2 (Description)
EECCKE &#E T PmE & 1= PRIEAE CCK-2 (Best Practice | Standard)
= IERIEEREE, REREERAEA CCK-2 (Best Practice | Deviation)

Y E AR S
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Possible Best Practice () onward

o DEKRA comparny

« Recognised best practices for Random Number Generators
« NIST SP800-90A Rev.1
« NIST SP800-90B
« NIST SP800-90C
« BSI AIS20
« BSI AIS31
« ISO/IEC 18031

« Recognised best practices for key derivation
« SOG-IS Crypto Evaluation Scheme Agreed Cryptographic Mechanisms
« NIST SP 800-108r1
« NIST SP 800-132

Y E AR S
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215

[CCK-2] CCK generation mechanisms

Conceptual completeness
assessment of documentation

« PASS
. %Ei%%ﬁﬁ&x%i%ﬁ%ﬁ%ﬁ%
« FAIL
«  BAreBEENE T ECCKELHHIARMET
BRE SR
 NOT APPLICABLE
=

2025 Onward Security, a DEKRA Company. All Rights Reserved

() onward

o DEKRA comparny

S E
MR B A RREANCCKEET A ELHNE T X
SlEy g

BBEICCK-1MCCKAB—BIHEE - ME R QAR TR & A CCKE A M
RERRHNE S

Y E AR S
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onward

[CCK-3] Preventing static default values for preinstalled CCKs @ AR

’ Requirement

BEFEALZTEMCCKRLAEZME—R, BUTERERS (AR LAMEA MBI LUK CCK RIRFERHLMEE, CCK

BRRHESLESRN, AlnAEIREaES, ARl BrAICCK

CCKiE AN AR EREG MR G TR IR EERE ; & |
=] FEEE, UMLEERBERBMCCKHRINKE, FilZH
LR KR,

CCK ZRIRTAIITIREFTF I HZEB L,
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[CCK-3] Preventing static default values for preinstalled CCKs @ onward

o DEKRA comparny

IXIT 6.12-CCK RPEEE AR EEEH—WCCKMERAR CCK-3 (Unique)
BIECCKAFEF M —r9#ERRERA (Controlled, Shared) CCK-3 (Excpetion|Reason)
IR BB A HEBR IR A CCK-3 (Excpetion| Description)

10
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[CCK-3] Preventing static default values for preinstalled CCKs @ onward

Completeness

PASS
FIBCCKE DR ERNE SR

FAIL

E—ECCKARIKE N E SR
NOT APPLICABLE

Hiih

218 2025 Onward Security, a DEKRA Company. All Rights Reserved

o DEKRA comparny

SR

MO E AR AR ENCCKE Bt ik
R

R BE S AR PR BRI R

A i

LR E R B RETEMCCKRBELHNE &R

Iﬂl}
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[CCK-3] Preventing static default values for preinstalled CCKs @ onward

Sufficiency

PASS
EREETACCKERSAE— . B
B IR R EaIE—

FAIL
ARRETACCKERSAK— - BEK
RS-

NOT APPLICABLE
it

219 2025 Onward Security, a DEKRA Company. All Rights Reserved

o DEKRA comparny

A E R

AL REMCCKESRABOH—EE 5B
TR 4

26 ik & B H RRTE ER IR AR

AR

HEEERE—(AERABEHE —MNTFELERECCK FBLTHEMAE2E 5% {H L ERHCCK

EEERAW—

(40 7T A 77X CCK)
EECCK, iR 2MAR, B84 BAE e LI H 24T 4 BiR

(AN REEFIMCCK, (B2 A LFIEENARER)
LB AR, AFERTZE2MEEM

Y E AR S
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@oanrd
SECURITY

a DEKRA comparry

|GEC] Gener uipment capabilities

‘100
>
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General equipment capabilities (GEC) 2 E KR () onword

o DEKRA comparny

O MM

Up-to-date software and hardware with no publicly

GEC known exploitable vulnerabilities

GEC-2 Limit exposure of services via related network X X X
interfaces

GEC-3 Configuration of qptlonal service and the related X X X
exposed network interfaces

GEC-4 Documentatlpn of gxposed ngtwork interfaces and X X X
exposed services via network interfaces

GEC-5 No unnecessary external interfaces

GEC-6 Input validation X X X

GEC-7 Documentation of external sensing capabilities

GEC-8 Equipment Integrity X

Y E AR S
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221 2025 Onward Security, a DEKRA Company. All Rights Reserved
1925 -2025



[GEC-1] Up-to-date software and hardware with @ onward

SECURITY

no publicly known exploitable vulnerabilities e
’ Requirement
SEFAaEANEATHENRRE, SERA—BRHES ST REMET £ S S I TR AL AL, AT T AEE
EEEE  BLTR AR ETRESHTHEAGERLR SREamESk T k.
T TE R T R R .
B e T A R SRR ; 5 0 7 A B RE S SR SR FRRY TR R8N BE ( BT ge
R T L AT LI =2 MBEEES) BRI ATRR, MEE0RIBELERE -
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[GEC-1] Up-to-date software and hardware with @ onward

no publicly known exploitable vulnerabilities o8&k compory
AT B=Tmraia GEC-1 (Name)
JToERR A GEC-1 (Version)
BFAENBEHR 2 RRARE GEC-1 (CVE-ID)
NEHZRFTHEMNZTEEFR GEC-1 (Severity)
=EAHEAA (FEARMBKEER) GEC-1 (Exploitable)
%i%ﬁﬁtieﬁd;;:%g@ﬁm% (Remediated, SpecificCondition, Mitgated, T (et | Hese)

R IR RIS BRERR R X GEC-1 (Excpetion|Description)

10
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[GEC-1] Up-to-date software and hardware with @ onward

no publicly known exploitable vulnerabilities o8&k compory
Completeness kel ]
SEXHREN, B EREENBEEERNESR

PASS AR IR 4

FIERIRNARCHBEERARIREES | wpinEaE & EEgkeE
FMLﬁﬁE—D ABRRICRATEE 1 B L AR R

E—ERRNANCHBERBRERR | 500 b

U ERE NSRS RS TRIMEME S, ERTH 2T ARMENERL BRREEHNES R
NOTAPPICAEILE RS TREFMHESE THERETHRTEARNENRS RARHEHNE &

Hih

Y E AR S
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[GEC-1] Up-to-date software and hardware with
no publicly known exploitable vulnerabilities

Sufficiency el
SHMERERE S RIIHARR, MREHAAE, FEREEE

PASS A TR A6
- RAERBENAXERRIHENBRAZ L (A E A EEE R B

FER RN RS SRR AR TE
FELE SETE ABERRARATSE M BN AR BN

FAIL

ARSI R BRI R aR BHa7IEA

ERENBNARSSENSEORE | pumew s ERLRE, FEFTRI0LIER
NOT APPLICABLE MATERERE

Hih
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() onward

o DEKRA comparny

}é

HEE—5, FEERRRHE

Y E AR S
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[GEC-2] Limit exposure of services via related network @ onward

interfaces oen e
’ Requirement
FEHBTARRIET, SR At BIARER i B s A E 14 ER BEKR SRS IIEEN— A EERRE REMIRTE,
B, BEEZEREEEN BRI, 352N BARIBR TS T IR A 5% (655 T FIE TR EAME R4k
BN BB 5 ch IR (E SR B AT BRI ARTS .

BB B AT E 4R R AR 75
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[GEC-2] Limit exposure of services via related network @ onward

interfaces AN
IXIT B-Interface A EETERIRRE T B4RAE (Enabled, Disabled) GEC-2 (factory default|State)

GEC-2 (factory

= YOS/l '-‘*Ié =0 \\ . o
ZNEETERIKETEEAVE (Essential, Optional) el INeees T

ESNEEERETALE, REZINEALEZRE GEC-2 (factory default| Desc)
IXIT D-Documents % lAE E ZE& F it Documentation of Secure Setup
IXIT G- It ARFE7E TRER AKX RE T AOKEE (Enabled, Disabled) GEC-2 (factory default | State)

ExposedService

GEC-2 (factory
default | Necessity)

ZRIRETERIRET 2E A
HZRBETRRRETALE, RPZBRBRELEZRE GEC-2 (factory default | Desc)

E (Essential, Optional)

Y E AR S
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[GEC-2] Limit exposure of services via related network

interfaces

Completeness

PASS
EHRFRRGARER N - FRARVAS RS/ E 24

Eﬂﬁlﬁ% S CRCEKNE Sk - WHEBRR
A% % E SN E AN R IEAR R

FAIL

£ HRFRRGAAER B - A A ST E 24
BRI RN E Sk - W E IR
e E S B IEFHER

NOT APPLICABLE

Hih
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() onward

o DEKRA comparny

A E R
T % (R 72 HH R FRERGIK RE T 12 441 BRI IAEX fif 5% e BB AN 1R 5 18 BR B9 2% 4 i EL AR A AR 75
TR 4

R H RN AHEFRIERFEEOINRE, If Bi=ig B hinETHRRE
%22 37 (B B AR 1 HR LAAR S5 PR R D AVAR S AR TS

B A
AL B E R TESOIREE T, =B A B FMEIHEEN AR B HEREEE R,
57 2 SR I SRS T AR 18 S o AR PE A

Y E AR S
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SECURITY

exposed network interfaces keh e

’ Requirement

T % ik tH R TR ER IR 78 P B Y 3R ZE 3 A (optional ) R8RS 4t iS FR B B A T B AR AR A AR R R B
E;ﬂ%ﬁﬂjﬁjﬂﬁi‘% BIR R AE QAR LLEERIAMERZ
B ARF

[GEC-3] Configuration of optional services and the related @ onward
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[GEC-3] Configuration of optional services and the related @ onward

SECURITY

exposed network interfaces o
IITBnterface  REARERLRHBEMGEAERFALEA (Yes, No) e e Y
P - e GEC-3 (factory default, but
A, RIS (TR R S R S A A
IXIT G- R N L GEC-3 (factory default, but
ExposedService REREIAR LR A RUEEH (Yes, No) optional | Manual disable)
£, D AR R 0 R P S PR R CIHC2 (o sieif U, byt

optional | Description)

Y E AR S
SECURING THE
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SECURITY

[GEC-3] Configuration of optional services and the related @ onward

exposed network interfaces *h e
Completeness ?WEEH‘J
AR EATA HRRTE R RFE R HIE AR T E SRS EERLHRES R

PASS ARG H
CETANAERNEENEIREE | DEemr— Bk 1 A B AR

RRFHRES ER EAEAREERAN ERRSNA £ R

FAIL

F— {3k 4 /B 2 PR BB ET SRR 538 RHR7TE

B R AR B AL AR AN R R AR E AR
NOT APPLICABLE

Ay

10

Y EARS
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[GEC-3] Configuration of optional services and the related @ onward

exposed network interfaces

Sufficiency

PASS
AR RN L M FRRR B PR FE 22 5 FHRY
A ST B AR 7S B = D IR RUEEL = FRRY
#=IE - M EREERSIRENERZ T

FAIL

R Bre BN D TR AP B IR E A

RUABES N SRS & 2/ DR R R

RIS - MBEREEEEERNERZ T
NOT APPLICABLE

Hih
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o DEKRA comparny

A E R
MO R R MR A EL EERMMEE T EERT EVRERANERER
TR 4

RIEFER—IEMFIKE, It BEEmEARERTE
{55 FRE A &% M 84T o EL AR 75 RO A B IR

FHE7TE
HEESRE—EHMREROMIS T EEMRT BT TEHME/ER:
B A EITRE

EBREADALIRAZER
FREAER E R AL A BIRERE AT

10
Y E AR S
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[GEC-4] Documentation of exposed network interfaces and @ onward

SECURITY

exposed services via network interfaces o060 gy

’ Requirement

BX RRY {3 A F i 28 a8 LU T s REA S EARAEIRFEERRE, DERRKFEHIYRELX
tH T EX BOR 8 MRS It BRI RE, R, REARS S GRRAHEES I R AR
H AR PR 5% BT A R AR 755 BEAHGARFRENEAFEEER
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[GEC-4] Documentation of exposed network interfaces and @ onward

exposed services via network interfaces <060 compny
IXIT D-Documents  HiBRTASRATIR HEAUBE A E ELIBER AR IS TR Pocumentation of exposed

services via network interfaces

10

Y E AR S
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SECURITY

exposed services via network interfaces et

Completeness el
R A B— AR AR R RO R 1 B2 AR TS & EREC SN R RE F Mt

PASS il $R 16 44
Eﬁﬁﬁ SIRRE T - FRERE N TEERYE | s EE e R YR e

BERHRESR 2 T B B A L S T OB RS 7\ T B2 AR

[GEC-4] Documentation of exposed network interfaces and @ onward

FAIL
EHBTERET T EEE EEE | A EAE
BARWECIRNE TR RN E BRI X L EERE

NOT APPLICABLE - ERMEREEE HBRRIKGE T BRI A SRR EE R
= . MR A TR T B R B RS S A SR e &

10

Y EARS
SECURING THE
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[GEC-5] No unnecessary external interfaces () onward

o DEKRA company
’ Requirement

& fm R AR R s R TEER I REFn E BB RSV | BB R ERRS AR E, SRR E R A B f R EE
[
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[GEC-5] No unnecessary external interfaces () onward

o DEKRA comparny

S

IXIT B-Interface B e Efaad GEC-5 (Phsyicallnt | Type)
=RAAEX B Re S EPT ¥ FE 2 TEHA(E A ThEE GEC-5 (Phsyicallnt | IntFunc)

10

Y E AR S
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[GEC-5] No unnecessary external interfaces () onward

Completeness el
LEEE REAMRIE A S TERA IR L BB RS 00 |

PASS LA E
FAEIININ S DRSNS E® BB T A B A B &
FAIL

BEREHEBEIN XY - SREARRKRKRETH - ARG K EREFM

SRR ETRARCERE S RERAASEFVERVINE, SEEFRRERE. BR. HERRE-FEE
NOT APPLICABLE
it

10

Y E AR S

SECURING THE
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[GEC-6] Input validation @ onward

o DEKRA company
’ Requirement

IMRMABHHEEREETE, RielERRERNERINEAT REFERIHEEREELENT @M AER, B EER
LGNS 'hﬁ BEIRERENGSEENER,
a1 ABREE BB RS E A TR B IR (YR (T8 A B HRYEE A

REMABTUKRER EERESHFTFNEIER 0N,

FEEMMARSHRARRERNSERINEEEEEE 2 —,
EEEEHRHEMth—LLEEEE552,, SQL Injection, OS Command
Injection, Path traversal

HRIZREEBETZEERRMAER (FN:FEEREET K

FEMEA) FEEBEEWANGEENBT EEMAE TR

AEREE, HRBEIMAREERETELES DB RERE
)&EEE EHIJ/-\o
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SECURITY

[GEC-6] Input validation @ onward

o DEKRA comparny

IXIT B-Interface REALL N EPTE BB E, APL #IAEFHEX GEC-6 (Capabilities)
EIERT(E FroEm ABREE A =C (IXIT 6.13(1)-GEC6) GEC-6 (Validation)
IXIT 6.13(1)-GEC6 RN HHERANE, RERSIVE TR Description

10

Y E AR S

SECURING THE
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[GEC-6] Input validation @ onward P

Completeness AR
£+ #4655 fir 150 7 1 B2 AR B A Beg i RO ST SE B M 1T RS

PASS AR

FRASMERTTE B ERCEFINE SR SRR ESEERE, I BEATBYHENFRE NS BNV BRAERREE - L
FAIL EitEEEN ST mEE TR

E—BIMEBN B R R B S EEESHDPETEEIOBNEOER T, DBAREE LR RN TS
NOT APPLICABLE iyt 3

Bt BEUT AR IR EERAT ERWCHNE LR -

- BBESHTHEBRTERNREKRHEA A
- BB WA, EREFMRERET S H SRR T E RSB T EE A TTE
- RBEESRMWAREZHER AT

10

Y E AR S
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242

[

GEC-6] Input validation

Sufficiency

PASS

«  RAre BRUNT 5 AR RIE o] DU
BIR, FREY, RN ENEE

FAIL

- BaeERBANE AR R O DI IR,
FREY, B FYEEREE

NOT APPLICABLE
=

2025 Onward Security, a DEKRA Company. All Rights Reserved

@ ormed B

o DEKRA comparny

A E R
MO E S RAT R E (R T
TR 4

RiEE R IEEE/RIKRE, It B4 TREATIREMRT B SR T &R AR B ST AlaR B - LA
Eet B ES RN EEI TR

AFESORBERZFRFISMINEMNERLT, LARMATLBEZMTENSE
SRLPpe
LU T AR EE—ENSNERE AT UEREEENMARE -

- REBESROANDTELERAIERSEZEYRIAL, 1T SQLInjection, Ajax
IinJFeEcEt’IJ?én OS command Injection, Path TraversallE %%, E: Jﬁﬁﬂii&, FE Y, % FIAE
31 =5

MO FEITARBHERERHEESR—H

Y E AR S
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[GEC-7] Documentation of external sensing capabilities @ onward

’ Requirement
FT AR A TR ERALERE R B/ 2R R8I 8 70 & FE 5} BB AIThRE AT REAREL AR RIIRER RAERE., MRERESR
b, MIRHaFEASE BN R RIRGRITIRE, BIRTRe SR E P SR ERARI GLE R

FAs%E% (% . RCERSMARRCRITIRE v LR R A E B RIS e TR Bl
LRI B REMMRET., B TEEEHE, EREMAIUSHE
RiEHER, UEERIEBEIZIRIHERE,
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[GEC-7] Documentation of external sensing capabilities @ onward

o DEKRA comparny

IXIT B-Interface A EEEEFIEREAIEE A (Yes, No) GEC-7 (Sensing Capability)
=8, SRENEEEEEERAERET (Yes, No) GEC-7 (Affect Privacy)
IXIT D-Documents A0 BRE% i 450 2RI Th BE RIS 44 Documentation of Sensors

10

Y EARS
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[GEC-7] Documentation of external sensing capabilities @ onward

o DEKRA comparny

Completeness ?EEW
SHMERE A GG AEBANIEESEA BN EEERERE TR RS

PASS LAk
' ngigﬁﬁ%gﬂmﬁﬁﬁ%%ﬂ@ R A EE LA AR NIHERN BN EREDHENEAE TR
FAIL

E—EIE & E A= RARFFREI AT
[EE R En =

NOT APPLICABLE
Hih

10
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[GEC-8] Equipment Integrity

’ Requirement

axfFRETMEER, EERNAIEZENETRIGEEENE
ST & 7 2878 Bl ERRE RO RIS R{E4E 4R (root of trust), Bz
RN TRt HE TS
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() onward

o DEKRA comparny

FtEE R ER R BEr S E MM AVEMIRE, AIMERIEE R LI
EEESIRETRE - U UEEREIIZRIRE) - EFEEEL
g (BUAER) RIURTE BIRR B B E R R S S pIEREE

B BB R ENEETBEM AR TR IIEEEGE S - BRH

e AR ERMASESE, B8, EDALLENERZ
RERICERE REHARRESDIRER, BTRHRIEE.
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[GEC-8] Equipment Integrity @ onward

o DEKRA comparny

IXIT C-PartOfSoftw  ZEIEHFERIZT £RIENFEH] (IXIT 6.13(2)-GEC8 GEC-8 (IntegrityProtect)
IXIT 6.13(2)-GECS8 =R AA RN ED R AZ UN10] 25 A8 24 1S ER 1 il BRRE BX Fe Y ST R4 Description
=R RARNENRIZ P ARUE 4B (root of trust)E1{E{E£%(chain of trust) GEC-8 (TrustAnchor)
=R AR ENRAZ P A VL == 1l A B GEC-8 (SecMech)
A ARERAS ST i E PR R AVE B ASUBRIIR BT GEC-8 (Modes)

10

Y E AR S
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[GEC-8] Equipment Integrity

Completeness

PASS
R Bre BN ERGE MR R ST 21t
MIBR AW RE SRUA TR
FAIL

BRI A T — SR O R
oYL e N B L
NOT APPLICABLE
EL it
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() onward

o DEKRA comparny

A E R

AR TR AR B MR ENESR

AHE iR

HEEERASEDEENS, FEESAMETELMERIEHNES

Y E AR S
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[GEC-8] Equipment Integrity

Sufficiency

PASS

REE BN TEZIEREZEAEERA

—¥ - H

R Bre BN — BT AR mE
FAIL

A BRNEHTEZERERESRA—

W o=E

Brak#na 20— ErHE 73 EARmE
NOT APPLICABLE

Hih
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A E R

ORI SER MR TR B A R EH R BV BASE A RUST 2

AHE iR

ﬁ% SREENESEMKESTEERE PITUTIHMEER

HERAMBNARBEETE S RENE ML EARS —2

ﬁ%ﬁﬁﬁm&EW%
BRHSE B IR AZ IE M Hh (SR R B AR 22 B il S8 SRae O ST B M4
%%MEE%TT“MEEEYE%ﬁK:ﬁﬂ%%ﬁ Re £l

() onward

o DEKRA comparny

U TR AT EE
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@nnwurd
SECURITY

a DERRA compary

N = o
> -
I%l%\ 1>Z

%‘iﬂ;
[

‘100
>

Y E ARS
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4 @ onward
SECURITY
o DEKRA company

Y E A R S
SECURING THE

FUTURE

1925 - 2025

Thank you.

N contact.onward@dekra.com
Ay ;
@ www.onwardsecurity.com

g\l 72

@ @ @ @ Onward Security

Realize Ultimate Security | every step starts with the labs
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https://www.onwardsecurity.com/en/
https://www.facebook.com/onsectw/
https://www.linkedin.com/company/7043862/admin/
https://www.youtube.com/channel/UCsaVEyQBjMd313F6dWtedFA?view_as=subscriber
https://x.com/onwardsecurity/
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