
gg®• _________ IE_C_ 6_24_4_3_-4_-_1 

INTERNATIONAL 
STANDARD 

Security for industrial automation and control systems -
Part 4-1: Secure product development lifecycle requirements 

Edition 1.0 2018-01 

• colour 
• in side 



111® _________ 1 _c_s2_4_4_3_-4_-_1 

INTERNATIONAL 

STANDARD 

Security for industrial automation and control systems -

Part 4-1: Secure product development lifecycle requirements 

INTERNATIONAL 

ELECTROTECHNICAL 

COMMISSION 

ICS 25.040.40; 35,030 

Edition 1.0 2018-01 

colour 
inside 

ISBN 978-2-8322-5239-0 

Warning! Make sure that you obtained thjs publication from an authorized dist.-ibutor. 



-2- IEC 62443-4-1 :2018 © IEC 2018 

CONTENTS 

FOREWORD ........................................................................................................................... 6 

INTRODUCTION ..................................................................................................................... 8 

1 Scope ............................................................................................................................ 11 

2 Normative references .................................................................................................... 11 

3 Terms, definitions, abbreviated terms, acronyms and conventions ................................. 11 

3.1 Terms and defini tions ............................................................................................ 11 

3.2 Abbreviated terms and acronyms .......................................................................... 16 

3.3 Conventions .......................................................................................................... 17 

4 General principles ......................................................................................................... 17 

4.1 Concepts .............................................................................................................. 17 

4.2 Maturity model ...................................................................................................... 19 

5 Practice 1 - Security management ................................................................................ 20 

5.1 Purpose ................................................................................................................ 20 

5.2 SM-1: Development process ................................................................................. 21 

5.2.1 Requirement .................................................................................................. 21 

5.3 Rationale and supplemental guidance ................................................................... 21 

5.4 SM-2: Identification of responsibilities ................................................................... 21 

5.4.1 Requirement .................................................................................................. 21 

5.4.2 Rationale and supplemental guidance ............................................................ 21 

5.5 SM-3: Identification of applicability ........................................................................ 21 

5.5.1 Requirement .................................................................................................. 21 

5.5.2 Rationale and supplemental guidance ............................................................ 22 

5.6 SM-4: Security expertise ....................................................................................... 22 

5.6.1 Requirement .................................................................................................. 22 

5.6.2 Rationale and supplemental guidance ............................................................ 22 

5.7 SM-5: Process scoping ......................................................................................... 22 

5.7.1 Requirement .................................................................................................. 22 

5.7.2 Rationale and supplemental guidance ............................................................ 23 

5.8 SM-6: File integrity ................................................................................................ 23 

5.8.1 Requirement .................................................................................................. 23 

5.8.2 Rationale and supplemental guidance ............................................................ 23 

5.9 SM-7: Development environment security ............................................................. 23 

5.9.1 Requirement .................................................................................................. 23 

5.9.2 Rationale and supplemental guidance ............................................................ 23 

5. 1 O SM-8: Controls for private keys ............................................................................. 23 

5.10.1 Requirement .................................................................................................. 23 

5.10.2 Rationale and supplemental guidance ............................................................ 24 

5.11 SM-9: Security requirements for externally provided components .......................... 24 

5.11.1 Requirement .................................................................................................. 24 

5.11.2 Rationale and supplemental guidance ............................................................ 24 

5.12 SM-10: Custom developed components from third-party suppliers ........................ 24 

5.12.1 Requirement .................................................................................................. 24 

5.12.2 Rationale and supplemental guidance ............................................................ 25 

5.13 SM-11: Assessing and addressing security-related issues .................................... 25 

5.13.1 Requirement .................................................................................................. 25 

5.13.2 Rationale and supplemental guidance ............................................................ 25 



IEC 62443-4-1 :2018 © IEC 2018 -3-

5.14 SM-12: Process verification .................................................................................. 25 

5.14. 1 Requirement .................................................................................................. 25 

5.14.2 Rationale and supplemental guidance ............................................................ 25 

5.15 SM-13: Continuous improvement .......................................................................... 25 

5.15.1 Requirement .................................................................................................. 25 

5.15.2 Rationale and supplemental guidance ............................................................ 26 

6 Practice 2 - Specification of security requirements ........................................................ 26 

6.1 Purpose ................................................................................................................ 26 

6.2 SR-1: Product security context. ............................................................................. 27 

6.2.1 Requirement .................................................................................................. 27 

6.2.2 Rationale and supplemental guidance ............................................................ 27 

6.3 SR-2: Threat model ............................................................................................... 27 

6.3.1 Requirement .................................................................................................. 27 

6.3.2 Rationale and supplemental guidance ............................................................ 28 

6.4 SR-3: Product security requirements ..................................................................... 28 

6.4.1 Requirement .................................................................................................. 28 

6.4.2 Rationale and supplemental guidance ............................................................ 28 

6.5 SR-4: Product security requirements content ........................................................ 29 

6.5.1 Requirement .................................................................................................. 29 

6.5.2 Rationale and supplemental guidance ............................................................ 29 

6.6 SR-5: Security requirements review ...................................................................... 29 

6.6.1 Requirement .................................................................................................. 29 

6.6.2 Rationale and supplemental guidance ............................................................ 29 

7 Practice 3 - Secure by design ....................................................................................... 30 

7 .1 Purpose ................................................................................................................ 30 

7.2 SD-1: Secure design principles ............................................................................. 30 

7.2.1 Requirement .................................................................................................. 30 

7.2.2 Rationale and supplemental guidance ............................................................ 30 

7.3 SD-2: Defense in depth design .............................................................................. 31 

7.3.1 Requirement .................................................................................................. 31 

7.3.2 Rationale and supplemental guidance ............................................................ 32 

7.4 SD-3: Security design review ................................................................................ 32 

7 .4.1 Requirement .................................................................................................. 32 

7.4.2 Rationale and supplemental guidance ............................................................ 32 

7.5 SD-4: Secure design best practices ...................................................................... 32 

7.5.1 Requirement .................................................................................................. 32 

7.5.2 Rationale and supplemental guidance ............................................................ 33 

8 Practice 4 - Secure implementation ............................................................................... 33 

8. 1 Purpose ................................................................................................................ 33 

8.2 Applicability .......................................................................................................... 33 

8.3 Sl-1: Security implementation review .................................................................... 33 

8.3.1 Requirement .................................................................................................. 33 

8.3.2 Rationale and supplemental guidance ............................................................ 34 

8.4 Sl-2: Secure coding standards .............................................................................. 34 

8.4.1 Requirement .................................................................................................. 34 

8.4.2 Rationale and supplemental guidance ............................................................ 34 

9 Practice 5 - Security verification and validation testing .................................................. 34 

9.1 Purpose ................................................................................................................ 34 



-4- IEC 62443-4-1 :2018 © IEC 2018 

9.2 SVV-1: Security requirements testing .................................................................... 35 

9.2.1 Requirement .................................................................................................. 35 

9.2.2 Rationale and supplemental guidance ............................................................ 35 

9.3 SVV-2: Threat mitigation testing ............................................................................ 35 

9.3.1 Requirement .................................................................................................. 35 

9.3.2 Rationale and supplemental guidance ............................................................ 35 

9.4 SVV-3: Vulnerability testing .................................................................................. 36 

9.4.1 Re.quirement .................................................................................................. 36 

9.4.2 Rationale and supplemental guidance ............................................................ 36 

9.5 SVV-4: Penetration testing .................................................................................... 36 

9.5.1 Requirement .................................................................................................. 36 

9.5.2 Rationale and supplemental guidance ............................................................ 36 

9.6 SVV-5: Independence of testers ............................................................................ 37 

9.6.1 Requirement .................................................................................................. 37 

9.6.2 Rationale and supplemental guidance ............................................................ 37 

10 Practice 6 - Management of security-related issues ...................................................... 38 

10.1 Purpose ................................................................................................................ 38 

10.2 DM-1: Receiving notifications of security-related issues ........................................ 38 

10.2.1 Requirement .................................................................................................. 38 

10.2.2 Rationale and supplemental guidance ............................................................ 38 

10.3 DM-2: Reviewing security-related issues ............................................................... 38 

10.3.1 Requirement .................................................................................................. 38 

10.3.2 Rationale and supplemental guidance ............................................................ 39 

10.4 DM-3: Assessing security-related issues ............................................................... 39 

10.4.1 Requirement .................................................................................................. 39 

10.4.2 Rationale and supplemental guidance ............................................................ 39 

10.5 DM-4: Addressing security-related issues ............................................................ .40 

10.5.1 Requirement .................................................................................................. 40 

10.5.2 Rationale and supplemental guidance ............................................................ 40 

10.6 DM-5: Disclosing security-related issues .............................................................. .41 

10.6.1 Requirement .................................................................................................. 41 

10.6.2 Rationale and supplemental guidance ........................................................... .41 

10.7 DM-6: Periodic review of security defect management practice ............................. 42 

10.7.1 Requirement .................................................................................................. 42 

10.7.2 Rationale and supplemental guidance ............................................................ 42 

11 Practice 7 - Security update management .. ................................................................... 42 

11.1 Purpose ................................................................................................................ 42 

11.2 SUM-1: Security update qualification ................................................................... .42 

11.2.1 Requirement .................................................................................................. 42 

11.2.2 Rationale and supplemental guidance ........................................................... .42 

11.3 SUM-2: Security update documentation ............................................................... .42 

11.3.1 Requirement .................................................................................................. 42 

11.3.2 Rationale and supplemental guidance ............................................................ 43 

11.4 SUM-3: Dependent component or operating system security update 
documentation ...................................................................................................... 43 

11.4.1 Requirement .................................................................................................. 43 

11.4.2 Rationale and supplemental guidance ........................................................... .43 

11.5 SUM-4: Security update delivery ........................................................................... 43 

11.5.1 Requirement .................................................................................................. 43 



IEC 62443-4-1 :2018 © IEC 2018 -5-

11.5.2 Rationale and supplemental guidance ........................................................... .43 

11.6 SUM-5: Timely delivery of security patches ........................................................... 44 

11.6.1 Requirement .................................................................................................. 44 

11.6.2 Rationale and supplemental guidance ............................................................ 44 

12 Practice 8 - Security guidelines ..................................................................................... 44 

12.1 Purpose ................................................................................................................ 44 

12.2 SG-1: Product defense in depth ........................................................................... .44 

12.2.1 Requirement .................................................................................................. 44 

12.2.2 Rationale and supplemental guidance ........................................................... .45 

12.3 SG-2: Defense in depth measures expected in the environment.. ......................... .45 

12.3.1 Requirement .................................................................................................. 45 

12.3.2 Rationale and supplemental guidance ............................................................ 45 

12.4 SG-3: Security hardening guidelines ..................................................................... 45 

12.4.1 Requirement .................................................................................................. 45 

12.4.2 Rationale and supplemental guidance ............................................................ 46 

12.5 SG-4: Secure disposal guidelines ........................................................................ .46 

12.5.1 Requirement .................................................................................................. 46 

12.5.2 Rationale and supplemental guidance ............................................................ 46 

12.6 SG-5: Secure operation guidelines ........................................................................ 46 

12.6.1 Requirement .................................................................................................. 46 

12.6.2 Rationale and supplemental guidance ............................................................ 47 

12.7 SG-6: Account management guidelines ................................................................. 47 

12.7.1 Requirement .................................................................................................. 47 

12.7.2 Rationale and supplemental guidance ............................................................ 47 

12.8 SG-7: Documentation review ................................................................................ .4 7 

12.8.1 Requirement .................................................................................................. 47 

12.8.2 Rationale and supplemental guidance ........................................................... .47 

Annex A (informative) Possible metrics ................................................................................ 48 

Annex B (informative) Table of requirements ....................................................................... 50 

Bibliography .......................................................................................................................... 52 

Figure 1 - Parts of the IEC 62443 series ................................................................................. 9 

Figure 2 - Example scope of product life-cycle ..................................................................... 10 

Figure 3 - Defence in depth strategy is a key [Philosophy of the secure product life-cycle ..... 18 

Table 1 - Maturity levels ....................................................................................................... 20 

Table 2 - Example SOL continuous improvement activities ................................................... 26 

Table 3 - Required level of independence of testers from developers ................................... 37 

Table B.1 - Summary of all requirements .............................................................................. 50 



-6- IEC 62443-4-1 :2018 © IEC 2018 

INTERNATIONAL ELECTROTECHN ICAL COMMISSION 

SECURITY FOR INDUSTRIAL AUTOMATION 
AND CONTROL SYSTEMS -

Part 4-1: Secure product development lifecycle requirements 

FOREWORD 

1) The International Electrotechnical Commissior, {IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is lo promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes lntemational Standards, Technical Specifications. 
Tech11ical Reports, P1Jblicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC 
P1Jb1ication(s)"). Their preparation is entrusted to technical committees; any IEC National Committee i11terested 
in the subject dealt with may participate in this preparatory work .. International, governmental and non­
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
wilh the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of I EC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees. 

3) IEC Publications have the form of recommendations tor international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical contenl of IEC 
Publications is accurate, IEC cannot be held r-esponsible ·for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees uriderlake to apply IEC Publications 
transparently to the maximum extent possible In their national and regional publications. Any divergence 
between any IEC Publication and the correspo11ding national or regional publication shall be clearly indicated in 
the latter. 

S) IEC itself does not provide any altestalion of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they 11ave the latest edition of this publication. 

7) No liability shall auach to IEC or its directors, employees. servants or agents including individual experts and 
members of its technical committees and IEC National Commillees for any personal Injury, property damage or 
other damage ol any natlJre whatsoever, whether direct or i11direct, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications. 

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some ot the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

International Standard IEC 62443-4-1 has been prepared by IEC technical committee 65: 
Industrial-process measurement, control and automation. 

The text of this International Standard is based on the following documents: 

FDIS Report on voting 

651685/FDIS 65/688fRVO 

Full information on the voting for the approval of this International Standard can be found in 
the report on voting indicated in the above table. 

This document has been drafted in accordance with the ISO/IEC Directives, Part 2. 
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A list of all parts in the IEC 62443 series, published under the general title Security for 
industrial automation and control systems, can be found on the IEC website. 

Future standards in this series will carry the new general title as cited above. Titles of existing 
standards in this series will be updated at the time of the next edition. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to 
the specific document. At this date, the document will be 

• reconfirmed,

• withdrawn,

• replaced by a revised edition, or

• amended.

A bilingual version of this publication may be issued at a later date. 

IMPORTANT - The 'colour Inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the co.-rect 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 

This document is part of a series of standards that addresses the issue of security for 
industrial automation and control systems (IACS}. This document describes product 
development life-cycle requirements related to cyber security for products intended for use in 
the industrial automation and control systems environment and provides guidance on how to 
meet the requirements described for each element. 

This document has been developed in large part from the Secure Development Life-cycle 
Assessment (SOLA) Certification Requirements [26) 1 from the ISA Security Compliance 
Institute (ISCI}. Note that the SOLA procedure was based on the following sources: 

IS0/IEC 15408-3 (Common Criteria) [18]; 

Open Web Application Security Project (OWASP) Comprehensive, Lightweight Application 
Security Process (CLASP) [36]; 

The Security Development Life-cycle by Michael Howard and Steve Lipner [43]; 

IEC 61508 Functional safety of electrical/electronic/ programmable electronic 
safety-related systems (24), and 

RCTA D0-178B Software Considerations in Airborne Systems and Equipment Certification 
[28J. 

Therefore, all these sources can be considered contributing sources to this document. 

This document is the part of the !EC 62443 series that contains security requirements for 
developers of any automation and control products where security is a concern. 

Figure 1 illustrates the relationship of the different parts of IEC 62443 that were in existence 
or planned as of the date of circulation of this document. Those that are normatively 
referenced are included in the list oi normative references in Clause 2, and those that are 
referenced for informational purposes or that are in development are listed in the Bibliography. 

1 Figures in square brackets refer lo the bibliography. 
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Figure 2 illustrates how the developed product relates to maintenance and integration 
capabilities defined in IEC 62443-2-4 and to i1s operation by the asset owner. The product 
supplier develops products using a proces.s compliant with this document. Those products 
may be a single component, such as an embedded controller, or a group of components 
working together as a system or subsystem. The products are then integrated together, 
usually by a system integrator. into an Automation Solution using a process compliant with 
IEC 62443-2-4. The Automation Solution is then installed at a particular site and becomes 
part of the industrial automation and control system (IACS). Some of these capabilities 
reference security measures defined in IEC 62443-3-3 [1 O] that the service provider ensures 
are supported in the Automation Solution (either as product features or compensating 
mechanisms). This document only addresses the process used for the development of the 
product; it does not address design, installation or operation of the Automation Solution or 
IACS. 

In Figure 2, the Automation Solution is illustrated to contain one or more subsystems and 
optional supporting components such as advanced control. The dashed boxes indicate that 
these components are "optional". 

NOTE 1 Automation Solutions typically have a single product, but they are not restricted to do so. In some 
industries, there may be a hierarchical product structure. In general, the Automation Solution is the set of hardware 
and soflware, independent of product packaging, that is used to control a physical process (for example, 
continuous or manufacturing) as defined by I. h e assel owner. 

NOTE 2 If a service provider provides products used in the Automation Soh;tion, then the service provider is 
fulfilling the role of product supplier in this diagram. 

NOTE 3 If a service provider provides products used in the Automation Solution, then the service provider is 
fulfilling the role of product supplier in this diagram. 
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SECURITY FOR INDUSTRIAL AUTOMATION 

AND CONTROL SYSTEMS -

Part 4-1: Secure product development lifecycle requirements 

1 Scope 

This part of IEC 62443 specifies process requirements for the secure development of 
products used in industrial automation and control systems. It defines a secure development 
life-cycle (SOL) for the purpose of developing and maintaining secure products. This life-cycle 
includes security requirements definition, secure design, secure implementation (including 
coding guidelines), verification and validation, defect management, patch management and 
product end-of-life. These requirements can be applied to new or existing processes for 
developing, maintaining and retiring hardware, software or firmware for new or existing 
products. These requirements apply to the developer and maintainer of the product, but not to 
the integrator or user of the product. A summary list of the requirements in this document can 
be found in Annex B. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their 
content constitutes requirements of this document. For dated references, only the edition 
cited applies. For undated references, the latest edition of the referenced document (including 
any amendments) applies. 

IEC 62443-2-4:2015, Security for industrial automation and control systems - Part 2-4:

Security program requirements for IACS service providers 
IEC 62443-2-4:2015/AMD1 :2017 

3 Terms, definitions, abbreviated terms, acronyms and conventions 

3.1 Terms and definitions 

For the purposes of this document, the terms and definitions given in IEC TR 62443-1-22 and 
the following apply. 

ISO and IEC maintain terminological databases for use in standardization at the following 
addresses: 

• IEC Electropedia: available at http://www.electropedia.org/

• ISO Online browsing platform: available at http://www.iso.org/obp

3.1.1 

abuse case 

test case used to perform negative operations of a use case 

Nole 1 lo entry: Abuse case tests are simulated attacks often based on the threat model. An abuse case is a type 
of complete interaction between a system and one or more actors where the results of the interaclion are 
intentionally intended to be harmful to tne system, one of the actors or one of the stakeholders in the system. 

2 Under consideration. 
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3.1.2 
access control <protection> 
protection of system resources against unauthorized access 

3.1.3 
access control <process> 
process by which use of system resources is regulated according to a security policy and is 
permitted by only authorized users according to that policy 

Note 1 to entry: Access control includes identification and authentication requirements specified in other parts of 
the IEC 62443 series. 

3.1.4 
administrator 
user who has been authorized to manage security policies/capabilities for a product or system 

3.1.5 
asset 
physical or logical object owned by or under the custodial duties of an organization, having 
either a perceived or actual value to the organization 

Note 1 to entry: In this specific case, an asset is an object that is part of an IACS. 

3.1.6 
asset owner 
individual or organization responsible for one or more IACSs 

3.1.7 
attack surface 
physical and functional interfaces of a system that can be accessed and, therefore, potentially 
exploited by an attacker 

3.1.8 
audit log 
event log that requires a higher level of integrity protection than provided by typical event logs 

Note 1 to entry: Audit logs are used to protect against claims that repudiate responsibility for an action. 

3.1.9 
authentication 
provision of assurance that a claimed characteristic of an identity is correct 

Note 1 to entry: Not all credentials used to authenticate an identity are created equally. The trustworthiness of the 
credential is determined by the configured authentication mechanism. Hardware or software-based mechanisms 
can force users to prove their identity before accessing data on a device. A typical example is proving the identity 
of a user usually through an identity provider. 

Note 2 to entry: Authentication includes verifying human users as well as non-human users such as devices or 
processes. 

3.1.10 
automation solution 
control system and any complementary hardware and software components that have been 
installed and configured to operate in an IACS 

Note 1 to entry: Automation Solution is used as a proper noun in this part of the IEC 62443 series. 

Note 2 to entry: The difference between the control system and the Automation Solution is that the control system 
is incorporated into the Automation Solution design (for example, a specific number of workstations, controllers and 
devices in a specific configuration). which is then implemented. The resulting configuration is referred to as the 
Automation Solution. 
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Note 3 to entry: The Automation Solution can be comprised of components from multiple suppliers including the 
product supplier of the control system. 

3 .1.11 
banned function 
software method that is no longer recom mended to be used in softw are because more secure 
versions exist with less propensity for misuse 

Note 1 to entry: Banned functions are sometimes called banned methods or banned Application Programming 
Interfaces (APls). 

3.1.12 
best practices 
guidelines for securely designing, developing, testing, maintaining or re tiring products that the 
supplier has determined are commonly recommended by both the security and industrial 
automation communities 

EXAMPLE Least privi lege, economy of mechanism and least common mechanism. 

3.1.13 
component 
one of the parts that make up a product or system 

Note 1 to entry: A component may be hardware or software and may be subdivided into other components . 

3.1.14 
configuration management 
discip line of identifying the components of an evolving system for the purposes of controlling 
changes to those components and maintaining continuity and traceability throu ghout the 
li fe-cycle 

3.1.15 
defense in depth 
approach to defend the system against any p art icular attack using several independent 
methods 

Note 1 to entry: Defense in depth implies layers of security and detection, even on s ingle systems, and provides 
the following features: 

• is based on the idea that any one layer of protection, may and probably will be defeated; 

• attackers are faced w ith breaking through or bypassing each layer without being detected; 

• a flaw in one layer can be mitigated by capabilit ies in other layers; 

• system security becomes a set of layers with in the overall network security; and 

• each layer should be autonomous and not re ly on the same funct ionality nor have the same failure modes as 
the other layers. 

3 . 1 .16 
dependent component 
component external to the product on which t he product depends 

EXAMPLE Java run time environment or a dri ver 

Note 1 to entry: This includes both hardware and software. 

3 . 1 .17 
deprecated function 
software method that is supported but whose use is no longer recommended 

Note 1 to entry: Methods are generally deprecated before becoming obsolete (deleted from the set of functions 
provided by the supplier o f the function ). Deprecated functions are sometimes called deprecated methods or 
deprecated APls. 
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3 .1.18 
externally provided component 
component included in a product that is developed by an external organization and is not 
developed specifically for one supplier 

Note 1 to entry: Examples include purchased software and open source software. 

3.1.19 
fuzz testing 
process of creating malformed or unexpected data or call sequences to be consumed by the 
entity under test to verify t hat they are handled appropriately 

3 .1.20 
industrial automation and control system 
collection of personnel, hardware, software, procedures and po licies involved in the operation 
of the industrial process and that can affect or influence its safe, secure and reliable operation 

Note 1 to entry: The IACS can include components that are not installed at the asset owner's site. 

Note 2 to entry: The definition of IACS was taken from in IEC 62443-3-3 (10) and is illustrated in Figure 2. 

3 .1.21 
patch management 
area of systems management that involves acquiring, testing and installing software patches 
(code changes) to a product 

Note 1 to entry: See IEC TR 62443-2-3 (7) for additional information . 

Note 2 to entry: Patch management also applies to the process of keeping included 3•• party libraries current 
before releasing a product. 

3.1.22 
product 
system, subsystem or component that is manufactured, developed or refined for use by other 
products 

Note 1 to entry: The processes requi red by the practices defined in this document apply iteratively to all l evels of 
product design (for example, from the system level to the component level). 

3.1.23 
product security context 
security provided to the product by the environment (asset owner deployment) in which the 
product is intended to be used 

Note 1 to ent ry : The security p rovided to the product by its intended environment can effectively restrict the 
threats that are applicable to the product. 

3 .1.24 
product supplier 
manufacturer of hardware and/or software product 

Note 1 to entry: The product supplier includes the entity responsible fo r developing and maintaining a p roduct 
which can include more than just the manufacturer (for example, integrator). 

3.1.25 
product users 
users o f the hardware and/or software product including asset owners, integrators and 
maintenance personnel , vendors of other components or products that reuse or contain this 
product 
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3.1.26 
record 
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document stating results achieved or providing evidence of activities performed 

Note 1 to entry: The term artefact is often used to have the same meaning. 

3.1 .27 
regression 
change to a system component that has adversely affected funct ional ity, reliability or 
performance or has introduced additional defects 

3.1.28 
root cause 
initiat ing cause of either a condition or a causal chain that leads to an outcome or effect of 
interest 

Note 1 to entry: These weaknesses often result from misappl ication of best practices. 

3.1 .29 
security defect 
design or implementation deficiency that can be exploited to compromise an asset or resource 

3.1.30 
security advisor 
organizational role to gu ide team in the process of the SOL (Security Development Life-cycle) 

Note 1 to entry: S ecurity advisor may be part o f the project team or may be consultant to the team to provide 
guidance a nd assistance where required. 

3.1.31 
security incident 
security compromise that is of some s ignificance to the asset owner or fai led attempt to 
compromise the system whose result could have been of some significance to the asset 
owner 

Note 1 to entry: The term --near m iss· is sometimes used to describe an event that could have been an inc ident 
under slightly d ifferent c ircumstances. 

3.1.32 
security-related issue 
characteristic of the design or implementation of the product that can potentially affect the 
security of the product 

3.1.33 
security verification and validation testing 
test ing performed to assess the overall security of a component, product or system when 
used in its intended product security context and to determine if a component, product or 
system satisfies the product security requirements and satisfies its designed security purpose 

Note 1 to entry: Securi ty verification testing supplements security validation test ing with additional testing focused 
on the product security context and defense in depth strategy. 

3.1 .34 
system integrator 
person or company that special izes in bringing together component subsystems into a whole 
and ensuring that those subsystems perform in accordance w ith project specifications 

3.1.35 
third party supplier 
organization independent of the product supplier organization 
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circumstance or event with the potential to adversely affect operations ( including mission, 
f unctions, image or reputation), assets, control systems or individuals via unauthorized 
access, destruction, disclosure, modif ication of d ata and/or denial of service 

3.1.37 
threat modelling 
security design analysis technique that Identifies potential security issues 

Note 1 to entry: Threat models are often synonymous with attack t rees and are used by software and hardware 
architects to identify and mitigate potential securi ty issues early, when they are relatively easy and cost-effective to 
resolve. 

3 .1.38 
trust boundary 
element of a threat model that depicts a boundary where authenticat ion is required or a 
change in trust level occurs (higher to lower or vice versa) 

Note 1 to entry: Trust boundary enforcement mechanisms for product users typically include authent ication (for 
example, challenge/response, passwords, biometrics or digi tal s ignatures) and associated authorization (for 
example, access contro l rules). 

Note 2 to entry: Trust boundary enforcement mechanisms for data typically include source authentication (for 
example, message authentication codes and digital signatures) and/or content validation. 

3 .1.39 
unit testing 
verificat ion that an individual unit of computer software or hardware performs as intended 

Note 1 to entry: Au tomated verification, or testing, is generally performed by computer test software. 

Note 2 to entry: What const itutes a unit of source code is a design decision. A unit is often designed as the 
smallest testable part of an application. It may include one or more computer p rogram modules and may also 
include associated control data, usage procedures and operating procedures. In procedural programming, a unit 
could be an entire module, but is more commonly an individual function or procedure. In object-oriented 
programming, a unit is often an enlire interfac-e, such as a c lass, but could be an individual method. 

3 .1.40 
user 
person, organization entity, or automated process t hat accesses a system , whether 
authorized to do so or not 

3 .1.41 
zone 
collect ion of entities t hat represents partit ioning of a System under Consideration on the basis 
their functional , logical and physical ( including location) relationship 

Note 1 to entry: Zones are often created on the basis of common security requirements , criticality (e.g., high 
financial, health, safety, or environmental impact), functionali ty, logical or physical (including location) relationship 

3.2 Abbreviated terms and acronyms 

The following abbreviated terms and acronyms are used in this document. 

ACL Access control list 

CMMI Capability maturity model integration 

CMMI-DEV Capability matur ity model integratio n for development 

CMU Carnegie Mellon University 

COTS Commercial off the shelf 

CVSS Common vulnerability scoring system 



IEC 62443-4-1 :2018 © IEC 2018 - 17-

DM 

e.g. 

FDIS 

HTTP 

IACS 

IEC 

ISA 

ISO 

MIN 

OWASP 

SL-C 

SCA 

SD 

SDL 

SDLA 

SEI 

SG 
SI 

SM 

SR 

STRIDE 

svv 
TCP 

TCP/IP 

TR 

USB 

Defect management 

exempli gratia 

Final Draft International Standard 

Hypertext transfer protocol 

Industrial automation and control system(s) 

International Electrotechn ical Commission 

International Society of Automation 

International Organization for Standardization 

Minimum 

Open Web Application Security Project 

Capability Security Level 

Stat ic code analysis 

Secure Desig n 

Security development life-cycle 

Secure Development Life-Cycle Assessment 

Software Engineering Institute 

Security guidelines 

Secure implementation 

Security management 

Security requirements 

Spoofing, Tampering , Repudiation , Information d isclosure, Denial of service , 
Elevation of privilege 

Security verification and validation 

Transmission control protocol 

Transmission control protocol/Internet protocol 

Technical report 

Universal serial bus 

3.3 Conventions 

Requirements defined in this document generally begin with the phrase "A process shall be 
employed ... •. This termino logy is used to specify that the required processes have to be part 
of the product suppliers documented product development life-cycle processes. The practice 
of these requirements is dependent on the product supplier having product development 
projects that require the use of these processes . 

According to 5.5, products requi ring the use of these processes shal l be identified. 

4 General principles 

4.1 Concepts 

The primary goal of these requirements is to provide a framework to address a secure by 
design, defense in depth approach to designing, building, maintaining and retiring products 
used in industrial automation and control products and systems. Application of the framework 
is intended to provide confidence that the component , product or system has security 
commensurate with its expected level o f risk throughout the product's li fe-cycle. While the 
concept of security levels is not discussed in this document, complying with th is document 
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will help ensure t hat the security capabi lit ies implemented in the product (see IEC 62443-4-23 
(1 1 I) will be implemented correctly and t hat any known security v ulnerabilities in the product 
are elim inated or mitigated . T herefore, compliance with th is document supports meeting the 
overall capabi lity securi ty leve l (SL-C) o f t he product. 

T he secondary goal of these requirements is to align the development process with t he 
elevated secur ity needs of prod uct users o f Industria l Automation and Control Systems (for 
example, providers o f IEC 62443-2-4 capab ilit ies such as integrators and maintenance 
contractors) . T his means that the process needs to generate items such as well-documented 
security configurations and patch management policies and procedures, as well as providing 
clear and s uccinct communications about security vulnerabilities uncovered in the product. 

NOTE 1 For IAC S . IEC 62443-3 -2 4 (9) describes requirements for delermining the expected level of risk 
associa ted wi th the system 's zones and conduits . 

Figure 3 illustrates how secure by des ign princip les in th is document contribute to a defense 
in depth strategy for the product . The security management practice is shown on the 
outermost c i rcle because it is applied throughout all the other practices to ensure that t he 
practices are being followed and managed. The other pract ices, shown on the second c ircle 
are applied throughout the development li fe-cycle, often in an iterative pattern . These 
practices each contribute to the overall defense in depth strategy w hich i s shown as the 
center of the c irc le because it represents the key res ult o f fo llowing the securi ty development 
li fe-cycle . The defect management and security update management provide verified repairs 
to the secure implementation , and fall under the category of overall securi ty management in 
the diagram . 

Figure 3 - Defence in depth strategy is a key philosophy of the secure product life-cycle 

A key concept used throughout t his document is the use of threat modell ing . Design and 
implementation reviews to refine work products improve the security posture of a product. 
Reviews of any work product (for example, requirements, design records, implemented 

3 Under preparation. Stage a l the time of publication: IEC/CDV 62443-4-2:2017. 

4 Under prepara tion. Stage at the time of pub lica tion: IEC/CDV 62443-3-2:2017. 
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modules and verification/validation testing) through any means (for example, manual, 
automated or a combination) are used to discover security-related issues in the product. An 
impact analysis of each discovered issue assesses its security severity based on its potent ial 
compromise (for example, availability, integrity and confidentiality) and its associated losses 
(for example , control of the process, view of the process and intell ectual property). Then, the 
resolut ion process determines the most appropria te course of action based on the issue's 
severity and the suitability of various response options. 

4.2 Maturity model 

There is a range of methods by which a product supplier cou ld comply with the requirements 
specified in th is document. The maturity model sets benchmarks for meeting these 
requirements. 

T hese benchmarks are defined by matur ity levels as shown in Table 1 . T he matu rity levels are 
based on the Capability Maturity Model Integration (CMMI) for Development (CMMI-DEV) 
model (42]. Table 1 shows the relatio nship to the CMMI-DEV in the description column. 

Maturity levels provide more details on how thoroughly a supplier has met these requ irements. 
Therefore, t hese levels can be used by system integrators and asset owners to assess the 
level of rigor used to develop products . 

The purpose of the maturity levels described in this subclause is to provide an organization a 
benchmark to define their readiness to use their processes and procedures to design and 
implement a secure product. Using these benchmarks, it is possible that an organization wi ll 
discover that it is not ready to implement all requirements to the same level of maturity. 

When des igning, and implementing a secure product according to this document (see 
IEC 62443-4-2 and IEC 62443-3-3) , all applicable requirements as defined by SM-5 in this 
document shall be followed and used in the development lifecyc le of t hat product regardless 
of the maturity level of the organization. SM-5 provides for case-by-case exceptions for 
applicability of requirements . 

NOTE 1 Industry groups/sectors identify/select those maturity levels that best meet their individual needs. 

NOTE 2 It is intended that over time and for a specific requirement, a product supplier's development capabilities 
will evolve to higher levels as it gains proficiency in meeting the requirement. The rate of evolution will often vary 
for each requirement. For example, a product supplier might reach Level 4 fo r Practice 6 months or years before 
they reach Level 4 for Practice 5. 

NOTE 3 These maturity levels have been defined as a way for organizations to measure and report their 
compliance to this document. This model will allow organizations to evolve to higher (more mature) levels of 
capabilit ies for their processes. 

NOTE 4 Measurement driven continuous improvement is vital for Improving the maturi ty level of a product 
supplier for each practice in this document. In addit ion, since best practices for secure product development are 
evolving, p roduct suppliers need to seek out and implement new best practices. 
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Table 1 - Maturity levels 

Level CMMI-DEV IEC 62443-4-1 IEC 62443-4-1 Description 

1 Initial Initial P roduct suppliers t ypically perform product development in an ad-
hoc and often undocumented (or not fu lly documented) manner. As a 
result , consistency across projects and repeatability of processes 
may not be possible. 

2 Managed Managed At this level, the product supplier has the capability to manage the 
development of a product according to written policies (including 
objectives) . The product supplier also has evidence to show that 
personnel who wi ll perform the process have the expertise, are 
trained and/ or follow written procedures to perform it. 

However, at th is level , the organization does not have experience 
developing products to all of the written policies. This would be the 
case when the organization has updated its procedures to conform 
to this document, but has not yet put all of the procedures into 
actual practice, yet. 

The development discipline reflected by maturity level 2 helps to 
ensure that development pract ices are repeatable, even during 
times of stress. When these practices are in place, their execution 
will be performed and managed according to their documented 
plans. 

NOTE At this level. the CMMl and lEC 62443-4-1 maturity models 
are fundamentally the same, with the exception that lEC 62443-4-1 
recognizes that there may be a significant delay between 
defining/ formalizing a process and executing (practicing) it. 
Therefore, the execution rela ted aspects of the CMMI-DEV Level 2 
are deferred to Level 3. 

3 Defined Defined The performance of a level 3 product supplier can be shown to be 
(Practiced) repeatable across the supplier's organization. The processes have 

been practiced, and evidence exists to demonstrate that th is has 
occurred. 

NOTE At this level, the CMMI and IEC 62443-4-1 maturit y models 
are fundamentally the same, with the exception that the execution 
related aspects of the CMMI-DEV level 2 are included here. 
There fore, a process at level 3 i s a level 2 p rocess that the supplier 
has practiced for at least one product. 

4 Quantitatively Improving At this level, Part 4-1 combines CMMl-DEV levels 4 and 5. Using 
Managed suitable process metrics , product suppliers control the effectiveness 

5 Optimizing 
and performance of the product and demonstrate continuous 
improvement in these areas. 

5 Practice 1 - Security management 

5.1 Purpose 

The purpose of the security management practice is to ensure that the security-related 
activities are adequately planned, documented and executed throughout the product's 
li fe-cycle. 

If care is not taken in planning and supporting the activities related to security, then those 
activities can be rendered ineffective due to inadequate resources, insufficient t ime or process 
inefficiencies. Similarly, misalignment o f the product's security needs with related 
organizational processes such as configuration management, information technology policies 
and procedures and supply chain management can jeopardize t he effectiveness of the secure 
product development life-cycle. 
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5.2 SM-1: Development process 

5.2.1 Requirement 

A general product development/maintenance/support process shall be documented and 
enforced that is consistent and integrated with commonly accepted product development 
processes that include, but are not limited to: 

a) configuration management with change controls and audit logging; 

b} product description and requirements definition with requirements traceability; 

c) software or hardware design and implementation practices, such as modular design; 

d) repeatable testing verification and validation process; 

e) review and approval of all development process records ; and 

f) life-cycle support. 

5.3 Rationale and supplemental guidance 

This process is required to ensure that the product supplier has well-defined and proven 
product development processes in place that can be extended to support the requirements 
specified by this document. The required processes defined by this document assume the 
existence of a mature product development life-cycle. Secure product development life-cycles 
cannot be effect ive without these processes and rely upon them being in place. Examples of 
commonly accepted product development processes include ISO 9001 (13) and 
1S0/IEC 27034 (34) compliant processes. 

Having this process means that the product supplier uses techniques during the product 
development life-cycle that support, as a minimum, configuration management, requirements 
defin it ion, design, implementation and testing. 

5.4 SM-2: Identification of responsibilities 

5.4.1 Requirement 

A process shall be employed that identifies the organizational roles and personnel responsible 
for each of t he processes required by th is document. 

5.4.2 Rationale and supplemental guidance 

This process is required to ensure that responsibilities are assigned to elements of the 
product supplier's organization for performing and completing the processes required by this 
document. 

Having this process means t hat the product suppl ier's development , maintenance and product 
support processes required by this document each identify the organizational roles and 
personnel that are responsible for performing and completing them. The organization a nd 
personnel can be within the developer's organization or external to it. 

NOTE A responsible , accountable , consulted and informed (RACI) matrix is an example of a tool that could be 
used to meet this requirement. 

5.5 SM-3: Identification of applicability 

5.5.1 Requirement 

A process shall be employed for identifying products (or parts of products) to which this 
document applies. 
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5.5.2 Rationale and supplemental guidance 

This process is required to ensure that the processes in scope as part of this document are 
applied to the appropriate products as needed and that the correct level of detail is applied. 

Having this process means that the product supplier has criteria for identifying which of its 
products are to be developed, maintained and supported using the processes required by this 
document. It is envisioned that a product supplier may apply thi s specification to selected 
products based on a number of factors, including the marketplace for which a product is 
intended and whether or not the product requires security to be built into the product and fully 
evaluated. As an example, certain products or components may not have a security context or 
provide anonymous access and therefore may not requi re security to be built into the product. 
An organization may also base the criteria on the part icular features being developed to 
enhance a product for target markets as long as the common features for all markets remain 
subject to t his standard. Organizations may also use criteria such as applicable security 
requirements or security risk. 

These requirements may be applied to externally provided components or custom developed 
components from t hird party suppliers. See 5 .11 and 5.12 for more details. 

5.6 SM-4: Security expertise 

5.6.1 Requirement 

A process shall be employed for identifying and providing security training and assessment 
programs to ensure that personnel assigned to the organizational roles and duties specified in 
5.4, have demonstrated security expertise appropriate for those processes. 

5.6.2 Rationale and supplemental guidance 

This process is required to ensure that personnel involved in security-related p rocesses have 
adequate expertise for the specific tasks to which they are assigned. Expertise can have been 
gained by training , experience, seminars, conferences, certifications, etc. This includes 
technical expertise in defense in depth strategies and related security techniques, and also in 
the practices , including best practices, required to develop and maintain the product. 

Having this process means that personnel assigned to security-related processes have 
evidence that shows their relevant qualifications. This includes knowledge not only of security, 
but also for the use of any security-related standards (for example, coding standards) , 
techniques (for example, best practices) , and tools (for example, static analysis tools) . While 
security awareness training is vital for everyone involved in the secure product life-cycle, it is 
generally insuffic ient for personnel involved in security requirements analysis , design reviews , 
etc. The security training is role-specific and can vary in formality from informal to formal. 
Similarly, the personnel assigned to security-related processes have experience (for example, 
past projects and number of years) that matches the specific security tasks and their specific 
role. 

5. 7 SM-5: Process scoping 

5.7.1 Requirement 

A process, that includes justificat ion by documented security analysis , shall be employed to 
identify the parts of this document that are applicable to a selected product development 
project. Justification for scoping the level of compliance of a project to this document shall be 
subject to review and approval by personnel with the appropriate security expertise (see 5.6). 
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5.7.2 Rationale and supplemental guidance 

Examples include: 

a) The product does not include software therefore process requirements applicable to 
software are out of scope. 

b) The threat model indicates that the product does not have any external interfaces or 
sources of untrusted input (for example, a product w ith no external connections that can 
only be accessed in a room with high physical security). In this case, for example, t he 
requ irement for fu zz testing external interfaces would not apply. 

5.8 SM-6: File integrity 

5.8.1 Requirement 

A process shall be employed to provide an integrity verification mechanism for all scripts, 
executables and other important files included in a product. 

5.8.2 Rationale and supplemental guidance 

This process is required to ensure that product users can verify that executables, scripts, and 
other important fi les received from the supplier have not been altered. Common methods of 
meeting this requirement include cryptographic hashes and digital signatures (wh ich also 
provide proof of origin) . 

5.9 SM-7: Development environment security 

5.9.1 Requirement 

A process that includes procedural and technical controls shall be employed for protecting the 
product during development, production and delivery. This includes protecting the product or 
product update (patch) during design, implementation, testing and release. 

5.9.2 Rationale and supplemental guidance 

This process is required to ensure that the product has not been altered or d isclosed in any 
way during the development process, unless allowed by policy. Loss of integrity of any aspect 
of the development e nvironment (e.g. , the product design and implementation , code signing 
infrastructure, and software build environment) can negatively affect fielded versions of the 
product without the knowledge of the organization or its customers. For example, the ability of 
an attacker to insert an infection in the binary code of a product could lead to that infect ion 
being distributed as part of the released product. 

Having this process means that the product supplier has mechanisms in place to protect the 
integrity of design documents, the product implementation (for example, code and user 
manuals), configuration settings and private keys used for signing software images. For 
example, application of 1S0/IEC 27001 [20] and ISO/ I EC 27002 [19] polic ies and controls can 
reduce the likelihood of unauthorized access to source code or corruption of source code. 
They can also reduce the likelihood of unauthorized disclosure of product designs and test 
results that could be used to compromise fie lded versions of the product. Items to specially 
safeguard include authent icators (e.g. , passwords, access control lists, code signing 
certificates and exploit records collected during defect management). 

5.10 SM-8: Controls for private keys 

5.10.1 Requirement 

The supplier shall have procedural and technical controls in p lace to protect private keys used 
for code signing from unauthorized access or modification. 
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5.10.2 Rationale and supplemental guidance 

Private keys are the root of trust, so they require extra protection to ensure that they are not 
stolen or modif ied. 

5.11 SM-9: Security requirements for externally provided components 

5.11.1 Requirement 

A process shall be employed to identify and manage the security risks of all externally 
provided components used within the product. 

5.11.2 Rationale and supplemental guidance 

This process is required to ensure that supply chain security is addressed for equivalent 
security practices, latest security updates, security deployment gu ides and the supplier's 
ability to respond if a vulnerability is discovered. Supply chain security applies to components 
which are included within the product and are provided external to the development team 
responsible for a given product, but do not meet the definition described in 5.12. The security 
provided by such third-party components is directly related to their role in the product's secure 
design and defense in depth strategy (see Clause 7). 

Having this process means that the product supplier is able to identify when one or more of 
the following characteristics apply to the use of third-party components in the product: 

a) the degree to which the component aligns with the product's security context (see 
Clause 6) and defense in depth strategy (see Clause 7); 

b) the degree of r igor applied to the component's implementation (see Clause 8); 

c) the degree of security verification and validation performed on the component by the 
product supplier or the component supplier (see Clause 9); 

d) how to receive and/ or monitor notifications about security-related issues from the 
component supplier (see Clause 10) and patches (see Clause 11 ); and 

e) the sufficiency of security documentation for the component (see Clause 12). 

f) the degree that the software is currently supported by the supplier or open source 
community. 

Examples of work items that would satisfy some elements of this requirement include: 

identifying known vulnerabilities in specific versions of open source software components 
and updating the version of the open source components to the vers ion that f ixes the 
vulnerability; 

evaluating the compliance of vendors of commercial off the shelf (COTS) components to 
this document or a similar SDL standard ; and 

employing compensating mechanisms for known vulnerabilities on COTS or open source 
components (such as static code analysis). 

It is recommended that there be an inventory of components from third party suppliers in 
order to faci l itate defect management (see Clause 6). 

For related supply chain requirements, see 1S0/IEC 27036-3 [21 ]. 

5.12 SM-10: Custom developed components from third-party suppliers 

5.12.1 Requirement 

A process shall be employed to ensure that product development li fe-cycle processes for 
components from a thi rd-party supplier conform to the requirements used in this document 
when they meet the following criteria: 
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a) the components are developed specifically for a single supplier for a specific purpose; and 

b) the components can have an impact on security. 

5.12.2 Rationale and supplemental guidance 

This requirement applies when a supplier subcontracts a third-party to specifically develop a 
component for them which can have security impl ications. Threat modelling is usually used to 
determine which components will have security implications. 

5.13 SM-11: Assessing and addressing security-related issues 

5.13.1 Requirement 

A process shall be employed for verifying that a product or a patch is not released until its 
security-related issues have been addressed and tracked to closure (see 10.5). This includes 
issues associated with: 

a) requ irements (see Clause 6) ; 

b) secure by design (see Clause 7) ; 

c) implementation (see Clause 8); 

d) verification/validation (see Clause 9); and 

e) defect management (see Clause 10). 

5.13.2 Rationale and supplemental guidance 

This process is required to ensure that the product is not released with security-related issues 
that have been discovered and whose resolution is not complete and whose severity as 
defined by a vulnerability scoring system, such as the Common Vul nerability Scoring System 
(CVSS). is calculated as above the residual risk acceptable w ithin the product security context. 

Having this process means that any security-related issue identi fied during the development 
and support o f a product is documented and addressed to allow the effective security of the 
product to be determined prior to product release. Th is would incl ude issues found in all 
phases such as design review, code review, verification and validation testing , use of static 
analysis tools, etc. 

5.14 SM-12: Process verification 

5.14.1 Requirement 

A process shall be employed for verifying that, prior to product release, all applicable 
security-related processes required by this specification (see 5. 7) have been completed with 
records documenting the completion of each process. 

5.14.2 Rationale and supplemental guidance 

This process is req uired to ensure that key security practices are being executed. 

5.15 SM-13: Continuous improvement 

5.15.1 Requirement 

A process shall be employed for continuously improving the SOL. This process shall include 
the analysis of security defects in component/subsystem/system technologies that escape to 
the field. 
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5.15.2 Rationale and supplemental guidance 

This process is requ ired to ensure that product suppliers improve the rigo r of their SOL over 
ti me. New secu rity th reats are constantly being identified and exploited by attackers so it is 
importa nt product suppliers help com pensate for this by continuously improving their SOL. 

Continuous improvement is a well-established a nd proven method of improving product 
quality. Since product security issues are a type of quality issue, continuous improvement 
methodologies are applicable to an S OL. See A nnex A for potential metrics related to SOL 
effectiveness a nd improvement . 

Having this process means that the s upplier has a procedure in p lace to review the process 
and security defects that escape to the f ie ld on a periodic basis and that t his procedure 
includes maki ng improvements to the process as a result of these reviews. 

Some examples of activities that would help imp rove a product supplier 's SOL are included in 
Table 2. Ultimately it is up to suppliers to implement their own means of continuously 
improving their SOL. 

Table 2 - Example SOL continuous improvement activities 

Activity SOL / Security benefits 

Use a known security vulnerabi lity database to help Improves the threat model by keeping i t current w ith 
improve the threat model. For example, if the threat actual security issues observed in the f ield. 
model indicates that the product uses the TLS protocol 
for transport security, review known vulnerabilities in 
TLS implementations and ensure these are m it igated in 
the design. 

Attend external security / SOL conferences or Helps a product supplier stay current w ith emerging 
participate in industry SOL groups such as OWASP threats and SOL best p ractices. 

Conduct internal SOL conferences or sessions for Improve the overal l SOL expertise of the product 
sharing of SOL expertise and best practices within the supplier's employees and help them stay curren t with 
p roduct supplier's organization. emerging security threats and SOL best pract ices . 

Perform SOL root cause analysi s for security Root cause analysis and corrective action is a well-
v ulnerabilit ies found externa lly in a supplier's product establi shed method for improving product quality. 
and identify p lus implement corrective act ion. Al l SOL Since security i ssues are quality issues it works well 
practices s hould be in scope for this analysis. for an SOL too. 

Combine manual penetrat ion testing with automated tool Improves test coverage relative to using a single 
base testing or use mult iple simi lar securit y testing tools automated tool. This becomes especially valuable 
for SVV-3 Vulnerability testing. a fter the existing automated tool stops finding new 

vulnerab il ities . 

Create fuzzing tools fo r any protoco ls for w hich tools Help avoid the scenario where an attacker develops 
are not avai lable. its own fuzzing tool and uses it to fi nd and exploit 

security vulnerab ilities in a p roduct. 

T rain and use d edicated security test ing experts fo r Since security vulnerability requires extensive and 
SVV-3 Vulnerability test ing. constantly g rowing expertise, develop ing and using 

dedicated experts will improve security test 
coverage. 

6 Practice 2 - Specification of security requirements 

6.1 Purpose 

The processes specified by this practice are used to document the security capabi lit ies that 
are required for a product a long with the expected product security context. Security 
capabilities can include such items as a uthentication, authorization , encryption, auditing and 
other security capabilities a product needs to include. The product securi ty context can 
include items such as p hysical security level, protection o f external interfaces v ia a fi rewall , 
etc. See [1 OJ for more information on security capability requirements. 
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These security requirements can be defined at the product-level or they may supplement 
product-level requ irements. 

6.2 SR-1: Product security context 

6.2.1 Requirement 

A process shall be employed to ensure that the intended product security context is 
documented. 

6.2.2 Rationale and supplemental guidance 

This process is required to ensure that the minimum requirements of the environment and the 
assumptions about that envi ronment are documented in order to achieve the security level for 
which the product was designed. The purpose of defining this information is so that both the 
developers of the product and the product users have the same understanding about how the 
product is intended to be used. This will help the developers make appropriate design 
decisions and the users to use the product as it was intended. Security context could include: 

a) location in the network ; 

b) physical or cyber security provided by the environment where the product will be deployed; 

c ) isolation (from a network perspective); and 

d) if known, potential impact to the environment (for example , loss of life, injury, loss of 
production, etc .) . 

For example, it is important to document whether physical security is required. If no physical 
security is expected to be present, then that may add a number of related requirements such 
as not allowing pushbutton configuration on the product. Another example is if the product is 
expected to be protected by a user supplied firewall that connects it to the plant network, the 
product would typically not requi re a fi rewall of its own . Documenting t hese external security 
features for the product (its security context) allows developers to design a defense in depth 
strategy that complements th is security context and testers to validate and verify the security 
of a product in an environment similar to how it shou ld be deployed. 

Having this process means that the deployment environment in which the product is intended 
to be used is correctly represented in all processes involved in the development and testing of 
this product and are documented. 

6.3 SR-2: Threat model 

6.3.1 Requirement 

A process shall be employed to ensure that all products shall have a threat model specific to 
the current deve lopment scope of the product with the following characteristics (where 
applicable) : 

a) correct f low of categorized information throughout the system ; 

b) trust boundaries; 

c) processes; 

d) data stores; 

e) interacting external entities; 

f) 

g) 

internal and external communication protocols implemented in t he product ; 

externally accessible physical ports includ ing debug ports; 

h) circuit board connections such as Joint T est Action Group (JTAG) connections or debug 
headers which might be used to attack the hardware; 

i) potent ial attack vectors including attacks on the hardware, if applicable ; 
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j) potential threats and their severity as defined by a vulnerability scoring system (for 
example, CVSS); 

k) mitigations and/or d ispositions for each threat ; 

I) security-related issues identified; and 

m) external dependencies in the form of drivers or third-party applications (code that is not 
developed by the supplier) that are linked into the applicat ion. 

T he threat model shall be reviewed and veri fi ed by the development team to ensure that it is 
correct and understood. 

The threat model shall be reviewed periodically (at least once a year) for released products 
and updated if required in response to the emergence of new threats to the product even if 
the design does not change. 

Any issues identif ied in the threat model shall be addressed as defined in 10.4 and 10.5. 

6.3.2 Rationale and supplemental guidance 

This process is required to ensure that security threats for the product are identified, validated , 
documented, addressed and tested by the product's project team according to the defense in 
depth strategy. 

Having th is process means th at a threat model for the product is defined and maintained 
throughout the product life-cyc le (for example, as a resu lt of changing threats or updates to 
the defense in depth strategy) that identifies and describes threats that can occur within the 
product security context, and against which product is expected to defend itself. 

External dependencies are external components or systems that the product depends upon 
for security. As an example, a product cou ld depend on power for physical security. Or a 
product could depend on the session management of a web server to be secure. In these 
examples, fai lure of the external dependency could lead to a security vulnerabi lity in the 
product, so mitigations need to be put in p lace to minimize the chances of such fai lures. So 
for the power example, the mitigation could be the installation of an uninterruptable power 
supply (UPS). In the example of a web server, security should be considered when choosing a 
web server, and if a secure web server cannot be found, then othe r compensating measures 
need to be considered. 

Third-party code is an external dependency that can present significant challenges in 
determining where the threats can occur. If deeply embedded there might not be access 
to/ from th is code that crosses a trust boundary. If there is access to the trust boundary, a 
deeper inspection of the th ird-party code can be needed. 

6.4 SR-3: Product security requirements 

6.4.1 Requirement 

A process shall be employed for ensuring that security requirements are documented for the 
product/feature under development including requirements for security capabilities related to 
installation, operation , maintenance and decommissioning. 

6.4.2 Rationale and supplemental guidance 

This process is required to ensure that security requirements specific to the product are 
defined. This includes both tec hnical security requirem ents (for example , password complexity) 
and business-oriented security requirements (for example, sensitive data, user authorizations 
and separation of duties). 
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Having th is process means that t he product supplier defines and documents all product 
security requirements that apply to the li fe-cycle of the product, including : 

a) security privileges required to install , operate, and maintain the product ; 

b) security options, including removal of default passwords, used to install, configure , 
operate and maintain the product; and 

c) security considerations/actions associated with removing the product from use (for 
example, removing sensitive data). 

NOTE For different capability security levels (SL-C 1 through SL-C 4), IEC 62443-3-3 and IEC 62443-4-2 (11) 
define the security capabili ty requirements fo r control systems and components, respectively. These security 
capabili ties are then included as product security requirements for products that are to include these capabilities. 

6.5 SR-4: Product security requirements content 

6.5.1 Requirement 

A process shall be employed for ensuring that security requirements include the following 
inform ation: 

a) the scope and boundaries of the component or system, in general terms in both a physical 
and a logical way; and 

b) the requi red capability security level (SL-C) of the prod uct. 

6.5.2 Rationale and supplemental guidance 

If the product is targeted to meet a certain security capability level , it is important to document 
this as a requirement because it implies that certain security capabilities need to be included 
in the product. Note that capabil ity security levels and req uired security capab ilities for 
products are def ined in IEC 62443-4-2 (11) and IEC 62443-3-3 (1 OJ. 

6.6 SR-5: Security requirements review 

6.6.1 Requirement 

A process shall be employed to ensure that security requirements are reviewed , updated as 
necessary and approved to ensure clarity, validity, alignment w ith t he threat model (discussed 
in 6.3), and their ability to be verified. Each of the following representative disc iplines shall 
participate in t his process. Personnel may be assigned to more than one discip l ine except for 
testers, who shall remain independent: 

a) architects/developers (those w ho will implement the requirements); 

b) testers (those who will validate that the requirements have been met) ; 

c) customer advocate (such as sales , marketing, product management or customer support) ; 
and 

d) security advisor. 

6.6.2 Rationale and supplemental guidance 

This process is required to ensure that security requirements are valid , understood and 
testable (or otherwise verifiable) . 

Having this process means that th e product supplier conducts reviews of all securi ty 
requirements and revises/deletes those that are invalid or t hat are untestable/unverifiable . 
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7 Practice 3 - Secure by design 

7.1 Purpose 

The processes specified by this practice are used to ensure that the product is secure by 
design including defense in depth. Defense in depth provides one or more layers of security to 
thwart security threats. Each layer of the defense in depth strategy is designed to protect the 
assets from attack in the case that all other layers have been compromised. 

The processes required by this practice are requ ired to be applied to all stages of product 
design, from conceptual design to detailed design, and to all levels of product design from the 
overall architecture to the design of individual components. 

7.2 SD-1: Secure design principles 

7.2.1 Requirement 

A process shall be employed for developing and documenting a secure design that identifies 
and characterizes each interface of the product, including physical and logical interfaces, to 
include: 

a) an indication of whether the interface is externally accessible (by other products), or 
internally accessible (by other components of the product), or both ; 

b) security implications of the product security context (see Clause 6) on the external 
interface; 

c) potent ial users of the interface and the assets that can be accessed through it (directly or 
indirectly); 

d) a determination of whether access to the interface crosses a trust boundary; 

e) security considerations, assumptions and/or constraints associated with the use of t he 
interface within the product security context, including applicable threats ; 

f) the security roles, privileges/rights and access control permissions needed to use the 
interface and to access the assets defined in c) above; 

g) the security capabilities and/or compensating mechanisms used to safeguard the interface 
and the assets defined in c) above, including input validation as well as output and error 
handling; 

h) the use of third-party products to implement the interface and their security capabilit ies ; 

i) documentation that describes how to use the interface if it is externally accessible ; and 

j) description of how the design mitigates the threats identified in the threat model. 

7.2.2 Rationale and supplemental guidance 

This process is requi red to ensure that security for access to assets is comprehensively 
addressed from the perspective of external and internal interfaces of the product th rough 
which attacks can be mounted. 

Having this process means that interfaces of the product are identified and characterized by 
the interactions that take place over them (for example, data and control flows) , the security 
mechanisms designed to protect them and the assets that can be compromised if not 
adequately protected. Interfaces include physical and w ireless connections to networks (for 
example, Ethernet) and devices (for example, keyboards, monitors and USS/compact disc 
[CD]/digital versatile disc [DVD) media). Logical interfaces support data control flows (for 
example, application messaging) between product components and include mechanisms such 
as application prog ramming interfaces (for example, structured query language [SOL)) and 
communications protocols (for example, the transmission control protocol [TCP]) . Protection 
mechanisms include general hardening capabilities (for example , security policy settings) , 
user access controls (for example, account management) , and security event detection and 
reporting , among others. 
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Viewing interfaces within the setting provided by the product security context allows the 
secure design to focus on the specific environment in which the product is expected to 
operate, including both protections offered by the product security context and vulnerabilit ies 
resulting from it (for example , where it can be open to attack). For an internal component of 
the design , the concept of the product security context is extended to include the security 
context provided by surrounding product components. For example , the product security 
context of an application program running on a workstation that is part of an industrial control 
system product includes the network(s) to which the workstation connects and the software 
environment of the workstation in which the application runs. 

Identifying threats, users, assets and trust boundar ies associated with interfaces specifies 
who is expected to use the interfaces, and indicates w here threats and unknown subjects 
potentially can gain access to the interface and the assets that can be accessed through it. 
This allows the reduction of the number of interfaces where possible and to provide the 
appropriate safeguards for the remaining interfaces and the assets that can be accessed 
through them. Identifying trust boundaries also supports future definition of zones and 
conduits (see IEC 62443-3-2 [91), and thus is a primary component in the definition of the 
security architecture of the product. Sample data assets (resources) include: 

a) databases and database tables ; 

b) configuration files ; 

c) cryptographic key stores ; 

d ) access control lists (ACLs); 

e) registry keys ; 

f) web pages (static and dynamic); 

g) audit logs; 

h) network sockets / network media; 

i) inter-process communications (IPC), services and remote procedure call (RPG) resources; 

j) any other f iles and directories ; and 

k) any other memory resource . 

Based on analysis of the product security requirements, the product security context and trust 
boundary considerations , the design can be developed for interfaces that include the 
defin ition of user roles, privileges and authorization/access permissions requ ired to use the 
interfaces as well as specific security capabili t ies (for example, authentication, encryption and 
logging) that provide additional safeguards . As part of the design of the defense in depth 
strategy, the expected use of compensating mechanisms and third-party hardware or soft ware 
components wi ll aid in the assessment of the adequacy of the defense in depth strategy 
(see 7.4) . 

Finally, preparing documentat ion for the use of externally accessible interfaces (for example, 
by users and third-parties) reduces the potential for accidental misuse. 

7.3 5D-2: Defense in depth design 

7.3.1 Requirement 

A process shall be employed to implement multiple layers of defense using a risk based 
approach based on the threat model. This process shall be employed for assigning 
responsibil ities to each layer of defense. 

NOTE 1 Each layer provides additional defense mechanisms. 

NOTE 2 It is possible for any layer to be c,ompromised; therefore, secure design principles (see 7.2) are appl ied 
to each layer. 

NOTE 3 The obj ective is to reduce the attack surface of the subsequent layers. 
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7.3.2 Rationale and supplemental guidance 

For example, the TCP/IP stack could check for invalid packets , an HTTP server could 
authenticate input and then another layer could validate that the input and audit logs are 
produced for admin istrative changes. Each layer provides an add itional defense mechanism , 
has a responsibility and provides attack surface reduction for the next layer. Each layer 
assumes that the layer in front of it can be compromised. 

7.4 SD-3: Security design review 

7.4.1 Requirement 

A process shall be employed for conducting design reviews to identify, characterize and track 
to c losure securi ty-related issues associated w ith each sign ificant revision of the secure 
design including but not limited to: 

a) security requirements (see Clause 6) that were not adequately addressed by the design; 

NOTE 1 Requirements allocation, including security requi rements, is part o f t ypical design processes. 

b) threats and their ability to exploit product interfaces , trust boundaries, and assets 
(see 7.2); and 

c) identificat ion of secure design practices (see 7.5) that were not followed (for examp le , 
failure to apply principle of least privilege) . 

NOTE 2 Characterizing threats and their ability to exploit inte rfaces is often referred to as threat modelling. 

7.4.2 Rationale and supplemental guidance 

T his process is required to ensure that the secure design addresses the requirements and 
threats (see Clause 6) defined for the product, and that design best practices have been 
followed (see 7.5) . All discovered security-related issues are to be documented and tracked 
through the processes defined by 7.4 a nd 10.5. 

Having this process means that each version of the design is reviewed to determine: 

a) whether any product security requirements have not been adequately addressed by t he 
defense in depth strategy ; and 

b) whether there are threat vectors (paths for threats to follow) that bypass the defense in 
depth strategy or that are otherwise capable of breaching the defense in depth strategy. 

In either case, the threat model is to be updated to reflect security-related issues discovered 
as a result of the review process. 

7.5 SD-4: Secure design best practices 

7.5.1 Requirement 

A process shall be employed to ensure that secure design best practices are documented and 
applied to the design process. These practices shall be period ically reviewed and updated . 
Secure design practices include but are not limited to : 

a) least privilege (grant ing only the privileges to users/software necessary to perform 
intended operations) ; 

b) using proven secure components/designs where possible; 

c) economy of mechanism (striving for simple designs); 

d) using secure design patterns; 

e) attack surface reduction; 

f) documenting all trust boundaries as part of the design; and 
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g) removing debug ports , headers and traces from c ircuit boards used during development 
from production hardware or documenting their presence and the need to protect them 
from unauthorized access . 

7 .5.2 Rationale and supplemental guidance 

This process is required to ensure that guidance is provided to developers to help them avoid 
common pitfalls during design that could lead to later security issues. 

Having this process means that the product supplier has a l ist of security best practices that is 
maintained and followed during the development of the secure design for the product. These 
best practices shou ld be based commonly accepted security best practices in industry for the 
type of product being developed. It is completely up to the supplier to determine which 
practices they consider to be most appropriate for their design practices. These practices are 
kept current as a result of both changes in the industry and the application of lessons learned 
by the product supplier. 

Note that these practices apply to both hardware and software design. 

8 Practice 4 - Secure implementation 

8.1 Purpose 

T he processes specified by this practice are used to ensure that the product features are 
implemented securely. 

8.2 Applicability 

Requirements in this practice apply to all hardware and software components in the product 
with the exception of externally provided components. For externally provided components, 
requirement 5.11 applies instead. 

8.3 Sl-1: Security implementation review 

8.3.1 Requirement 

A process shall be employed to ensure that implementation reviews are performed for 
identifying, characterizing and tracking to c losure security-related issues associated with the 
implementation of the secure design including: 

a) identification of security requirements (see Clause 6) that were not adequately addressed 
by the implementation ; 

NOTE Requirements allocat ion, including security requirements, is part of typical design processes. 

b) identification of secure coding standards (see 8.4) that were not followed (for example, 
use of banned funct ions or fai lu re to apply principle of least privilege) ; 

c) Static Code Analysis (SCA) for source code to determine security coding errors such as 
buffer overflows , null pointer dereferencing, etc. using the secure coding standard for the 
supported programming language. SCA shall be done using a tool if one is available for 
the language used. In add ition, static code analysis shall be done on all source code 
changes including new source code. 

d) review of the implementation and its traceability to the security capabilities defined to 
support the security design (see Clause 7); and 

e) examination of threats and the ir ability to exploit implementation interfaces, trust 
boundaries and assets (see 7.2 and 7.3). 
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8.3.2 Rationale and supplemental guidance 

This process is required to ensure that the implementation properly addresses (implements) 
the secure design and its associated secur ity requirements and follows implementation best 
prac tices. 

Having this process means that t he product suppl ier conducts a comprehensive set of security 
reviews of the implementation and its design. Different types of reviews w ill typically be used 
to address d ifferent object ives. For example, manual reviews are typically conducted against 
the implementation design to verify that requ irements are being met and that the 
implementation w i ll adequately protect against threats expected to be present. In addition , 
manual source code reviews may be used to examine source code for adherence to best 
practices (see 8.4) , and automated static source code analysis may be used to identify 
anomalies , including security vulnerabili ties in the code as well as non-conformities w ith g iven 
programming rules. 

8.4 S1-2: Secure coding standards 

8.4 .1 Requirement 

The implementatio n processes s hall incorporate security coding standards that are 
periodically reviewed and updated and include at a minimum: 

a) avoidance of potentially exploitable implementation constructs - implementat ion design 
patterns that are known to have security weaknesses ; 

b) avoidance of banned functions and coding constructs/design patterns - software functions 
and design patterns that shou ld not be used because they have known security 
weaknesses; 

c) automated tool use and settings (for example , for stat ic analysis tools); 

d) secure coding practices; 

e) validation of all inputs that cross trust boundary. 

f) error handling. 

8.4.2 Rationale and supplemental guidance 

This process is required to ensure that guidance is provided to developers to help them avoid 
common p itfalls during implementation that could lead to later security issues. 

Having this process means that the product supplier has a list of security best practices that it 
maintains and follows dur ing the implementat ion of a product. These best practices should be 
based on commonly accepted security best practices in industry for the type of product being 
developed. It is completely up to t he supplier to determine wh ich practices they consider to be 
most appropriate for thei r design and coding standard. These practices are kept current as a 
result of both changes in the industry and the applicat ion of lessons learned by the product 
supplier. 

9 Practice 5 - Security verification and validation testing 

9.1 Purpose 

T he processes specified by th is practice are used to document the security testing requ ired to 
ensure that all the security req uirements have been met for the product and that security of 
the product is maintained when it is used in its product security context and configured to 
employ its defense in depth strategy. 

Security testing can be performed at various times by various personnel during the SDL 
based o n the type of testing and the development model used by the vendor. For examp le , 
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fuzz testing could be performed during software development by the software development 
team and later in the cycle by a test team. 

Issues uncovered by testing will be addressed as per "Practice 6 - Security defect 
management". 

9.2 SVV-1: Security requirements testing 

9.2.1 Requirement 

A process shall be employed for verifying that the product security functions meet the security 
requirements and that the product handles error scenarios and invalid input correctly. Types 
of testing shall include: 

a) functional testing of security requirements; 

b) performance and scalability testing; and 

c) boundary/edge condition , stress and malformed or unexpected input tests not specifically 
targeted at security. 

9.2.2 Rationale and supplemental guidance 

This process is req uired to ensure that the product meets the security requirements defined 
for it (see Clause 6). 

Having this process means that the product supplier verif ies through testing that the product 
meets its documented security requirements. 

Examples of the types of funct ionality in scope for security requirements include: 

a) general security capabilities {features) ; 

b) API (application programming interface); 

c) permission delegation; 

d) anti-tampering and integrity functionality; 

e) signed image verification; and 

f) secure storage of secrets. 

9.3 SVV-2: Threat mitigation testing 

9.3.1 Requirement 

A process shall be employed for testing the effectiveness of the mitigation for the threats 
identif ied and validated in the threat model. Activities shall include: 

a) creating and executing p lans to ensure that each mitigation implemented to address a 
specific t hreat has been adequately tested to ensure that the mitigation works as designed; 
and 

b) creating and executing plans for attempting to thwart each mitigation. 

9.3.2 Rationale and supplemental guidance 

The effectiveness of mitigations to threats identified by the threat model are tested as part of 
this practice. Examples of threat mit igation testing include attempts to thwart mitigations 
identified using the spoofing , tampering , repudiation , information disclosure, denial of service 
and elevation of privilege (STRIDE). For example, if STRIDE ident ified authentication as a 
mitigation for spoofing threat mit igation tests would focus on bypassing authentication . 

If a layered defense strategy is used as a mitigation, t hen the effectiveness of each layer 
would be tested. For example, if the product employs the combination of authentication, 
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authorization and audit logs as a layered d efense strategy to thwart tampering, then each 
layer will be tested for its contribution to this mit igation strategy. 

This process is required to ensure that the product's defense in depth and threat mitigation 
strategies and capabilities are effective . 

9.4 SVV-3: Vulnerability testing 

9.4.1 Requirement 

A process shall be employed for performing tests that focus on identifying and characterizing 
potential security vulnerabilit ies in the product. Known vulnerability testing shall be based 
upon, at a minimum, recent contents of an established, industry-recognized, public source for 
know n vulnerabilities. Test ing shall include: 

a) abuse case or malformed or unexpected input testing focused on uncovering security 
issues. This shall include manual or automated abuse case testing and specialized types 
of abuse case testing on all external interfaces and protocols for which tools exist . 
Examples include fuzz testing and network traffic load test ing and capacity testing; 

b) attack surface analysis to determine all avenues of ingress and egress to and from the 
system , common vulnerabil ities including but not limited to weak ACLs, exposed ports and 
services running with elevated privileges; 

c) black box known vulnerability scanning focused on detecting known vulnerabilities in the 
product hardware, host or software components. For example, this could be a network 
based known vu lnerability scan; 

d) for compiled software, software composition analysis on all binary executable f iles , 
including embedded firmware, delivered by the supplier to be installed for a product. T his 
analysis shall detect the following types of problems at a minimum: 

1) known vulnerabilities in the product software components; 

2) linking to vulnerable libraries; 

3) security rule violations ; and 

4) compiler settings that can lead to vulnerabilities; 

e) dynamic runt ime resource management testing that detects flaws not visible under static 
code analysis , including but not limited to denial of service conditions due to fai ling to 
release runtime handles, memory leaks and accesses made to shared memory without 
authentication . This testing shall be appl ied if such tools are available. 

9.4.2 

Void. 

Rationale and supplemental guidance 

9.5 SVV-4: Penetration testing 

9.5.1 Requirement 

A process shall be employed to identify and characterize security-related issues via tests that 
focus on discovering and exploiting security vulnerabilities in the product. 

9.5.2 Rationale and supplemental guidance 

Penetrat ion testing focuses specifically on compromising the confidentiali ty, integrity or 
availability of the product. It can involve defeating multiple aspects of the defense in depth 
design. For example , bypassing authentication to access the product, using elevation of 
privi lege to gain admin istrative access and then compromising confidentiality by breaking 
encryption. As this example shows, penetration testing involves approaching testing like an 
attacker and often involves exploiting chained vulnerabili ties in a p roduct. 
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This process is required to ensure that efforts have been taken to discover security-related 
issues in the product or product documentation that could allow the product to be exploited. 

Having this process means that the product supplier attempts to breach the security of t he 
product through penetration testing. Penetration testing consists of confirming that 
vulnerabi lities in any product capability or the defense in depth strategy can be exploited and 
used to compromise security of the product. It requires in depth knowledge of the type of 
product being tested along with security testing tools and techniques. Penetration testing can 
involve the use of manual techniques, test tools or combinations of t he two. 

9.6 SVV-5: Independence of testers 

9.6.1 Requirement 

A process shall be employed to ensure that individuals performing testing are independent 
from the developers who designed and implemented the product according to Table 3. 

Table 3 - Required level of independence of testers from developers 

Test type Reference Level of Independence 

Securily requiremenls testing SVV-1 - Securily requirements Independent department 
test ing 

Threal mitigation resting SVV-2 - Threat miligation tesling Independent department 

Abuse case lesling SVV-3 - Vulnerabi lity tes l ing Independent person 

Static code analysis Sl-1 - Security implementation None 
review 

Attack surface analysis SVV -3 - Vulnerabi lity tes l ing Independent person 

Known vulnerabilily scanning SVV-3 - Vulnerabi lily tes l ing Independent person 

Software composi tion analysis SVV-3 - Vulnerabi lity tes l ing None 

Penetrat ion testing SVV-4 - Penetral ion resting Independent department or 
organization 

T he levels of independence a re defined as follows: 

• None - no independence required. Developer can perf orm the testing. 

• Independent person - the person who performs the testing cannot be one of the 
developers of the product. 

• Independent department - the person who performs the testing cannot report to the 
same first line manager as any developers of the product. Alternatively, they could be a 
member of a quality assurance (QA) department. 

• Independent organization - the person who performs the testing cannot be part of the 
same organization as any developers of the product. An organization can be a separate 
legal entity, a d ivision of a company or a department of a company that reports to a 
d ifferent executive such as a vice president or similar level. 

9.6.2 Rationale and supplemental guidance 

An independent tester can often find out more, other and different defects than a tester 
working within a programming team - or a tester who is by profession a prog rammer. Such a 
tester brings a different set of assumptions to testing and to reviews, which often helps in 
exposing the hidden defects and problems. In add ition, an independent tester who reports to 
senior management can report his results honestly and without any concern for reprisal t hat 
m ight result from pointing out problems in co-workers' or, worse yet , the manager's work . 
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Additional security defects can often be found when a tester's black-box level knowledge of 
the product is supplemented with white-box level knowledge of a developer acting as an 
advisor to the tester. 

10 Practice 6 - Management of security-related issues 

10.1 Purpose 

The processes specified by this practice are used for handling security-related issues of a 
product that has been configured to employ its defense in depth strategy (see Clause 7) 
within the product security context (see Clause 6). 

10.2 DM-1: Receiving notifications of security-related issues 

10.2.1 Requirement 

A process shall exist for receiving and tracking to closure security-related issues in the 
product reported by internal and external sources including at a minimum: 

a) security verification and validation testers; 

b) suppliers of th ird -party components used in the product; 

c) product developers and testers ; and 

d) product users including integrators, asset owners, and maintenance personnel. 

NOTE External security verification and val idation testers include researchers . 

10.2.2 Rationale and supplemental guidance 

This process is required to ensure that security-related issues/defects discovered by any 
organization within the product supplier or external organizations (for example, product users 
and security researchers) can be reported to the product supplier and tracked to closure. 

Having this process means that the product supplier defined instructions for reporting 
security-related issues (see 1S0/IEC 30111 [231) to it. For reports from external entities, the 
product supplier will have incident response processes such as those identified in 
1S0/IEC 2914 7 [22) for receiving vulnerability reports about supported products and 
interacting with the entity that reported the issue. 

Guidelines for report ing security-related issues are to be readi ly accessible to each of the 
potential internal and external sources of these reports. Awareness training, product 
documentation and support websites are all potenti al ways to communicate t his information . 
These guidelines include: 

a) information needed to facilitate validation; 

b) how to protect the confidentiality of and access to the information being reported ; 

c) the degree of communications with the entity that reported the security-related issue; 

d) timelines for reporting internally discovered security-related issues in released products; 
and 

e) a strategy for handl ing third-party component vulnerabilities discovered internally. 

10.3 DM-2: Reviewing security-related issues 

10.3.1 Requirement 

A process shall exist for ensuring that reported security-related issues are investigated in a 
timely manner to determine their: 

a) applicability to th e product; 
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b) verifiability; and 

c) threats that trigger the issue. 

NOTE Timel iness is driven by market forces. 

10.3.2 Rationale and supplemental guidance 

This process is required to ensure that security-related issues reported to the product supplier 
are examined to determine that they are applicable to the product, are verifiable, and that the 
cause of the issue (such as the threat(s)) is understood. 

Having this process means that the product supplier verifies all security issues reported to it. 
Perceived security-related issues can be unsubstantiated or not appl icable to the product, so 
there needs to be a process to verify and examine reported vulnerabil it ies (see 
1S0/IEC 30111 ). 

For security-related issues in components maintained by the product developer, this process 
can involve such activities as attempting to reproduce the reported vulnerability or examining 
the third-party embedded source code's usage within the product. For security-related issues 
in components maintained by a third-party, this process can be as straightforward as 
comparing the version of the third-party binary with the versions to which the patch applies. 

10.4 DM-3: Assessing security-related issues 

10.4.1 Requirement 

A process shall be employed for analysing security-related issues in the product to include: 

a) assessing their impact with respect to: 

1) the actual security context in which they were discovered; 

2) the product's security context (see Clause 6); and 

3) the product's defense in depth strategy (see Clause 7) ; 

b) severity as defined by a vulnerability scoring system (for example , CVSS); 

c) identifying all other products/ product versions containing the security-related issue (if any); 

d ) identifying the root causes of the issue; and 

e) identifying related security issues. 

For root cause analysis, a methodical approach such as that described in IEC 62740 [25] may 
be employed. 

10.4.2 Rationale and supplemental guidance 

This process is required to ensure that the potential impact of security-related design issues 
is examined and understood to support decisions related to how they will be addressed. 

Having th is process means that the product supplier assesses the potential impact and 
severity of each security-related issue, determines whether the issues exist in other products 
or versions (for example, by using the same or similar components) and identifies the root 
causes of the issue. Completing such an assessment provides the basis for determining how 
to address the issue (see 10.5), and which development life-cycle processes , such as 
redesign activities and threat model updates, may be invo lved in the resolution. 

NOTE Risk assessments can be used in this evaluation o f security-re lated issues . 

Verifiable security-related issues can vary widely in their security impact and their distribution 
within the product, so there needs to be a process for characterizing each issue so that an 
appropriate resolution can be determined. 
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It is recommended that the process identify conditions that would exit the security defect 
management process such as duplicate, non-security, and third-party security-related issues 
(see ISO/ IEC 30111 ) . The impact assessment should also take into consideration additional 
factors such as the scope of affected product users , the potential for collateral damage, the 
availabil ity of exploits and (for control systems) the potential impact to essential functions 
(see IEC 62443-3-3). 

The impact assessment may be as simple as a qualitative rating (for example, low, medium 
and high), a more quantitative method based on likelihood and consequence or a 
standardized method such as the CVSS. A security-related issue that is associated with a 
widely used design pattern or implementation method can be symptomatic of a larger problem. 
In such a situation, th e impact assessment associated with the vulnerabili ty should address 
the combined impact of all instances rather than dealing with each instance in isolation . 

10.5 DM-4: Addressing security-related issues 

10.5.1 Requirement 

A process shall be employed for addressing security-related issues and determining w hether 
to report them based on the results of the impact assessment (see 10.4 ). The supplier shall 
establish an acceptable level of residual risk that shall be applied when determining an 
appropr iate way to address each issue. Options include one or more of the following : 

a) fixing the issue through one or more o f the fo llowing: 

1) defense in depth strategy or design change; 

2) addition of one or more security requirements and/or capabilities; 

3) use of compensating mechanisms; and/or 

4) disabl ing or removing featu res; 

b) creating a remediation plan to fix the problem; 

c) deferring the problem for future resolution (reapply t his requirement at some time in the 
future) and specifying the reason(s) and associated risk(s); 

d) not fixing the problem if the residual risk is below the established acceptable level of 
residual risk. 

In all cases, the following shall be done as well: 

a) inform other processes of the issue or related issue(s), including processes for other 
products/product revisions ; and 

b) inform third parties if problems found in included th ird-party source code . 

When security-related issues are resolved recommendations to prevent similar errors from 
occurring in the future shall be evaluated. 

This process shall include a periodic review of open security-related issues to ensure that 
issues are being addressed appropriately. This periodic review shall at a minimum occur 
during each release or iteration cycle . 

NOTE W hen the resolution decision is to fix the security-related issue in the product implementation, the timing of 
the release of the fix can resu lt in a patch (see C lause 12) or the f ix can be deferred unt il the neX1 release. 

10.5.2 Rationale and supplemental guidance 

This process is required to ensure that a determ ination is made for how to handle (address) 
each security-related issue and that no security-related issue is inadvert ently overlooked or 
ignored. 

Having this process means that the product supplier reviews the potential residual r isk of 
each security-related issue and makes a justifiable decision for how to hand le (address) it. 
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Residual risk can be determined using many different methods. An example would be to start 
with CVSS score , but then add other security controls and countermeasures not accounted for 
in CVSS such as whether the issue is applicable to t he product's security context. 

The process for deciding upon and implementing a resolution to a security-related issue 
needs to address these considerations (see 1S0/IEC 30111 ) because of their poten tial impact : 

a) a proposed resolution can violate a premise of the secure design that other aspects of t he 
product rely upon ; 

b) a proposed resolut ion can be unnecessary because of a mismatch between the report ing 
entity's security context and the product security context ; 

c ) a proposed resolut ion can only partially reduce the impact of the security-related issue, 
may take an unacceptably long time to implement because of its complexi ty, or may be so 
unusable that it is likely to be d isabled ; and 

d) a proposed resolution can introduce side-effects that are unacceptable. 

Timeliness for determining and implementing a resolution based on the impact of the security­
related issue will typically align with market forces and may drive establishment of c lear 
interfaces to related organizational processes (for example, legal, customer service and 
public relat ions) to avoid unnecessary delays. 

10.6 DM-5: Disclosing security-related issues 

10.6.1 Requirement 

A process shall be employed for informing product users about reportable security-related 
issues (see 10.5) in supported products in a timely manner w ith content that includes but is 
not lim ited to the following information: 

a) issue descript ion, vulnerability score as per CVSS or a s imilar system for ranki ng 
vulnerabilities, and affected product version(s); and 

b) description of the resolut ion. 

NOTE 1 The descript ion of the resolution can include references to installation of patches (see Clause 12). 

NOTE 2 Timeliness is driven by market forces. 

The strategy for handling third-party component vulnerabilities discovered by the product 
developer should take into account the possib ility of premature pub lic disclosure by the third­
party component supplier. 

10.6.2 Rationale and supplemental guidance 

This process is required to ensure that product users are informed of resolved security-related 
issues that have been designated as reportable. Reportable resolutions are typically those 
that are related to released products and whose issue severity is deemed high enough to 
report by the product supplier. Product users need this information to make informed security 
assessments about their operations , and service providers use this information to handle 
vulnerabilit ies as part of their event management capability (see IEC 62443-2-4). 

Having this process means that the product supplier has procedures for determining which 
security issues are reportable, and reporting resolutions for reportable issues to the users of 
the product. The disclosure process will typically include provisions for informational alerts in 
addition to vulnerability notices. For example , informational alerts can be used to notify 
product users of compensating mechanisms in response to current cyber security act iv ity or to 
inform product users that the product is not susceptible to a highly publicized vulnerability. 
See I EC 2914 7 (22] for information regarding content of notifications. 
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10.7 DM-6: Periodic review of security defect management practice 

10 .7.1 Requirement 

A process s hall be employed for conducting periodic reviews of the secu rity-related issue 
management process . Periodic revi ews of the process shall, at a minimum, examine 
security-related issues managed through the process since the last periodic review to 
determine if the management process was complete, efficient, and led to the resolution of 
each secur ity-related issue. Periodic reviews of the security-rela ted issue management 
process shall be conducted at least annually. 

10.7 .2 Rationale and supplemental guidance 

This process is required for continuous improvement of the issue management practice. 

11 Practice 7 - Security update management 

11 .1 Purpose 

T he processes specified by this practice are used to ensure that security updates associated 
with the product are tested for regressions and made available to product users in a t imely 
manner. 

11 .2 SUM-1: Security update qualification 

11.2.1 Requirement 

A process shall be employed for verifying that 

1) secur ity updates created by the product developer address the intended security 
vulnerabilities; 

2 ) secur ity updates do not introduce regressions , including but not limited to patches created 
by: 

a) the product developer; 

b) suppliers of components used in the product; and 

c) suppliers of components or p latforms on which the product depends. 

The process should include a confirmation that update is not contradicting other operational, 
safety o r legal constraints. 

11 .2.2 Rationale and supplemental guidance 

This process is required to ensure that patches applicable to the product are evaluated to 
ensure that they do not adversely affect operation of the product. 

Having this process means that qualification of patches (typically via test ing) is performed to 
v erify that patches applicable to the product do not directly or indirectly (for example , via side 
effects) compromise the p roduct's operation or defense in depth strategy (see Clause 7). 
Documentation about this process may be used by the service provider to address t he patch 
management requirements of IEC 62443-2-4 . 

11 .3 SUM-2: Security update documentation 

11 .3 .1 Requireme nt 

A process shall be employed to ensure that documentation about product secu rity updates is 
made available to product users that includes but is not limited to : 

a) the produc t version number(s) to wh ich the security patch applies ; 
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b) instructions on how to apply approved patches manually and via an automated process ; 

c) description of any impacts that applying the patch to the product can have, including 
reboot; 

d) instructions on how to verify that an approved patch has been applied; and 

e) risks of not applying the patch and mediations that can be used for patches that are not 
approved or deployed by the asset owner. 

11.3.2 Rationale and supplemental guidance 

This process is required to ensure that security patches are documented to allow approved 
patches to be installed and non-approved patches to be remediated . 

Having th is process means that the product supplier provides or otherwise makes 
documentation available that identifies and describes applicable security patches, how to 
install approved patches, how to determine patch status (whether a patch has been applied) 
of components and how to mediate non-approved patches. See the patch management 
requirements of I EC 62443-2-4 for more information. 

11.4 SUM-3: Dependent component or operating system security update 
documentation 

11.4.1 Requirement 

A process shall be employed to ensure that documentation about dependent component or 
operating system security updates is made available to product users t hat includes bu t is not 
limited to : 

a) stating whether the product is compatible with the dependent component or operating 
system security update; and 

b) for security updates that are unapproved by the product vendor, the mitigations that can 
be used in lieu of not applying the update. 

11.4.2 Rationale and supplemental guidance 

End users are hesitant to install software in an IACS that might upset operations. As a result, 
vendors need to provide information to the users about whether a particular security update of 
the operating system is compatible with the product. 

11.5 SUM-4: Security update delivery 

11.5.1 Requirement 

A process shall be employed to ensure that security updates for all supported products and 
product versions are made available to product users in a manner that facilitates verification 
that the security patch is authentic. 

11.5.2 Rationale and supplemental guidance 

This process is requ ired to ensure that product users can obtain appl icable security patches 
for the product in a timely manner and to red uce the possibi lity that the security patches are 
fraudulent (see Clause 11 ). 

Having this process means that the product supplier provides a mechanism or technique that 
allows product users to verify the authenticity of patches. Concurrent release of patches for all 
supported versions can reduce the time w indow between awareness of the vulnerability and 
the availability of patches . 



-44-

11.6 SUM-5: Timely delivery of security patches 

11.6.1 Requirement 
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A process shall be employed to define a policy that specifies the timeframes for delivering a nd 
qual ifying (see 11 .2) security updates to product users and to ensure that this policy is 
followed . At a minimum, this policy shall consider the following factors : 

a) the potential impact of the vulnerability; 

b) public knowledge of the vulnerability; 

c) whether published exploits exist for the vulnerability ; 

d) the volume of deployed products that are affected ; and 

e) the availability of an effective m itigation in lieu of the patch. 

11.6.2 Rationale and supplemental guidance 

Security updates typically have target release timing wh ich is based on the factors listed in 
this requirement. For example, some companies classify patches as requ ired to be addressed 
within 30 days, 60 days or 90 days or longer of being found. 

12 Practice 8 - Security guidelines 

12.1 Purpose 

The processes specified by this practice are used to provide user documentation that 
describes how to integrate, configure, and maintain the defense in depth strategy of the 
product in accordance with its product security context (see Clause 6) . IEC 62443-2-4 defines 
complementary hardening requirements for the use of t his documentat ion by IACS service 
providers. 

Applying and maintaining the defense in depth strategy for a specific installation w ill typically 
address the following: 

a) policies and procedures associated with the product security context, as defined in 
Clause 6 ; 

b) architectural considerations, such as firewall placement and use of compensating 
mechanisms including security measures, as defined in Clause 7; 

c) configuring security settings/options , such as configuring firewall ru les, delegation , 
certificate management, and managing user accounts (for example, setting their 
privileges/permissions); and 

d) use of tools to assist in the hardening. 

NOTE Patching is not included in this list. but is addressed in Clause 11 . 

T he remai nder of Clause 12 defines requirements for development processes used to produce 
and maintain this documentation. Supporting these requirements means that the product 
supplier has identifiable processes for creating , maintaining and delivering documentation that 
describes how to harden the product. 

12.2 SG-1: Product defense in depth 

12.2.1 Requirement 

A process shall exist to create product user documentation that describes the security 
defense in depth strategy for the product to support installation, operation and maintenance 
that includes: 

a) security capabil ities implemented by t he product and their role in the defense in depth 
strategy; 



IEC 62443-4-1 :2018 © IEC 2018 -45-

b) threats addressed by the defense in depth strategy; and 

c) product user mitigation strategies for known security risks associated with the product, 
including risks associated with legacy code. 

12.2.2 Rationale and supplemental guidance 

This process is required to ensure that documentation for the defense in depth strategy is 
produced to support hardening of the product at the customer site. Such documentation is 
required by I EC 62443-2-4, that defines security requirements for IACS installation and 
maintenance service providers. 

Having this process means that the product supplier documents various aspects of the 
defense in depth strategy necessary to harden the product during installation and keep it 
hardened during its lifetime of use. Aspects of the defense in depth strategy to be 
documented include the residual threats that are expected to be present and capable of 
attacking t he product , the security capabilities of the product to safeguard it against these 
threats and any compensating security controls/ mitigations that can be used with the product 
to further protect the product. 

12.3 SG-2: Defense in depth measures expected in the environment 

12.3.1 Requirement 

A process shall be employed to create product user documentation t hat describes the security 
defense in depth measures expected to be provided by the external environment in which the 
product is to be used (see Clause 6). 

NOTE These measures can also come from 10.5. 

12.3.2 Rationale and supplemental guidance 

This process is required to ensure that documentat ion for the defense in depth strategy is 
produced to support hardening o f the product at the customer site . Such documentation is 
required by I EC 62443-2-4, that defines security requirements for IACS installation and 
maintenance service providers. 

Having this process means that the product supplier documents various aspects of the 
defense in depth strategy necessary to harden the product during installation and keep it 
hardened during its lifetime of use. 

12.4 SG-3: Security hardening guidelines 

12.4.1 Requirement 

A process shall be employed to create product user documentation that includes guidelines 
for hardening the product when installing and maintaining the product. The guidelines shall 
include, but are not limited to, instructions , rat ionale and recommendations for the following : 

a) integration of the product, including third-party components, with its product security 
context (see Clause 6) ; 

b) integration of the product's application programming interfaces/protocols with user 
applications; 

c) applying and maintaining the product's defense in depth strategy (see Clause 7) ; 

d) configuration and use of security options/capabilities in support of local security policies, 
and for each security option/capability: 

1) its contribution to the product's defense in depth strategy (see Clause 7) ; 

2) descriptions of configurable and default values that include how each affects security 
along with any potential impact each has on work practices; and 
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3) setting/changing/deleting its value; 

e) instructions and recommendations for the use of all security-related tools and utilities that 
support administration, monitoring , incident handling and evaluation of the security of the 
product; 

f) instructions and recommendations for periodic security maintenance activities; 

g) instructions for reporting security incidents for the product to t he product supplier ; and 

h) description of the security best practices for maintenance and administration of the 
product. 

12.4.2 Rationale and supplemental guidance 

This process is required to ensure that instructions that describe how to harden the product 
and keep it hardened are documented. Such documentation is required by IEC 62443-2-4 that 
defines security requirements for IACS installation and maintenance service providers . 

Having this process means that the product suppl ier creates user documentation that provides 
directions for hardening the product during installation and for keeping it hardened during t he 
lifetime of t he product use. This requirement recognizes that the security policies and 
requirements for customer sites are often different, and as a result , instructions for securely 
integrating the product into the customer site, configuring it appropriately and maintaining its 
security are necessary. 

12.5 SG-4: Secure disposal guidelines 

12.5.1 Requirement 

A process shall be employed to create product user documentation that includes guidelines 
for removing the product from use. T he guidelines shall include, but is not limited to, 
instructions and recommendations for the following: 

a) removing the product from its intended environment (see Clause 6) ; 

b) including recommendations for removing references and configuration data stored within 
the environment; 

c) secure removal of data stored in the product ; and 

d) secure disposal of the product to prevent potential disclosure of data contained in the 
product that could not be removed as described in c) above. 

12.5.2 Rationale and supplemental guidance 

This process is required to ensure that instructions that describe how to securely take the 
product out of use (decommission it) are documented. Such documentation is required by 
IEC 62443-2-4, that defines security requirements for IACS insta ll ation and maintenance 
service providers. 

Having this process means that the product supplier creates user documentat ion that provides 
directions for sanitizing the product of sensitive, conf idential and/or proprietary data and 
software. 

12.6 SG-5: Secure operation guidelines 

12.6.1 Requirement 

A process shall be employed to create product user documentation that describes: 

a) responsibi l ities and actions necessary for users, including administrators, to securely 
operate the product ; and 

b} assumptions regarding the behaviour of the user/administrator and their relationship to the 
secure operation of the product. 



IEC 62443-4-1 :2018 © IE C 2018 -47-

12.6.2 Rationale and supplemental guidance 

This process is required to ensure that instructions that describe the secure use of t he 
product during its operation and administration are included in the security guidelines. 

Having this process means that the product supplier creates user/administrator 
documentation that provides instructions for us ing the product securely. In general , th is 
represents a set of best practices for the secure use of the product. For example, this could 
include guidelines for certificate management, password management and other 
authentication mechanisms. 

12.7 SG-6: Account management guidelines 

12.7.1 Requirement 

A process shall be employed to create product user documentation that defines user account 
requirements and recommendations associated wi th the use of the product that includes, but 
is not l imited to: 

a) user account permissions (access control) and privi leges (user rights) needed to use the 
product, including , but not limited to operating system accounts , control system accounts 
and data base accounts; and 

b) default accounts used by the product (for example, service accounts) and instructions for 
changing default account names and passwords. 

12.7.2 Rationale and supplemental guidance 

This process is required to ensure that requirements for the user accounts necessary to use 
the product are defined and documented. 

Having this process means that the product supplier creates documentation that defines 
accounts and their settings, including default accounts, that are needed to use the product . 

12.8 SG-7: Documentation review 

12.8.1 Requirement 

A process shall be employed to identify, characterize and track to closure errors and 
omissions in all user manuals including the security guidelines to include: 

a) coverage of the product's security capabil ities ; 

b) integration of the product with its intended environment (see Clause 6) ; and 

c) assurance that all documented practices are secure. 

12.8.2 Rationale and supplemental guidance 

This process is requ ired to e nsure that the security-related documentation for the product is 
accurate and complete and that non-secure practices are not documented in other user 
documentation. 

Having this process means that the product's security-related documentation is reviewed to 
determine whether any product secu rity capabi lities have not been correctly or adequately 
addressed, and whether the documentation adequately describes how the product's defense 
in depth strategy is to be integrated w ith the product security context ; and if discrepancies are 
found, that a process exists for addressing them. 
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Annex A 
(informati ve) 

Possible metrics 
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Subclause 5.1 5 requi res that the development organ ization takes steps to cont inuously 
improve its process. Using metrics that show the effectiveness of the development process is 
helpfu l to determine if measurable improvements are being made. The specific metrics to be 
collected (if any) are up to t he p roduct developer and may vary signif icantly , b ut some 
examples are included in this Annex A. 

As an example , the baseline secur ity posture score (SPS) can be calculated as follows: 

NOTE 1 The actual method used by the vendor can vary. Using a scale of 0-100 with 100 being the worst , 
multiple factors are averaged toget her to determine the score. 

a) Functional security - Based on security f unctions defined in IEC 62443-4-2 

EXAMPLE 1 NSF - NRM normalized to 100 
w here 

NSF is the number o f security functions def ined in IEC 62443-4-2; 

NRM is the number o f such requirements met. 

b) Implementation security -

1) based on the resu lts of SCA 

EXAMPLE 2 ( 1- ( tv,;;: ))x100 
where 

NSCA is the number o f SCA security rules enabled returning 0 warnings; 

NSR is the total number of security rules. 

NOTE 2 This can be averaged over multiple modules. 

2) based on the results o f banned.h 

EXAMPLE 3 (1-(; ))x100 
where 

P is the number of projects linking to banned.h; 

TP is the number of total p rojects requ ired to link. 

c) Build security - Based on the compiler opti ons and flags 

EXAMPLE 4 (1-(~))x100 
where 

B is the number of clean BinScope component reports; 

C is the number of components. 

d) Deployme nt security - Based on the results of an analysis of the attack surface of the 
product 

EXAMPLE 5 (1-(i ))x100 
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where 

A is the number of mitigated attack vectors ; 

N is the total number of attack vectors. 

e) Current backlog - Based on the number of critical or important security defects in the 
product 

EXAMPLE 6 MIN ((50 ·CS/)+ (10 · (/SI), 100) 

where 

CS/ is the number of critical security issues ; 

ISi is the number of important security issues. 

f) Training - Based on the assessment scores of the engineers 

EXAMPLE 7 (1-(~;))xlOO 
where 

CA is the number of completed assessments ; 

SE is the total number of software engineers. 

g) SDL violations - Based on deviations to the SOL secure coding guidelines 

EXAMPLE 8 

where 

Cl is the number of secure code compliance checklist items in compliance ; 

CT is the total number of secure code compliance items in checklist. 

NOTE 3 Item number varies for code type such as Web, C ++, Managed, etc. 
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Annex B 
(informati ve) 

Table of requirements 
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Table 8.1 summarizes the requi rements in order to give an overview of this document . 

Table B.1 - Summary of all requirements 

Requirement number and name 

SM-1: Development process 

SM-2: Identificat ion of responsibil ities 

SM-3: Identification of applicability 

SM-4: Security expertise 

SM-5: Process scoping 

SM-6: SM-6: File integrity 

SM-7: Development environment security 

SM-8: Controls for private keys 

SM-9: Security requirements for externally provided components 

SM-1 0: Custom developed components from th ird-part y 

SM-11: Assessing and addressing security-related issues 

SM-12: Process verificat ion 

SM-13: Continuous improvement 

SR-1: Product security context 

SR-2: Threat model 

SR-3: Product security requ irements 

SR-4 : Product security requ irements content 

SR-5: Security requi rements rev iew 

SD-1: Secure design p rinc iples 

SD-2: Defense in depth design 

SD-3: Security design review 

SD-4: Secure design best practices 

Sl-1 : Security implementation review 

Sl-2: Secure coding standards 

SVV-1: Security requirements testing 

SVV-2: Threat m itigation test ing 

SVV-3: Vulnerabilit y testing 

SVV-4: Pene trat ion testing 

SVV-5: Independence of testers 

DM-1: Receiving notifications of security-related issues 

DM-2: Reviewing security- related issues 

DM-3: Assessing security-related issues 

DM-4: Addressing security-related issues 

DM-5: D isclosing security-related issues 

DM-6: Periodic review of security defect management practice 

SUM-1: Security update qual ification 



IEC 62443-4-1 :2018 © IE C 2018 - 5 1 -

Requirement number and name 

SUM-2: Security update documentation 

SUM-3: Dependent component or operating system security update documentation 

SUM-4 : Security update delivery 

SUM-5: Timely delivery of security patches 

SG·1: Product defense in depth 

SG-2: Defense in depth measures expected in the environment 

SG-3: Security hardening guidelines 

SG·4: Secure disposal guidelines 

SG-5: Secure operation guidelines 

SG-6 : Account management guidelines 

SG-7: Documentation review 



-52- IEC 62443-4-1 :2018 © IEC 2018 

Bibliography 

This bibliography includes references to sources used in the creation of this document as well 
as references to sources that can aid the reader in developing a greater understanding of 
cyber security as a whole and developing a management system. Not a ll references in this 
b ib liography are referred to throughout the text of this document. The references have been 
broken down into different categories depending on the type of source t hey are. 

References to other parts, both existing and anticipated, of the IEC 62443 series: 

(1) IEC TS 62443-1-1 , Industrial communication networks - Network and system security 
- Part 1-1: Terminnnology, concepts and models 

(2) IEC TR 62443-1-25, Security for industrial automation and control systems - Part 1-2: 
Master glossary of terms and abbreviations 

(3) IEC TS 62443-1-36, Security for industrial automation and control systems - Part 1-3: 
System security compliance metrics 

(4) IEC TR 62443-1-47, Security for industrial automation and control systems - Part 1-4: 
/ACS security life-cycle and use-cases 

[5) IEC 62443-2-1, Industrial communication networks - Network and system security -
Part 2-1: Establishing an industrial automation and control system security program 

(6) IEC T R 62443-2-28 , Security for industrial automation and control systems - Part 2 -2: 
Implementation guidance for an /ACS security management system 

(7) IEC T R 62443-2-3, Security for industrial automation and control systems - Part 2-3: 
Patch management in the /ACS environment 

(8) IEC TR 62443-3-1 :2009, Industrial communication networks - Network and system 
securi ty - Part 3-1: Security technologies for industrial automation and control systems 

(9) IEC 62443-3-2 9, Security for industrial automation and control systems - Part 3-2: 
Security risk assessment and system design 

[10) IEC 62443-3-3 , Industrial communication networks - Network and system securi ty -
Part 3-3: System security requirements and security levels 

(11] IEC 62443-4-210, Security for industrial automation and control systems - Part 4-2: 
Technical security requirements for /ACS components 

Other standards references: 

(12) 1S0 /IEC Directives, Part 2, Principles and rules for the structure and drafting of 
ISO and /EC documents 

5 Under consideration. 

6 Under consideration. 

7 Under consideration. 

8 Under consideration. 

9 Under preparation. Stage a l the time of publica tion: IEC/CDV 62443-3-2:2017. 

10 Under preparation. Stage al the time of publication : IEC/CDV 62443-4-2:2017. 



IEC 62443-4-1 :2018 © IEC 2018 -53-

(13) ISO 9001 , Quality management systems - Requirements 

(14) ISO/ IEC 10746-1, Information technology - Open distributed processing - Reference 
model: Overview 

(15) ISO/ IEC 10746-2, Information technology - Open distributed processing - Reference 
model: Foundations 

(16) ISO/ IEC 15408-1, Information technology - Security techniques - Evaluation criteria 
for IT security - Part 1: Introduction and general model 

(17) ISO/ IEC 15408-2, Information technology - Security techniques - Evaluation criteria 
for IT security- Part 2: Security functional components 

(1 8) ISO/ IEC 15408-3, Information technology - Security techniques - Evaluation criteria 
for IT security - Part 3 : Security assurance components 

(19) ISO/ IEC 27002, Information technology - Security techniques - Code of practice for 
information securi ty controls 

(20) ISO/ IEC 27001, Information technology - Security techniques - Information security 
management systems - Requirements 

(21 ) ISO/ IEC 27036-3, Information technology - Securi ty techniques - Information security 
for supplier relationships - Part 3 : Guidelines for information and communication 
technology supply chain security 

[22) ISO/ IEC 29147, Information technology - Security techniques - Vulnerability 
disclosure 

[23) ISO/ IEC 30111, Information technology - Security techniques - Vulnerability handling 
processes 

[24) IEC 61508 (all parts) , Functional safety of electrical/electronic/ programmable 
electronic safety-related systems 

[25) IEC 62740, Root cause analysis (RCA) 

[26) ISCI SDLA-300, Security Development Life-cycle Assurance 
Requirement, Version 1, Revision 3 

Certification 

(27) ISCI EDSA-312, Embedded Device Security Assurance - Certification Requirements 
Specifications - Software Development Security Assessment 

[28) ISCI EDSA-310, Embedded Device Security Assurance - Certification Requirements 
Specifications - Requirements for embedded device robustness testing, Version 
2.20O-178B, Software Considerations in Airborne Systems and Equipment 
Certification 

[29) NIST Special Publication 800-30, Guide for Conducting Risk Assessments 

[30) NIST Specia l Publ ication 800-37, Guide for Applying the Risk Management Framework 
to Federal Information Systems 

[31) NIST Specia l Publ ication 800-55, Performance Measurement Guide for Information 
Security 



-54- IEC 62443-4-1 :2018 © IEC 20 18 

(32) N IST Special Publicat ion 800-61, Computer Security Incident Handling Guide 

(33) N IST Special Publicat ion 800-82, Guide to Industrial Control System (/CS) Security 

(34) N IST Process Control Security Requirements Forum (PCSRF) and the Future of 
Industrial Control System Security 

(35) ISO/ IEC 27034 (all parts), Information technology - Security techniques - Application 
security 

Industry-specific and sector-specific references: 

(36) OWASP Comprehensive, Lightweight Appl ication Security Process (CLASP) , available 
at <http ://www.owasp.org/index.php/ Category :OWASP _CLASP _Project> (viewed 2017-
08-17) 

(37) Report on the Evaluation of Cybersecurity Self-assessment Tools and Methods , 
November 2004, ChemlTC, available at <http://www.chemicalcybersecurity.org/ > 
(viewed 2017-08-17) 

(38) U.S. Chemicals Sector Cyber Security Strategy, September 2006, available at 
<http://www.chemicalcybersecurity.org/ > [viewed 2017-08-17] 

(39) Building Security In Maturity Model, September 2011, Gary McGraw, Ph.D. , 
Brian Chess, Ph.D., & Sammy Migues, available at <http://www.bsimm.com/> [viewed 
2017-08-17) 

Other documents and published resources: 

(40) 

(41 I 

(42) 

CARLSON, Tom, Information Security Management : Understanding ISO 17799, 2001 

Carnegie Mellon Software Engineering Institute, CMMI for Systems 
Engineering/Software 
Development/Supplier 
CMU/ SEl-2002-TR-012 

Engineering/ Integrated Product and Process 
Sourcing, Version 1.1, Staged Representation, 2002, 

Carnegie Mellon Software Engineering Institute , CMMI for Development (CMMI-DEV), 
Version 1.3, 2010, CMU/ SEl-20 1 0-TR-033 

Books: 

(43) HOWARD, Michael and LIPNER, Steve, The Security Development Life-cycle; SDL A 
Process for Developing Demonstrably More Secure Software, 2006, Microsoft Press , 
Redmond, Washington 

(44) McGRAW, Gary, Software Security Building Security In, 2006, Addison-Wesley, Upper 
Saddle River, NJ 



INTERNATIONAL 

ELECTROTECHN ICAL 

COMMISSION 

3, rue de Varembe 

PO Box 131 
CH-1211 Geneva 20 

Switzerland 

Tel: +41 229190211 
Fax: + 4 1 22 919 03 00 

info@iec.ch 

www.iec.ch 




