Security for industrial automation
and control systems — Part 4-2
Technical security requirements for

7828
BUREAU
VERITAS

IACS components

ISA/ IEC 62443-4-2:2019
Security Capability Training
by SZ Lin (# £2)

BUREAU VERITAS
CONSUMER PRODUCTS SERVICES

SUPPLY CHAIN TRUST SOLUTIONS

Testing * Inspections * Audits * Certification  Advisory * Actionable Insights




Syllabus

Atz =il LR ARER ISA/IEC 62443-4-2 1 TREABCEETIRFEMZE RN K
Rtz bl : EEREZZERRASIN ISA/IEC 62443-4-2 12 EEMEET - EZ#EEEI¥QEH1E$D¢W%J MEMZEZNEEE
M o BB ZIREITRERRRINEX - S RN RIFAER - BEE2EBUEHENRSEmMEL K$°

n**&EW@ “3\
m)\ﬁﬂ‘ﬂ‘ﬁﬁx? FEAMIREY ISA/IEC 62443-4-2 FRTESK - B1EEHD %A;’%WHRTW%W?EEH ENREEmTEMRIIEN -
ERZEFDHT . pZERER - XA THERER PRI PEE AR A -
$J.E1igﬁi%ﬁ<ﬁ RUEREREREEZENZES ﬁ%%ﬂ%ﬂ’]agﬁgﬁzﬁﬁ
EREBIR  vmEREATE RNEBERERARE -
EFHEEIRE  FRBZEEE - IR EENIRENEREE Y\\
N
EeEHE . EREEHEGHILES xAﬁﬁIEW@mBMmmM%42EEMI¥§%mE$AE MELZIT =
Bl ~ ZRARZREERN ~ UK ERIERS I EE A B ,\
<\",}

HEEBE
3 /B

HEHN
mrizfn R ARBEREE - ERERA O - BEBEENERIGE

Jmﬁ

- BEERBERHE - EESUNEEREER






Slide / 4




tllsy
[=b
Uit

4

Slide /5






582l Al -F

» /RBEE - Ownership based authentication.
« IREEJE - Characteristic based authentication.

» REIBEE - Knowledge based authentication
« RIMEEE - Something you do
o RTEMF4E - Somewhere you are
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& F#& Bl (Two-factor authentication)

i35
P& ER % Al (Two-step authentication)
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What I1s RISk?



Risk

‘risk’ means the combination of the probability of occurrence of harm and the severity of that harm
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Cybersecurity Risk

Asset

Threat source &3\

N Launch Exploit O Result
[ ® @ \ B
,.-' b Threat Vector ) \@' nerability b Consequence
& N

| | ™
¥
e.g., Insiders, e.g., Unauthorized access 0‘\?“ e.g., Unpatched system, e.g., crifical data leakage,
hackers to system/ data, social plaintext communication service disruptions
engineering

Risk = Threat X Vulnerability X Consequence
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STANDARDS DEVELOPMENT ORGANIZATION COLLABORATION

Certification

Organization Standard Scheme

1SA)
~

<\ E ISASecure®

The ISA Security Compliance
Q/ Institute (ISCI) functions as an
‘b operational group within ISA’s
Automation Standards
Compliance Institute.
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\/ IEGEE

IEC-62443
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IEC
TC65/WG10
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IEC System of Conformity
Assessment Schemes for
Electrotechnical Equipment
and Components (IECEE)
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ISA/IEC 62443 CERTIFICATION SCHEME

momom

Certified Site (SDLA) \

ISASecure

ISA/IEC 62443-4-1

Certified System (SSA)

ISASecure

ISA/IEC 62443-4-1
ISA/IEC 62443-3-3

Certified Component (CSA)

ISASecure

ISA/IEC 62443-4-1
ISA/IEC 62443-4-2

Certified Component (ICSA)

ISA/IEC 62443-4-1

ISA/IEC 62443-4-2

ecure /

General

1-1 TS  Terminology, Concepts, and Models 2007
1-2 TR Master glossary of terms and abp_@sviations

1-3 System cybersecurity confor metrics

1-4 IACS security lifecycle and @ cases
Policies & Procedures

2-1 IS Establishing an IAGS Security program 2009
2-2 IACS securit am ratings

2-3 TR Patch man@e ent in the JACS environment 2015
2-4 IS  Securi ogram requirements for IACS service 2018

progders

2-5 TR %plementation guidance for IACS asset owners
System

3-1 TR Security technologies for IACS

3-2 IS Security risk assessment for system design 2020
3-3 IS System security requirements and security levels 2013
Component

4-1 IS Product security development life-cycle requirements 2018
a4-2 IS Technical security requirements for IACS components 2019

* IEC 62443-3-3:2013
 IEC 62443-4-1:2018
°\IEC 62443-4-2:2019

* IEC 62443-2-4:2015/AMD1:2017

/
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ﬁentification and authentication contrh
* Human user/ software process

identification and authentication

» Account management

+ Strength of password-based
authentication

* Unsuccessful login attempts

» Strength of public key-based
authentication

Restricted Data Flow

* Network segmentation

Use Control

* Authorization enforcement

* Mobile code management

* Auditable events

Data Confidentiality

* Information confidentiality

* Information persistence
\Use of cryptography

@

BUREAU
VERITAS

Timely response to evens
* Audit log accessibility
« Continuous monitoring

Availability

\_

Resource Availability

DoS protection
Resource management
Control system backup

Control system component inventory )

éystem Integrity \

Communication integrity

Session integrity

Update integrity

Software and information integrity
Support for update

Physical tamper resistance and
detection

Integrity of the boot process /




IEC62443-4-2 TECHNICAL SECURITY REQUIREMENTS FOR IACS
COMPONENTS

+10+0+0+-0-0+0-0

N

Foun d atl on al Req u | rement 4 Software Application Requirement (SAR)

@)

ldentification and authentication control iw\>

N
Use control \y\
System integrity
Data confidentiality
Restricted data flow
Timely response to evens
Resource availability

Embedded Device Requirement (EDR)

Host Device Requirement (HDR)

Component Requirement (CR) Network Device Requirement (NDR)

BUREAU VERITA_CYBERSECURITY SOLUTIONS .
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Device Type

/"
Embedded device Network device Software application

® general purpose device
running an operating system
(for example Microsoft
Windows OS or Linux)
capable of hosting one or
more software applications,
data stores or functions from
one or more suppliers

® Note 1 to entry: Typical
attributes include
filesystem(s), programmable
services, no real time
scheduler and full HMI
(keyboard, mouse, etc.).

@® special purpose device [
designed to directly monitor or
control an industrial process
EXAMPLE PLCs, wired or
wireless field sensor devices,
wired or wireless field )
actuator devices, safety \>
instrumented system (SIS) \i'“
controllers, distributed cantxol
system (DCS) contro j

® Note 1 to entry: TypiQ I
attributes limited age,
limited number of exposed
services, programmed
through an external interface,
embedded operating systems
(OSs) or firmware equivalent,
real-time scheduler, may have
an attached control panel,
and may have a
communications interface.

device that facilitates data

flow between devices, or

restr'Q/ the flow of data, but
ot directly interact with

aeontrol process

ote 1 to entry: Typical
attributes include embedded
OS or firmware, no HMI, no
real-time scheduler and
configured through an
external interface.

® one or more software
programs and their
dependencies that are used
to interface with the process
or the control system itself (for
example, configuration
software and historian)

® Note 1 to entry: Software
applications typically execute
on host devices or embedded
devices.

® Note 2 to entry:
Dependencies are any
software programs that are
necessary for the software
application to function such as
database packages, reporting
tools, or any third party or
open source software.
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Security Level

Description Threat Actor Examples of Actors

SL1

SL 2

SL3

SL4

\Q\Jf

m
c
e |
ul
|
o

Protection against casual or coincidental _
e careless or disgruntled

violation '
Insider and/or employees or contractors
Protection against intentional violation ._fxternal e intruders with low skills
using simple means with low resources, Y\'\/ and motivation
O

generic skills, and low motivation (0
Protection against intentional vi L
using sophisticated means wﬁl@«oderate

resources, system-specific @S and e cybercriminals
average motivation QO‘ External ® industrial espionage
Protection against intentional violation “professionals” e state-sponsored
using sophisticated means with extended malicious actors

resources, system-specific skills, and high

motivation

img src: https://orignix.com/wp-content/uploads/2020/09/blog3table-1.png  Slide / 21
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Plant Environment

Required
protection level #
for the system

Risk Assessment

System Archiﬁe&ure,

Zones and duits

Target SLs
Solution

Achieved SLs

Capability SLs

Control System Features

Control System

Independent of Plant Environment

Part 2-1
IACS security
management

System

and

Part 3-2
Zones and
conduits

Part 3-3
System security
requirements
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Common component security constraints
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Common component security constraints

Requirement

Description

CCSC 1: Support of essential functions

FEEHYRHPEIEEE(E IEC 62443-3-3:2013 55 4 {FR P P aitH s @ PR -

4.2

As documented in 3.1.22, an essential function is a “f
maintain health, safety, the environment and availabij

Support of essential functions "‘"\

or capability that is required to
the equipment under control.”

Security measures shall not adversely affect ential functions of a high availability IACS
unless supported by a risk assessment. .

NOTE See IEC 62443-2-1 regarding the dogu lon requirements associated with the risk assessment
required to support instances where secu rit¥ megsufes may affect essential functions.

When reading, specifying and 4 enting the SRs described in this standard,
implementation of security measu ould not cause loss of protection, loss of control, loss

of view or loss of other esse?i(k functions. After a risk analysis, some facilities may

determine certain types of
measures shall not resu
environmental (HSE) co

ity measures may halt continuous operations, but security
oss of protection that could result in health, safety and
nces. Some specific constraints include:

Access Controls C and UC) shall not prevent the operation of essential functions,
specifically:

- Account&sed for essential functions shall not be locked out, even temporarily (see
5.5, SR 1.3 — Account management, 5.6, SR 1.4 — Identifier management, 5.13, SR
1.11 — Unsuccessful login attempts and 6.7, SR 2.5 — Session lock).

— Verifying and recording operator actions to enforce non-repudiation shall not add
significant delay to system response time (see 6.14, SR 2.12 — Non-repudiation).

— For high availability control systems, the failure of the certificate authority shall not
interrupt essential functions (see 5.10, SR 1.8 — Public key infrastructure (PKI)
certificates).

— Identification and authentication shall not prevent the initiation of the SIF (see 5.3, SR
1.1 = Human user identification and authentication and 5.4, SR 1.2 — Software process
and device identification and authentication). Similarly for authorization enforcement
(see 6.3, SR 2.1 — Authorization enforcement).

— Incorrectly timestamped audit records (see 6.10, SR 2.8 — Auditable events and 6.13
SR 2.11 - Timestamps) shall not adversely affect essential functions.

Essential functions of an IACS shall be maintained if zone boundary protection goes into
fail-close and/or island mode (see 9.4, SR 5.2 — Zone boundary protection).

A denial of service (DoS) event on the control system or safety instrumented system (SIS)
network shall not prevent the SIF from acting (see 11.3, SR 7.1 — Denial of service
protection).

img src: ISA/ IEC 62443-3-3 slide/ 24
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Common component security constraints

Requirement Description

CCSC 2: Compensating countermeasures | 7R EFNN » FHINERE MEEGIFE EAVER) - mIREME 20 & A SR EE
HI—THEETREOK « B EEMENER » 3RS FERZ R BH A S e Y
W R - DUEE ARG IR S 2l RESIRF S iB Bu Tk -
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Common component security constraints

Requirement Description

CCSC 3: Least privilege

ST ML - —(ERS AL (RIS, - #AGEE - ©
BSERIAER ST ) HE ELRAE T  SE RSB TR METRIRRN - & R Sl
FEE 5 TR S RE PRI 2 A 6 e\ 5 TR B Py € DS A - 2%
TR - JETTHE (A2 (TR HERAAN R RCIUA TS B RA BT
PEREFE 7 R T 3O -
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Common component security constraints

Requirement Description
CCSC 4: Software development process A E AT A A IEHRIRIEC 62443-4- L AiCH 22 4 7 fubi AR HE T
BRE I - ‘
~{
Kk\/
O
o
N
\M
N3
N
QO
Al
O
N
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FR 1: Identification and autithentication control (IAC)




CR 1.1 — Human user identification and authentication

Requirement

CR 1.1 Human user
identification and
authentication

Description

AHIFIEE RIS |IEC 62443-3-3 SR 1.1 {7248 - ¥

ﬁ%%LﬁAEmeﬁﬁLﬁ%ﬁ%%%%ﬁ%j

RIENRET] - ZHEJIEAE ﬁﬁﬁ?ﬂﬁ/&%ﬁﬁ%ﬂﬁz@
SR T S A ssa A R > DS
e MEPR R AL f/\%ﬂ%%ﬁ’]%éa\ﬂ(%

iETHEE T A DA s A B et - %ﬁfﬁ
ZE&%JE’JE%*%%U%D%%J?%EP“ 3‘

Security Level

1,2,3,4

Remarks

authentication for all
networks

Ry NIFE I PR 2 I -aee

CR 1.1 RE 1 - Unique 4 e EL S ) D — W%%@%ﬁ%ﬁk@@% 2,34
identification and & o

authentication ) {{\

CR 1.1 RE 2 — Multifactor | 411 ELfae e BT E SIRs (PR E 24585 - | 3,4

Slide / 29
e



CR 1.2 — Software process and device identification and

authentication

Requirement

CR 1.2 — Software process
and device identification and
authentication

Description

AH A Bt aE 77 B Headn !SIt 7] HoAth AR 4
(EFEIRAGER ~ IRATURE ~ B
BHEBERE) ETER > HIRIEC
62443-3-3 SR1.21E4 - 5z gl - fIAl
—(EEARER - EABH PRI ME
17 Y0 - TRIZIEC 62443-3-3 SR1.1
AR N JHFH Fan ! B8 Al ] e 2 4H %%JL
LA R0 L B AR AR Y — i

Security Level

CR 1.2 RE 1 - Unique
identification and
authentication

4 RSt A LA 4 S Sk A
S SR T - <
<<0

3,4
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CR 1.3 — Account management

Requirement Description Security Level
CR 1.3 - Account HrFEEfRET] - BB ARES | 1,2,3,4
management ELRFFHREHTARE » 776 ~\
IEC 62443-3-3 SR 1.3 &3t - N
\

QY

55 SR 1.3 - Account managa{rggﬁ
5.5.1 Requirement Q

The control system shall provide the capability to support the management of all accounts by
authorized users, including adding, activating, modifying, disabling and removing accounts.

img src: ISA/ IEC 62443-3-3 slide/ 31



CR 1.4 - Identifier management

Requirement Description Security Level
CR 1.4 — Identifier HIFERMRET] - BREERES | 1,2,3,4
management BERF  RZIRE RIS - 1T ~

& |EC 62443-3-3 SR 1.4 fE - N

Q/U
\}f%)
\f\m
S
N

5.6 SR 1.4 - |dentifier T(@agement
5.6.1 Requirement

The control system shall provide the capability to support the management of identifiers by
user, group, role or control system interface.

img src: ISA/ IEC 62443-3-3 slide/ 32



CR 1.5 — Authenticator management

Requirement Description Security Level

CR 1.5 — Authenticator SHIFEEHLUTNEET) ¢ 1,2,3,4
management a) IR FIGERIN TN ; <
b) IEAEZEERERRIETESE AR T NV
F R or
c) %ﬁﬁ%ﬁ%&@%ﬁ%ﬂ%ﬁ%;
d) {EEETE - [EFIRIEANS - (RN T
K2 RPTENHRBERUELL -

CR 1.5 RE 1 — Hardware @#%W%%%%H%@ﬁ@ﬁ%&ﬂﬁﬁ‘ 3,4
<

security for authenticators PRaE °

B %ﬁ%{%ﬁééa’f%%QQ%‘fi%ﬁ% (OTP)
SUIERS - IR E R e B e d - DUEREX
RN -
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CR 1.7 — Strength of password-based authentication

Requirement

Description

Security Level

generation and lifetime
restrictions for human users

REFIS IR E N A PR
YR N B (E RS - IEID 2 I
fEEeR G T N PSR
FFAPRFRAIHIRE ST - B LLTREHErT
P2 TSREN - sHIRIETR AT E RS
SR AT — {8 P 35 E A R N ER R P e
HHEHYRE T ©

CR 1.7 — Strength of S SRR R4 - IS EARIELE | 1,2,3,4
password-based BrEEE B — (2T - % 2 E RS XY
authentication B[R\ o H&E I n] iy 2 aET5 5 (iR E T \X\’

F L A S A e
CR 1.7 RE 1 — Password 4 (e R (i o e A B ([ 2 z%&?/ 3

CR 1.7 RE 2 — Password
lifetime restrictions for all
users (human, software
process, or device)

HIF BT EEE S E—E T A8
RES R T THT A I P Ry S i R A
{58 FHAPRPR A -
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CR 1.8 — Public key infrastructure certificates

Requirement Description Security Level
CR 1.8 — Public key BFERH AR emAERRE (PKI) | 2,34
infrastructure certificates W o 4HFFERR LB & B —{E £ ~\
o % AR SIBIEC 62443-3-3 D
SR1.8HH & {F FH A5 T - e
X/
"
N
\\M
N
<\}
5.10 SR 1.8 - Public key infr:-':lstru,\%rel (PKI) certificates

QQ

5.10.1 Requirement

Where PKI is utilized, the control system shall provide the capability to operate a PKI
according to commonly accepted best practices or obtain public key certificates from an

existing PKI.

img src: ISA/ IEC 62443-3-3 slide/ 35
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CR 1.9 — Strength of public key authentication

Requirement

Description

Security Level

Remarks

security for public key-
based authentication

SR HRHYIAE

CR 1.9 — Strength of public | $1¥HE I /ABISIRIEAIAVALMA: - ISLAHERE | 2,3,4
key authentication EEHR IR AT H AT o % AYE
EIHIIACSEE T EA DU TRES] - ~
) @g@ﬁ% ﬁ%@%@ﬁﬂ@%%ﬁzgw
b) B ﬁﬁ@%@@%mﬁ %/
BT B E T AR &g%
ﬂg%%-V& ;
c) % R ﬁ%%%%%%%%ﬁﬁ
d) AR (AE - @@\ SRk
HETERL St
) BEREEAN Sy ﬁ%ﬁ(A@ /g
BAR L)
) HERRR AR SRR B AR T
£8 BIEEIEE R -
CR 1.9 RE 1 — Hardware A E %E@JEL BT ReERESE - REFA | 3,4
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CR 1.10 — Authenticator feedback

Requirement Description Security Level
CR 1.10 — Authenticator EH AR AL R DRERT - SZAHFE | 1,2,3,4
feedback HR AL I 1B R o it o8 31 2 -\
BEEEE ) - QA
\§o
{
\M
N3
<>\/
e
~
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CR 1.11 — Unsuccessful login attempts

Requirement Description Security Level
CR 1.11 — Unsuccessful BRI R DIRENRY - RZAHFIERRAE | 1,234
login attempts PUNRESS - ~

a) TEFTAERVIHIELSY  BHEMMAE | (v
(AE - spsestei) mirE | O
EIEEIE RO ER . 4G

b) EEEELIW EIRE > ERER-)T
Ee R B P T
TERAIREIRA A 5 B ] BT
ARSI - QY

\(«.
<
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CR 1.12 — System use notification

Requirement
CR 1.12 - System use

Description Security Level

B AR A HHEFR HMIE > | 1,234

notification JHE L A 1 T A BT % 2 0 R A T <
RIS - ZAGE BB ETEE |
HEABREE - 10
X/
N
\M
Ng
<>\/
A
o
N4
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CR 1.14 - Strength of symmetric key-based authentication

Requirement

CR 1.14 - Strength of
symmetric key-based
authentication

Description

SRR - BALFIERD
BUTRES]
a) (BB R

b)

C)
d)

Tp S i T S TR (A
A e SERIEIA R ng
PRI =T R AEEL DU

R (T A B 4 S %maégﬁ%
&8 BT -

Security Level

CR 1.14 RE 1 — Hardware

based authentication

security for symmetric key-

@#Eﬁ%ﬁﬁ@%&ﬁ%é@ﬁ B
B P RE 581 BE 77 -
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FR 2: Use Control




CR 2.1 — Authorization enforcement

Requirement Description Security Level

CR 2.1 — Authorization SHOFFETR it —RETrE s i > | 1,2,3,4

enforcement RIS E R4S AR & ~
He TR BT T2 o N

CR 2.1 RE 1 - Authorization
enforcement for all users

HIFIETe Bt — TR T - A
WNEATA RS (BREAJE - 3K
A2 E ) IR AR |
gl - N

S\

By > HIPHESZ TR A - B E
FLAEE PR B 7 2R = (5 L7k P2 AT
58 ~ IEHERATTIVAT R -

CR 2.1 RE 2 — Permission aH {4 e B R al B iE B A ; 23,4
mapping to roles SR o E R AR E

{HHE SRR 2 A EnbE - B

A FELE RS E 2 HYPE e 451 -
CR 2.1 RE 3 - Supervisor A TE S PR EEHNFHIE SR 1 3,4
override Al 3% E R e R o
CR 2.1 RE 4 — Dual approval | E17/A 0 ReH TIERI2ENEE | 4
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CR 2.2 — Wireless use control

Description Security Level

Requirement

CR 2.2 — Wireless use WA P s/ Ay A 1 1,2,3,4
control RIER RS R LIAVEE ST - DI ~\
PEE R ~ SRR » 4T E QD
NERHIZE B - e
&
N
&
N
O
A
o
N4
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HDR 2.4 — Mobile code

Requirement
HDR 2.4 — Mobile code

Description

& ERACE B TTEESEy - 3%
SEEE B AR TR TR
flirfsE FHAYZE EEURRIRE S » 324 %
BURZE/DIERETHIN LI E E&
T TES S E T Ll NEIE -

a) FEHHTEMEAYET

b) FERIPLEEAE (NJE - EEE

R EEEE) %)i’iflznﬂﬁﬁbfﬁ’

B5_EHE EREEE u@
C) ERNHITEIERYSE éﬁ
£ *asﬁ-%ﬂﬁzgu#’“@ FEER
(s

Security Level

HDR 2.4 RE 1 — Mobile code
authenticity check

TG B IR fLm Bl T2 EBUR
RES] » ZBURSLE TR BEAERE =
{TZRT > MREETES TR EE
M ah R - ZERTEIREAYETT -

2,3,4
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CR 2.5 - Session lock

Requirement
CR 2.5 - Session lock

Description

R RIEAEHE TH > e
EINIUREIE: - s ik e e
PRIERR L LU RETT

a)

b)

RS SBIHY R s i B R ER AR B
BEEBHE (A BefEaEk
BE) THREN - EEEE

GEERTEADS I TTEL S
PR, Ny
@%ﬁﬁ@%ﬁﬁﬁ’%§%
ﬁ%ﬁmkﬁ%ﬁﬁg% ¥
R B R [ s

ORI IS e BT AL A7

Security Level

HY
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CR 2.6 — Remote session termination

Requirement Description Security Level
CR 2.6 — Remote session AR g sh o sZAHAEIETRR | 2,3,4
termination ey > DR EERY A 55 e B ~

B BB IR GRS S A W

Pt \ BFEEUL > SNBSS O

SIS (A ~ SRR ak A ) COQ/

FEEIE - D

\f\m
Na
<>\/
ﬁ‘?“
O
4
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CR 2.7 — Concurrent session control

Requirement Description Security Level

CR 2.7 = Concurrent session | #H{FERERFIEIFEHE (A | 3,4
control - WORAE P E) fEEHE ~\
T e R RE S - N

' ' \
o
N
\M
N3
<>\/
Al
O
N4
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CR 2.8 — Auditable events

Requirement Description Security Level Remarks

CR 2.8 - Auditable events | &1{fHERLHEE Bl 22 SARRARY R TECERIEE T - LR - 1,2,3,4
a) TEHUZH] ;

b) ks 4
C) IEHIZIAEL: ; Qv
d) HHERESEEE O

e) HLEHM MK %Q/
f) atHEEEN - N

§
BB TR &
a) FHERET ; WV
b) mﬁ<@%%ﬁ\%%@§%xﬁmﬁ>:
c) HHHl QQ
d) AL
e) HHID; LU
) SR -
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CR 2.9 — Audit storage capacity

Requirement Description Security Level Remarks
CR 2.9 — Audit storage AH{HIE - 1,2,3,4
capacity a) FEALIR IS R H s B s OB O A R INAE )+ DU

b) FRAEHIZRY] (AR E R S R F AR A Bl A -

CR 2.9 RE 1-Warn when SHIF BB E D lCHV sk F A B R F RN REUk AR S 20 | 3,4
audit record storage SEHELEREE ST - Q/
capacity threshold reached \(.’9
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CR 2.10 — Response to audit processing failures

REIMENS

Requirement

CR 2.10 — Response to audit
processing failures

Description

ST

8) HRAILTESS AR 12 SR BRI BERAE 77  DLR.

b) R TR BRARSR B R AL
S AR N
S

Security Level

1,2,3,4
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CR 2.11 — Timestamps

Requirement Description Security Level Remarks
CR 2.11 - Timestamps SHUFrEFR I EEGE (EfE NI /AYee)T) - FREEETass o 1,2,3,4
CR2.11RE 1-Time SRR FETE L B ey FaT i (R A B FE e i 1L AE T T o 2,3,4
synchronization \\‘}
CR 2.11 RE 2 — Protection of | B[ [E5 M IR (IR S HE I BE AT T AR IS | st | 4
time source integrity o S
\}V
SI
N\
<>\/
e
<

Slide / 51
e



CR 2.12 — Non-repudiation

REIMENS

Requirement

Description

Security Level

repudiation for all users

SEEIEELREE TR E IS I (A (GOl 25
ST TR - ,

CR 2.12 - Non-repudiation | ZE&AME B IAEAZErmE - ARZAMFEEFRER C AEEREE | 1.2,3/4
EEHITRERIFRIRES] - A SZIRILRETT E@?%%Uffﬁ%ﬂﬁ%ﬁﬁ@i#
i o

CR 2.12 RE 1 - Non- 4
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HDR 2.13 — Use of physical diagnostic and test interfaces

Requirement Description Security Level Remarks
HDR 2.13 — Use of physical | Ef&ac D] IF RS B TRZE AR rE (FIe0 JITAG | 2,3,4
diagnostic and test ES VNP
interfaces ~
. N o » \ AP -
HDR 2.13 RE 1 - Active F e PR 2 B Y E BN R W EI EFHUE | 3,4
monitoring Lo AR RS T Hat R E &
S
{
\M
Q¥
e
<
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FR 3 — System integrity




CR 3.1 — Communication integrity

Requirement Description Security Level Remarks
CR 3.1 - Communication HIFER LIRS E I E S B MEAYRE ST - 1,2,3,4

integrity

CR3.1RE1- e A E AR s B CE R E B MRS T - 2,3,4

Communication TR R RE IR M OREE R A A N e B IR A AR A -

authentication
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HDR 3.2 — Protection from malicious code

Requirement

Description

Security Level

REIMENS

HDR 3.2 - Malicious code | L4558 FEAH IACS Felb it IERG R Ats]  FIREmE | 12,34
protection 5 - IACS 725 L eI A B e R MR (T P
Tk - Xy

HDR 3.2 RE 1 — Report
version of code protection

S 5 02 TE PR D R RGO OB S A A
(fE BBBEssThiEy 505> - O

2,3,4

Slide / 56
e



CR 3.3 — Security functionality verification

Requirement Description Security Level Remarks
CR 3.3 - Security S IETE BESHRARYR |IEC 62443-3-3 SR3.3 Egr = IRE TREATR(ERY | 1,2,3,4

functionality verification AE

CR 3.3 RE 1 - Security 4

functionality verification
during normal operation

SORTERHER - DR ELS A B
REN A o

o
2
f N

RO A 1L A E IR SR e L = DRe TR FRYRE T) - 1273
BRY EHMME » 12X

N
QO
R
7.5 SR 3.3 - Security functjzﬁd\ality verification

7.5.1 Requirement

The control system shall provide the capability to support verification of the intended
operation of security functions and report when anomalies are discovered during FAT, SAT
and scheduled maintenance. These security functions shall include all those necessary to

support the security requirements specified in this standard.
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CR 3.4 — Software and information integrity

REIMENS

Requirement

Description

Security Level

CR 3.4 — Software and SHPFIE BRI TECHREGRS ~ e FIEM S E Toe B b nTsE | 1.2,3.4
information integrity 1) BRI A R » SR SRR T B

YRR S5 - RN
CR 3.4 RE 1 - Authenticity | L5} - SHPFIIERFFA TECHRATGRS ~ SUpfEMEUE THEE | 2,34
of software and information | MAHIEE J) » EIEILIRFIE A S IR A4S R AR S EIRE ST

LR HE R A S5 - S
CR 3.4 RE 2 — Automated HHFERERTER R HUEE“%E%%%T%@EE&(E@% allkf - H | 34
notification about integrity B[] v B E RV E SRS A - N
violations o

?~V
<
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CR 3.5 — Input validation

Requirement Description Security Level Remarks
CR 3.5 - Input validation A0 MBS R LR AR g A BBy N E R BT | 1,2,3,4
AU AERHYEEE ~ RIETIANE -
=y
Kk\/
O
o
N
\M
N3
<>\/
e
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CR 3.6 — Deterministic output

Requirement Description Security Level Remarks
CR 3.6 — Deterministic HPEEHE LARAVH A E R RS ) - AR At ER | 1,2,3,4
output AV IEH (R > Re e B Ry FHE FRIARE ©
-
>
o
\*M\B
N3
N
QO
Al
O
N
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CR 3.7 — Error handling

Requirement Description Security Level Remarks
CR 3.7 — Error handling VEG A SE AR T 2 H R BR BRSSO, - DUEET AR ELE - 1,2,3,4

PRIE Ry T R iF AR R M Fe e n B e E R - A R St =g m]

DUFIFAAC 82 IACS (Y ET, - <

\i\/
O
&
\*m\}
N3
N
QO
Al
<<0
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CR 3.8 — Session integrity

Requirement Description Security Level Remarks
CR 3.8 — Session integrity SO IERR R AR R e EE’]*%‘@:’@%: 2,3,4
a) 1t )%Ja"umﬂzﬁ{m e IR (ELFESE E) EQ=rr Tl
FRUAIEETT 5
b) RySHEE A R — e I@&Wﬁiﬁzmgﬁu‘&%
HEHYRE ST 5 PAK
C) (R ATRAIBEIER A ot — &wﬁ% 57 -
N7
\M
Q¥
e
3
<<0
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CR 3.9 — Protection of audit information

Requirement Description Security Level Remarks
CR 3.9 — Protection of audit | sH{ffEMREEZETEN ~ Fat HetME LE (WRFE) B2 REYT | 2,34
information PERVFHEL ~ ECORIIER -

4

CR 3.9 RE 1 — Audit records
on write-once media
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HDR 3.10 — Support for updates

Requirement Description Security Level Remarks
HDR 3.10 - Support for TR ENE SR AT AYRE ST 1,2,3,4
updates

HDR 3.10 RE 1 - Update TR E A L AT iG S BT AT HEMMTEEN: | 2,3,4
authenticity and integrity gé/
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HDR 3.11 — Physical tamper resistance and detection

Requirement

HDR 3.11 — Physical tamper
resistance and detection

Description

B == Eif“%zﬁiﬁiﬁéﬁi5§&i$ﬂﬁ%ﬁﬂﬁﬁ%ﬂﬁﬂﬁéjj’ PABGIE ARG FER )
HFHEZ A E

Security Level
2,3,4

REIMENS

HDR 3.11 RE 1 — Notification

T B MR SRR AR B G (AL & 5l ﬁmT SEE 2

3,4

of a tampering attempt WS AR - FrA BUURARITE ffﬁﬁ%%‘caﬁ“% REHY—H 7 E
K
(OV
\*M\B
N3
N
QO
Al
<<0
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HDR 3.12 — Provisioning product supplier roots of trust

Requirement Description Security Level Remarks
HDR 3.12 - Provisioning | MU EEHRAC{ERUBISUE A (R A L IR s I B RHTAE T+ | 2,34
product supplier roots of | LUEIFHITEIE » SERIERIELENE + AKEIER—(EZ (ST
trust FR” o Y
>
O
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HDR 3.13 — Provisioning asset owner roots of trust

E—
Requirement Description Security Level Remarks
HDR 3.13 — Provisioning FHEAZEE - 2,3,4
asset owner roots of trust a) eftsEN g & Ed A B wmA B REN: - S BN EE

VERVRE ST » SEEEEORIFIME SRR 5 DU
b) AR A S R DML I RNV TR BE
=

2

g
&
?~
&

4
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HDR 3.14 — Integrity of the boot process

Requirement Description Security Level Remarks
HDR 3.14 — Integrity of the boot | FEAACEEAREATE T EH AT > BREEeie - WEeiiscErEny | 1,2,3,4
process SeREVE > DUECREAE BB TPy T e -
HDR 3.14 RE 1 — Authenticity of | FHICEEFREERE P AT - BEek %\ RS AE ERERY | 2,3,4
the boot process SeReMt > DIHECR EAE BB RE TP AT SEIES
&
N
\M
N3
N
QO
Al
<<0
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FR 4 — Data confidentiality




CR 4.1 — Information confidentiality

Requirement

CR 4.1 - Information
confidentiality

Description

HIERR L LU IR

a) (R IR B R S AT (IR RE N AR
b) IREIE AR AU IREE - A IEL 62443-3-3 SR

4. 1HE °

Security Level Remarks

1,2,3,4

8.3.1

Requirement

8.3 SR 4.1 - Information cunf(i(c&gt\iality

The control system shall provide the capability to protect the confidentiality of information for
which explicit read authorization is supported, whether at rest or in transit.
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CR 4.2 — Information persistence

Requirement

Description

Security Level

REIMENS

verification

PR AR
X

CR 4.2 — Information T A BRSNS - LI EIR AL ERFTE EaRiVRE T » ¥ [ 2,3,4

persistence B B A IR SR A -

CR 4.2 RE 1 - Erase of A ETE IEOreETE e - DARG 1 i as e as M L =3 ﬁﬁﬁfﬁ\%@%ff‘% 3,4

shared memory resources FIESMNYE R EH o MR E AT CRRGe LR E R g
PREFEER © 280 > FEStEBEG AR AM) HYIZEE » TIREAE
BERER R HUR SRS R e - NI - S s 23
B R BRI AN (L A = B AR > AR &R R RRATE R A
EHRIEDE R Bt H Rz - S (A A REHEFHY

CR 4.2 RE 2 - Erase 3,4

«°
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CR 4.3 — Use of cryptography

Requirement Description Security Level Remarks
CR 4.3 — Use of WIERFZNNE - (A EE AR PR AU E Eges iy 2 S EE A | 1,2,3,4
cryptography R 2 e -
=y
Kk\/
Q/O
\§o
{
\M
N3
<>\/
e
~
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FR 5 — Restricted data flow




CR 5.1 — Network segmentation

Requirement Description Security Level Remarks
CR 5.1 — Network AR E ST 12 7 B s MR oy BRI E MRV RR S > DUmE > | 1,2,3,4
segmentation HIAEESZRTHE o BRI A [F N B E B - DA IRAER Y%

S VERTAISELE - -~

\%
>
&
N
&
<>\/
Al
<<0
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FR 6 — Timely response to events




CR 6.1 — Audit log accessibility

Description

Security Level

REIMENS

Requirement

access to audit logs

P S S e v e =t TV Wl TTFER Mg A > P

HEOR Sy MR E R -

CR 6.1 - Audit log S ERR BERRERY A B AN/ 2 TR AR 7 = HUFE % HEE RS 1,2,3,4
accessibility
CR 6.1 RE 1 - Programmatic | {H{ffEEMEHEMERITE (AP BGRFEESTCERHEXFIET 24t | 3,4
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CR 6.2 — Continuous monitoring

Requirement Description Security Level Remarks
CR 6.2 — Continuous AHOFIERR ALEERIRNVRE T - TRIIBEZ VL BT R ERANER - | 2,34
monitoring LUK B gl ~ R ORI &5 2 kol » 38 EE SH A HERZ R4 N st

AR » DR AR [E] R (Ao 22 BT Ry - bR U B HE i -
\4

Firewall ¢

v/
|

HIDS HIDS HIDS
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FR 7 — Resource availability
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CR 7.1 — Denial of service protection

Requirement Description Security Level Remarks
CR 7.1 - Denial of service HAFEEAENDOS (RIS ) B ERFSIRA R ER4ERT 1,2,3,4
protection essential function HYEE
CR 7.1 RE 1 - Manage 4L PETERE4ERR DOS %@a@gaﬂw/%ﬂ@z5@@%@%@ - 234
communication load from O
component &

N

N
QQ
<
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CR 7.2 — Resource management

Requirement Description Security Level Remarks
CR 7.2 - Resource HPFETR R B L= ThRe(E FHEIRAVEE ST - DI IR &E IR AR - 1,2,3,4
management
&
O
o
N
\M
N3
N
QO
Al
<<0
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CR 7.3 — Control system backup

Requirement

Description

Security Level

REIMENS

CR 7.3 RE 1 - Backup
integrity verification

27¢
IS

e R R (0 & B IEVRE ST - E‘f%@%‘,’gﬂza—ﬂﬁ/ﬁ\ﬁ?ﬁ%@
O

CR 7.3 - Control system LHIFERE LS B 2 SRR (D B ERVRE ST » DACRGEAHMHIRRE (user-and | 1,2,3,4
backup system-level information) o {#§{5 B2 22 28 1 5 A 4R (R (F -
2,3,4
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CR 7.4 — Control system recovery and reconstitution

Requirement Description Security Level Remarks
CR 7.4 — Control system SR B (A B B & PRAR T R 4H 22 RN ZE e IRRRHYRE T 1,2,3,4
recovery and reconstitution
~4
Kk\/
O
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CR 7.6 — Network and security configuration settings

Requirement

Description

Security Level

REIMENS

CR 7.6 — Network and SHAFETR ALRIR I H S S AL e R PR AL AYFE 5 [ it il A AP S A2 2 | 1,2,3,4
security configuration FCEMAETTECEARES) - SR FERR It — (B - RN E AT EbE AV 4ges
settings MZREE =\
CR 7.6 RE 1 — Machine- SHUFIERMERE ) » R — s - VI ERIGRRIZ 2eE @ ALK | 3,4
readable reporting of w5 RS U2 Q/
current security settings \Cg
)
\M
Na
<>\/
e
<
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CR 7.7 — Least functionality

Requirement Description Security Level Remarks
CR 7.7 - Least functionality | sH{FIEFE(LEFIRHA LZEAVLIEE ~ ZPHE ~ e M/EdRFSHER | 1,2,3,4
FIRETT °
-
Ny
O
o
N
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CR 7.8 — Control system component inventory

Requirement Description Security Level Remarks
CR 7.8 — Control system LR FEFR LIRS 4 |IEC 62443-3-3 SR 7.8 HYHHI 24540 F 225y | 2,3,4
component inventory AE
~\
Kk\/
((/O
&
N
N
11.10 SR 7.8 — Control system compéa\ént inventory
- o
11.10.1 Requirement <

The control system shall provide the capability to report the current list of installed
components and their associated properties.
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